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At the time of publication of this FTR, the editions indicated
above were valid. All publications are subject to revision,
and parties to agreenments based on this FTR are encouraged to
investigate the possibility of applying the nost recent
editions of these publications. You may obtain copies of the
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ANSI and |1 SO Docunments - Anerican National Standards
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25 West 43"¢ Street
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7. Objectives. This FTR is intended to facilitate
interoperability anong Federal video teleconferencing (VTC)
and vi deo phone systens over digital switched networks at
rates between 56 kilo bits per second (kb/s) and 1,920 kb/s,
and over packet-based networks at rates above 56 kb/s.

Equi pment designed for use over asynchronous transfer node
net wor ks, and public swi tched tel ephone networks are outside
of the scope of this recommendati on.

8. Applicability. This FTR nmay be used by all Federal
departnments and agencies in the design and procurenment of

vi deo tel econferencing and vi deophone systens. Appendi x A,

whi ch contains a VIC profile, is normative (mandatory) for the
Departnent of Defense and is informative (optional) for al

ot her Federal departnments and agencies. This FTR is used only
for those audiovisual systens operating over digital sw tched
net wor ks, such as Integrated Services Digital Networks (I SDN),
and audi ovi sual systens operating over packet-based networks,
such as TCP/IP. |SDN (discussed in the recommendation) is



actually a part of the public switched tel ephone network. The
FTR coul d be used in the planning, design, and procurenent,

i ncludi ng | ease and purchase, of all new video comruni cati ons
systens that utilize video coders/decoders (codecs).

The portion of the FTR, which addresses digital swtched
systens, was designed primarily for use with ISDN. Many ITU-T
Recomendati ons specify service from 64 kb/s through 1,920
kb/s, and sone ANSI standards specify service from56 kb/s

t hrough 1,536 kb/s. To avoid confusion on applications within
t he



Federal Governnent involving both national and international
interoperability, this standard enconpasses both ranges of
data rates to specify service from56 kb/s through 1,920 kb/s.
It should be noted that nost standard data networks in the
United States carry data from56 kb/s to 1,536 kb/s.

In an | SDN, the overall transm ssion channel may consi st of
one to six B (64 kb/s) channels, one to four H, (384 Kkb/s)
channel s, an Hy (1,472 kb/s) channel, or an Hp;; (1,536 kb/s)
channel. The framed video signal can also be carried on other
switched or dedicated digital transm ssion facilities, such as
one to six nultiplexed 56 kb/s connections, a DS1 connection,
or a fractional DS1 connection.

The portion of the FTR which covers the technical requirenents
for packet-based networks does not provide a guaranteed
Quality of Service (QOS). These packet-based networks include
Local Area Networks, Enterprise Area Networks, Metropolitan
Area Networks, Intra-Networks, and Inter-Networks (including
the Internet). They also include dial up connections or

poi nt-to-poi nt connections over the GSTN or | SDN, which use an
under | yi ng packet-based transport such as point-to-point
protocol (PPP). These networks may consist of a single
networ k segnent, or they may have conpl ex topol ogi es, which

i ncor porate many network segnments interconnected by ot her
comruni cati ons |inks.

The technical paranmeters of this docunent nmay be exceeded in
order to satisfy certain specific requirenents, provided that
interoperability is maintained. That is, the capability to

i ncorporate features such as additional standard and
nonstandard interfaces is not precluded.

Nei ther this reconmmendati on nor any standard in high
technol ogy fields such as tel econmunicati ons can be consi dered
conpl ete and ageless. Periodic revisions will be made as
required.

The FTR is not intended to hasten the obsol escence of

equi pnent currently existing in the Federal inventory; nor is
it intended to provide systens engi neering or applications
gui del i nes.

9. Specifications. The follow ng sections specify the
requi renments for video teleconferencing and video tel ephony
term nal s.

9.1 Digital Switched VIC Systens Description. Specific



requirenents for different types of video term nals using
digital switched circuits are defined in I TU-T Recommendati on
H . 320. AlIl termnals that nmeet FTR 1080B-2001 shall foll ow

t he specifications of H 320. At a mnimum all term nals
shal | be capabl e of operating over one and two channels (p=1
and 2) at quarter comon internediate format (QClF)
resolution. |If a termnal is able to operate at values for p
greater than 2, then the term nal shall be able to operate at
all p values in the set {1,2,6,12,23,24} |ess than the highest
p val ue capable by the term nal.

Exanpl es of a few term nal configurations are given bel ow

Term nal operating over two B channels of an | SDN.
Termi nal operating over six B channels of an | SDN.
Term nal operating over an Hy channel of an | SDN.

Termi nal operating over one switched 56 kb/s
channel

9.1.1 Miltiplexing/ Fram ng. The different parts of
a VIC call (video, audio, data) shall be nultiplexed into
single or rmultiple channels.

9.1.1.1 Frame Structure. All term nals that
nmeet this section of the FTR shall use all the specifications
defined in I TU-T Recommendati on H. 221. The H. 221 fram ng
structure multipl exes subchannels for audio, video, data, and
telematic transm ssion, as well as in-channel term nal-to-
term nal signaling information, within an overall transm ssion
channel of 56 to 1,920 kb/s.

This section of the FTR addresses data channels at nom nal bit
rates of px64 kb/s, where p is an integer that can range from
1 to 30. For unrestricted networks, such as provided by | SDN,
each increnent of data rate may actually be 64 kb/s, but in
restricted networks each increnment may be only 56 kb/s.

Equi pment that neets this section of the FTR shall be capable
of operating on unrestricted and/or restricted networks.

Equi pment that nmeets this section of the FTR shall be capable
of operating with other termnals on unrestricted and
restricted networks. Equi pnment that neets this section of the
FTR shal | be capabl e of operating over a network connection
where a m ddl e segnent or segnents of the network are
restricted. Restricted networks are discussed in annex B of
H. 221 and Section 3.6 of H 230. The problem concerns the

di fferences between the signaling protocols for restricted
verses unrestricted network operations, or operating with



term nal s not having network timng. Annex A of T1.800.04
addresses procedures to alleviate these issues, which are
recomended.

9.1.1.2 Channel Aggregation. It is possible
for a VIC termnal or Multipoint Control Unit (MCU) to have a
single channel interface to nultiple channels using channel
aggregation. An exanple is aggregating six B channels into a
single 384 kb/s channel. The use of channel aggregation
i ncreases interoperability between equi pnent on different
net wor ks and allows a high-speed interface to | ow speed
networks. Use of channel aggregation is optional for VTC, but
when it is built into a VIC term nal or MCU, that equi pnment
shal | be capabl e of operating using the conmbination of Case B
and Mode Bl as specified in H 244.

9.1.2 System for Establishing Comunicati on Between
Audi ovi sual Terminals. All term nals that neet this section
of the FTR shall use all specifications of ITU-T
Recommendati on H. 242 for establishing communi cati ons between
two audi ovi sual term nals. H. 242 describes the in-channel
term nal -to-term nal comruni cations control procedures. The
procedures allow audi ovisual termnals with different
capabilities to interwork and switch anong conpati bl e nodes to
support additional applications, for exanple, exchanging data.

9.1.3 Video Codec. All termnals that neet this
section of the FTR shall be capable of color and near-full
notion operation using, at a mninmnum the QCIF format defined
in | TU T Recommendation H 261. All termnals shall neet al
specifications of H 261. An encoder shall be capabl e of
coding at a m nimum average of six frames per second. The
decoder shall be capable of decoding at |least 7.5 frames per
second. This is the mninmum picture interval and is discussed
in H 261, H 221, and H. 242. Higher rates can be negoti ated
usi ng the procedures in H. 242.

A terminal is not precluded fromusing coding algorithns other
than H. 261, but for every video coding rate the termnal is
capable of, the termnal shall be capable of using the H. 261
coding algorithm The purpose of this requirenent is to
prevent two term nals which are capable of communicating at a
hi gh transm ssion rate, such as p = 24, fromhaving to

conmmuni cate at a lower rate to be interoperable.

A terminal is not precluded from having proprietary picture
formats other than QCIF or FCIF, but if a termnal has a
picture format with nore pixels than QCIF (176x144 = 25344



pi xel s), it shall also have the FCIF picture format

i npl emented using H 261. The purpose of this requirenment is
to prevent two term nals, which are capable of FCIF-1like
resolutions, fromhaving to communi cate at a QCI F resol ution
to be interoperable.

Moti on conpensation is optional in the encoder. Motion
conpensation is required in the decoder, where the
reconstruction of the motion is relatively sinple. The
decoder shall accept one vector per macrobl ock.

NOTE: The video coding algorithm described in this section of
the FTR is a variable-rate algorithm Video transm ssion is
not fixed at nultiples of 56 or 64 kb/s, but instead occupies
all bandwi dth avail able for video within an overal

audi ovi sual communi cations system The term " px64 kb/s”

defi nes the nomnal transm ssion rates of the overall system

| TU-T Reconmendation H. 221 provides for operating at nultiples
of 56 and 64 kb/s.

9.1.4 Audio.

9.1.4.1 Audio Algorithms. All termnals
that meet this section of the FTR shall follow nmandatory
requirements in H 320. Further, termnals shall be capabl e of
codi ng and decodi ng audio using G 711 framed m | aw node and
G 728. If a termnal is capable of coding or decodi ng audio
using G 722, it shall be capable of operating node 2 and 3 of
G 722.

9.1.4.2 Audio Arrangenents. A term nal can
have one or nore of the follow ng three functions:

a. Handset function,

b. Hands free function for up to three users,

c. Hands free function for nore than three
users.

The audi o characteristics for each of these functions shall be
as defined in H 320.

The principles used are identical with those for tel ephony
termnals. That is, the sensitivity for handset function and
hands-free function designed for personal use/a small group of
users is specified in | oudness ratings, and the sensitivity

10



for conference termnals is specified as output |evels.

9.1.5 Franme-Synchronous Control and I ndication
Signals for Audiovisual Systems. All term nals that neet this
section of the FTR shall use |ITU- T Recomendati on H. 230.
H. 230 provi des additional frame-synchronous control and
i ndi cation signals such as freeze picture, video |oopback, and
sinple multipoint controls. These control and indication
signals are necessary to provide additional functionality and
to provide extensibility to future standards.

9.1.6 Telematic Services. The ability to transmt
freeze-frame inmages is optional within this FTR If a
term nal is capable of transmtting freeze-frame i mges, it
shal |l be capable of transmtting the i mages according to the
procedures described in Annex D of H. 261.

10



Use of telematic services is optional within this FTR |If
telematic services are used, beyond those defined as freeze-
frame, the requirenments of the T.120, T.122 and T.123
recommendati ons shall be inplenmented.

9.1.7 Miltipoint Control Operation. Miltipoint
control operation is defined as the interconnection of 3 or
nmore VTC term nals through an MCU. MCUs perform many tasks
intended to allow many VTIC termnals to see, hear, and
exchange information with others in a conference.

9.1.7.1 Miltipoint Control Operation in a
Termnal. A VTIC term nal can connect to a MCU using the sane
protocols as for connecting to another VTC term nal.
Optionally, additional features can be added to a termnal to
all ow greater functionality when operating with a MCU  The
specification for these features can be found in
Recomrendati on H. 230, H. 231, and H. 243.

9.1.7.2 Miltipoint Control Operation in a
MCU. All MCUs that neet this section of the FTR shall neet
all previous mandatory sections of this FTR, with the
exception of coding and decodi ng of video. However, if the
MCU provi des for video m xing, then the requirenment of H. 261
shall apply. All MCUs that neet this section of the FTR shal
meet all mandatory specifications of ITU- T Recommendati on
H. 231, H. 243, H. 320, H. 221, H 230, and H.242. H. 231 descri bes
the functional representation of a MCU, and H. 243 descri bes
the in-channel term nal-to-MCU comuni cations contro
procedures. These procedures allow MCUs to interwork with
each other and with VIC term nals. These procedures also
allow termnals and MCUs to switch anong conpati bl e nodes of
operation to support additional applications, for exanple,
exchangi ng dat a.

MCUs shall be able to connect and work with VIC term nal s that
do not have specific MCU capability as stated in Section
9.9.1.

MCUs shal |l be capable of coding and decodi ng audio using G 711
framed mlaw and A-1aw.

9.2 Packet-Based Network VTC Systens Description.
Specific requirements for different types of packet-based
network video termnals are defined in I TU- T Recommendati on
H. 323. These requirenents shall apply to all video
tel econferenci ng systens operating over packet-based networKks.
These may not provide a

11



guaranteed Quality of Service. H 323 entities nmay be used in
poi nt-to-point, multipoint, or broadcast configurations.

H. 323 interoperability with H 320 termnals on I SDN is through
Gat eways, as described in Section 9.2.1.2 below. H 323 has
gone through several versions through its devel opnent. H. 323
version 2 is the mandatory version for this FTR

9.2.1 H. 323 Conponents. H. 323 defines the
foll owi ng conponents: Term nals, Gatekeepers, Gateways and
MCUs.

9.2.1.1 Term nal Characteristics. In terns
of the client/server nodel for networking, H 323 term nals are
the client endpoints providing real-time, two-way audi o, video
and data communications to the user. AlIl term nals shal
support voice conmmuni cations; video and data are optional.
H. 323 specifies the nodes of operation required for different
audi o, video, and/or data term nals to work together.

Al H 323 term nals shall also support H. 245, which is used to
negoti ate channel usage and capabilities. Three other

st andard conponents, defined in H 225.0, are nandated: Cal
signaling for call establishnent,

Regi stration/ Adm ssion/ Status (RAS) Signaling for

conmuni cations with the Gatekeeper; and RTP/ RTCP for

packeti zati on and synchroni zation of audio and video streans.

Opti onal conponents in an H 323 term nal are video codecs,
| TU-T Recommendation T.120 data conferencing protocols, and
MCU capabilities.

9.2.1.2 Gateway Characteristics. The
Gateway is an optional elenment in an H. 323 conference.
Gat eways provi de many services, the nost comon being a
translation function between H. 323 term nals and ot her
termnal types. |In general, the purpose of the Gateway is to
reflect the characteristics of a packet-based network term nal
to a switched circuit network term nal, such as an | SDN H. 320
term nal, and vice versa.

This function includes translation between transm ssion
formats and between the signaling and comruni cati ons
procedures for H 323 term nals (as defined in H 245) and H. 320
terminals (as defined in H 242). 1In addition, the Gateway

al so transl ates between audi o and vi deo codecs and perforns
call setup and di sconnect on both the packet-based network
side and the | SDN si de.



Gateways are not required if connections to other networks are
not needed, since H 323 term nals may directly comunicate
with other H 323 ternminals on a comopn packet -based network,
such as a LAN.
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Many Gateway functions are left to the designer. For exanple,
t he actual nunber of H. 323 termi nals that can conmunicate

t hrough the Gateway is not subject to standardization.
Simlarly, the nunber of switched circuit network connections,
t he nunmber of sinmultaneous independent conferences supported,
t he audi o/ vi deo/ data conversion functions, and inclusion of
mul ti point functions are left to the manufacturer.

9.2.1.3 Gatekeeper Characteristics. H. 323
Gat ekeepers act as control points for all calls within its
Zone and provide call control services to registered users.
Gat ekeepers act as virtual switches for H. 323 conferences.

A Zone is the collection of all term nals, Gateways, and
Mul ti point Control Units (MCU) managed by a single Gatekeeper.
A Zone includes at |east one term nal, and nay or may not

i ncl ude Gateways or MCUs. A Zone has one and only one

Gat ekeeper. A Zone may be independent of network topol ogy and
may be conprised of nmultiple network segnents, which are
connected using routers or other devices.

9.2.1.4 Mul ti point Control Units (MCU)
Characteristics. The Miultipoint Control Unit (MCU) supports
mul ti poi nt conferences. The required Miultipoint Controller
(MC) handl es the common capability negotiations for audio and
vi deo processing, as well as controls audio and video
mul ticasting. The MCU may include zero or nore Miltipoint
Processors (MP), which provide the m xing, swtching and
processi ng of audi o, video and/or data. These capabilities
are all optional and the purchaser should specify whet her
audi o, video and/or data capabilities are required. The MC
and MP capabilities my exist in other H 323 conponents. The
MCU uses H. 245 messages and procedures to inplenment features
simlar to those found in H 243 for H. 320 systens.

9.2.2 H. 323 Requirenents. The audio, video, data
and control requirenents are summari zed bel ow.

9.2.2.1 Audio Requirenents. H. 323 term nals
that nmeet this section of the FTR shall support G 711 A-law
and m | aw speech conpression. The term nal may optionally
support G 722, G 728, G 729, MPEG 1 audio, and G 723.1
encoders. If G 723.1 is supported, then both 5.3 kb/s and 6.3
kb/s nodes shall be supported. Miltiple receive channels nay
be supported, in this case an audio m xi ng function may be
i ncl uded.

9.2.2.2 Video Requirenents. |If the H. 323
term nal supports video then it shall support H 261 QCIF to

14



meet this section of the FTR It may optionally support other
H. 261 nodes and H. 263.

9.2.2.3 Control Functions. The H. 245
Control Function uses the H. 245 Control Channel to carry end-
to-end control nessages governing operation of the H. 323
entity, including capabilities exchange, opening and cl osing
of | ogical channels, node preference requests, flow contro
messages, and general commands and indications. H. 245
signaling is established between two terni nals, between a
termnal and a Multipoint Controller, or between a term na
and a Gatekeeper. The term nal shall establish exactly one
H. 245 Control Channel for each call that it is participating
in. This channel shall use the nmessages and procedures of
Recomendation H 245. Note that a term nal, MCU, Gateway, or
Gat ekeeper may support many calls, and thus many H. 245 Control
Channel s.

H. 245 specifies a nunber of independent protocol entities,

whi ch support termnal-to-term nal signaling. A protocol
entity is specified by its syntax (nessages), semantics, and a
set of procedures, which specify the exchange of nessages and
the interaction with the user. H 323 term nals that neet this
section of the FTR shall support the syntax, semantics, and
procedures of the follow ng protocol entities:

Mast er/ sl ave determ nation

Capabi l ity Exchange

Logi cal Channel Signaling

Bi -directional Logical Channel Signaling
Cl ose Logi cal Channel Signaling

Mode Request

Round Trip Delay Determ nation

Mai nt enance Loop Signaling.

General commands and indications shall be chosen fromthe
nmessage set contained in Recommendation H. 245. |In addition,
ot her command and indication signals my be sent which have
been specifically defined to be transferred in-band within

vi deo, audio or data streans. H. 245 nessages fall into four
cat egori es: Request, Response, Command, and | ndicati on.
Request and Response nessages are used by the protocol
entities. Request nessages require a specific action by the
receiver, including an i nmedi ate response. Response nessages
respond to a correspondi ng request. Conmmand nessages require
a specific action, but do not require a response. |Indication
messages are informative only, and do not require any action
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or response. H. 323 termnals that neet this section of the
FTR shall respond to all H. 245 conmands and requests as
specified in Annex A of H. 323, and shall transmt indications
reflecting the state of the term nal.

9.2.2.4 Miltipoint Capabilities. H. 323
provi des for centralized, decentralized and hybrid multipoint
operation. All endpoints that nmeet this section of the FTR
shal |l support centralized multipoint capability. Distributed
audi o and distributed video control nessages are to be used to
specify the optional decentralized and hybrid nodes of
oper ati on.

9.2.2.5 Milticast. Milticast is the
optional process defined in H 323 of transmtting Packet Data
Units (PDUs) from one source to nmany destinations. The actual
mechanism (i.e. IP multicast, nmulti-unicast, etc.) for this
process may be different for different network technol ogi es.
Mul ticast, in contrast to unicast or broadcast, handl es
stream ng audi o and video over the network with RTP. In
mul ticast transfers, data is transferred froma single source
to multiple network destinations. Unicast, conversely, sends
mul ti pl e point-to-point transm ssions, and broadcast sends to
all destinations. Milticast is significantly nore efficient
in use of bandw dth than unicast or broadcast, as packets are
not replicated for transm ssion throughout the network.

9.2.2.6 Layered Video Codecs. Annex B of
H. 323 defines the use of the optional |ayered video coding
procedures. Layered video coding is a technique that all ows
the video information to be transmtted in nultiple data
streans in order to achieve video scalability. This node can
be useful for heterogeneous networks with varying bandw dth
capacity and also in conjunction with error correction
schemes. H. 263 Annex O describes the use of |ayered coding
wi thin H. 263.

Conferences can take advantage of this feature to service
connected users that have different capabilities (i.e.,
conputing power or bandwidth l[imtations) using one bitstream
that can be decoded in part. This will allow nore efficient
use of network bandw dt h.

9.3 Data Conferencing Requirenents. H. 320 and H. 323

term nals may optionally support one or nore data channels.
VWhen t he optional data conferencing capability (shared
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whi t eboards, application sharing and file transfer) is
supported, then the term nals shall neet the requirenents of
| TU-T Recomrendations T.120, T.122 and T.123.

9.4 Privacy and Secure Operation. The use of privacy
and/ or secure operation is optional. Privacy operation is
defined as the protection of sensitive, but unclassified,
information using Type 3 protection. Secure operation is
defined as the protection of classified information using Type
1 or 2 protections.

| f privacy or secure operation is required, it is recommended
that National Security Agency (NSA) approved equi pnment be used
and NSA approved procedures be followed. For security and
privacy issues see appendi x A

H. 320 or H. 323 VIC term nals that have privacy or secure
capability should provide a real-tine indication of the
current |evel of protection. This indication can be a video
overlay on the output inmage, or sone other indication.

10. Where to Obtain Copies. Additional copies of this
docunment can be obtained fromthe National Comrunications
System Technol ogy and Progranms Division (N2), 701 South Court
House Road, Arlington, Virginia 22204-2198. \When requesting
copi es, refer to Federal Tel ecommunicati ons Recomrendati on
1080B- 2002, Video Tel econferencing Services.
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FOREWORD

The Video Teleconferencing Profile (hereefter referred to as the Profile) was created through the
cooperaive efforts of members of industry and government. The Profile is mandatory for the
Department of Defense (DOD) and optiond for al other government agencies. In addition to the main
body of FTR 1080B-2002, this Profile isthe officid VTC standards profile to be used by DOD per
ASD (C3l) direction; see Section 11.1. Before using this document, DOD users should check with
DISA Center for Information Technology Standards, Interoperability Directorate (IN42), or at
WWW.NCS.gov, to see if amore recent version has been approved.

The purpose of avideo teleconferencing profile isto provide a sandards- based reference document for
users as an ad in the acquisition of video teleconferencing equipment, and for manufacturers as a guide
to understand what features and functionality users may request.

The Profile provides DOD and other federal agencies with interoperability and performance
requirements and options. The technica parameters of this Profile may be exceeded to satisfy certain
gpecific requirements, provided that the minimum mandatory requirements are met and that
interoperability is maintained.

This Profile is based on the international Recommendations from the Internationa Telecommunications
Union - Telecommunication Standardization Sector (ITU-T) for video teleconferencing, specificdly the
H.320, H.323 and T.120 series of Recommendations. It dso includes the multipoint features and
functiondity of H.231.

Wherever possible, this Profile implements the ITU standards asratified. There are afew exceptions to
meet specific Government requirements, such as security that is not currently included or not clear in the
ITU standards.

The Profile aso defines Protocol Implementation Conformance Statements (PICS) that may be found in
Section 9. The users may require that PICS be completed prior to conformance or interoperability
testing of equipment. On the basis of the completed PICS, the products may be tested to determine
whether the features claimed in the PICS are implemented in the products tested. Users should fed free
to request completed PICS as part of their acquisition process to determine if the festures and
functiondity they require have been implemented.
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VIDEO TELECONFERENCING PROFILE

1 SCOPE

The Video Tdeconferencing Profile is gpplicable to end systems concerned with operating in the video
teleconferencing environment. It specifies acombination of standards, which cover nationd and
internationa agreements for providing interoperable video teleconferencing services. It dso specifies
and recommends particular options within the individua standards.

The Profile is based primarily upon the ITU-T (Internationa Telecommunications Union —
Telecommunication Standardization Sector) H.320, H.323, H.231, and T.120 Recommendations for
switched and dedicated digital circuits. Standards for operation over the following types of networks
are dso mentioned in Section 10.4, but only as objective standards:

Asynchronous Transfer Mode (ATM)
Public Switched Telephone Network (PSTN), aso known as Plain Old Telephone Service
(POTYS).

Further details on these objective standards will be provided in future versons of this profile.

For the purposes of this Profile, an H.320 or H.323 Video Tdeconferencing Unit (VTU) performs the
following functions: coding/decoding of audio and video; multiplexing of video, audio, data, and control
ggnds, system control; and end-to-end Sgnding. It does not include, but must process the necessary
multimedia gpplication protocol events for Input/Output (1/0) devices, network interface equipment,
end-to-network sgnaing, the network connections, or the network itsdlf.

The scope of the Profile does include optiona encryption devices for classified operations, which are
placed between the multiplexer/demultiplexer and the network interface.

An H.320 VTU communicates usng digital networks at transmission rates above 56 kb/s; see Section 5
for details.

H.323 verson 2 defines the requirements for VTU terminds and support entities required to operate on
packet-based networks, such as TCP/IP over Ethernet, Fast Ethernet and Token Ring. The support
entities include Gatekeepers for cdl control, Gateways for inter-network communications, and
Multipoint Control Units (MCUSs) for multi-point communication; see Section 6 for details.

The functions of the VTU do not need to bein asingle physica box. They may bein one or more
separate physical components. NOTE: The scope of this Profile is broader than the scope of the VTU
because the Profile includes items that are not a part of the VTU. The solid lines of Figures 1.1-1 and
1.1-2 depict the scope of the VTC Prdfile.
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It isthe intention of this Profile to provide enough specificity, which, if followed, should ensure basdine
interoperability between VTUs. AsANS and ITU-T Recommendations mature this document will be
amended to include those changes. Proprietary or non-standard features or dgorithms are not
precluded by this Profile; however, such features or dgorithms are not supported by this Profile. If both
standard and non-standard modes are required, the feature must be easily switched back to the
standards mode.

Certain functions and feetures of the ITU-T H.320, H.323 and T.120 suite of Recommendations are
described in Section 5, 6 and 8 respectively to give users a high level overview of the Recommendations
included in this Profile. These sections are not intended to be al encompassing. The Protocol
Information Conformance Statements (PICS) given in Section 9 are the definitive list of functions and
features provided by the ITU-T H.320, H.323 and T.120 suite of protocols. The users may require
that PICS be completed as part of an acquisition or prior to conformance or interoperability testing of
equipment. Users planning the acquisition of video teleconferencing systems are directed to such
completed PICS to determine which features and functions are supported by commercid video
teleconferencing systems.

Asusad in this document, “shdl” or “will” denotes a mandatory provision of the standard. * Should” or
“recommended” denotes a provison that is suggested under certain specified conditions, but not
mandatory. “May” denotes a feature whose absence does not preclude compliance, that may or may
not be present as an option of the implementor. “Optiond” gpplies to afeature that is not mandatory,
but if implemented must be done in accordance with the standards specified in that option. See the
definitions for “mandatory feature’ and “optiona feature’ in Section 3 for further details.

1.1 Block Diagrams
Scape of Profile for H.320 Terminals

| H261H1263
e : H.221
| Video 'O © | | wyidee
: Equipment i ; Codec
e, (G711, G722, GLT28
DAudie 'O | | | Audio T Bl
: Eaui [ : | Delay n|!
¢ Hquipment 77| Codec , ]
I M/ Yoo |l |Network
oMUX — P r [F{Interface
T.120 Series oyl
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Mulimedia Applications i— L
| H.242, H.230, H.221 Bt | §
S End-to-end Signaling - C&I ——
Contral '
—| End-to-netwwork signaling |- ————————————————— +--
R e R R ST

Figure1.1-1. H.320 Video Teleconferencing Terminal Block Diagram
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_....Scope of Profile for H.323 Terminals =~
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| System 1
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i Interface ! |
"""""" : RAS Control
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Figure 1.1-2. H.323 Video Teleconferencing Terminal Block Diagram

1.2 Application

The Profile is mandatory for DOD and optiond for al other government agencies. The Profile applies
to dl acquistions initiated for DOD VTC and videophone equipment. Examplesinclude, but are not
limited to, roll-about units as well as portable, modular, and desktop systems, studios, and cards
integrated into persona computers. The Profile does not preclude the proprietary features aslong as
the corresponding standard features are dso included. See the definitions of mandatory and optional
features for further explanation. The Profile is dso recommended for federd agencies with classfied
Security requirements, their contractors and anyone ese who needs to communicate with DOD by way
of VTC. The Profile can be used in the design and ingtdlation of new VTC equipment and subsystems
and in authorized upgrading of existing VTC subsystems and equipment.

1.3 Comments

Beneficid comments (recommendations, additions, and deletions) and any pertinent data that may be of
use inimproving this VTC Profile should be addressed to the Defense Information Systems Agency
(DISA), JEBBC (ATTN: FTR 1080 POC), Fort Monmouth, NJ 07703-5613.
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2 REFERENCES

The following documents contain provisons, which, through reference in this text, congtitute provisons
of this part of thisProfile. At thetime of publication, the editionsindicated were vaid. All documents
are subject to revison. Parties to agreements based on this Profile are warned againgt automatically
applying any more recent editions of the documents listed below, since the nature of references made by
the Profile to such documents may be specific to a particular edition. Members of the cited stlandards
organizations maintain registers of currently valid nationa and international andards and the ITU
maintains published editions of its current Recommendations.

2.1 Government Documents

2.1.1 Specifications, Standards, and Handbooks

Unless otherwise specified, the issues of these documents are those listed in the issue of the Department
of Defense Index of Specifications and Standards (DODISS) and supplements thereto, cited in the
Solicitation.

2.11.1 Federal Standards
FED-STD-1037C Glossary of Telecommunication Terms, August 7, 1996.

Federd Standard 1037C is available from:
Nationd Telecommunications and Information Adminigiration (NTIA)
325 Broadway
Boulder, CO 80303-3328 Telephone: 1-303-497-5216
Internet: http://ww.its.bldrdoc.gov/projects/tel ecomgl ossary2000

2.1.1.2 Military Standards

MIL-STD-188-198A Joint Photographic Experts Group (JPEG) Image Compression for
the National Imagery Transmission Format Standard, December
15, 1993.

Military Standards are avallable from:
DOD Single Stock Point (DODSSP)
Standardization Document Order
700 Robbins Avenue, Bldg. 4D
Philadelphia, PA  19111-5094 Telephone 1-215-697-2667/2179
Internet: http://Aww.dodssp.daps.mil or http:/Aww-library.its.disamil
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2.1.1.3 Federal Information Processng Standards
FIPS PUB 140-2 Security Requirement for Cryptographic Modules, May 25, 2001.

FIPS PUB 197 Specification for the Advanced Encryption Standard (AES),
November 26, 2001.

FIPS Publications are available from:
Nationd Technica Information Service
U. S. Department of Commerce
5285 Port Roya Road
Springfidd, VA 22161-2171 Telephone: 1-800-553-6847
Internet: http://Amww.ntis.gov/search by-topic.htm

2.1.1.4 Federal Tdecommunications Recommendations
FTR 1080B-2002 Video Teleconferencing Services, August 15, 2002.

Federd Tdecommunications Recommendations are available from:
Nationd Communications System
701 South Court House Road
Arlington, VA 22204-2198 Teephone: 1-703-607-6200
Internet: http://mww.ncs.gov

2.1.2 Other Government Documents, Drawings, and Publications

The following Government documents, drawings, and publications aso form a part of this Profile to the
extent specified herein. Unless otherwise specified, the issues are those cited in the solicitation.

2.1.2.1 DOD Instruction

4640.14 Base and Long-Haul Tdecommunications Equipment and Services,
December 6, 1991.

2.1.2.2 Other Government Documents
DODISS Department of Defense Index of Specifications and Standards.
DISA/JIEO Circular 9008 NITFS Certification Test and Evaluation Program Plan.

NSTISS 4009 National INFOSEC Glossary, National Security
Telecommunications and Information Systems Security.
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Red/Black Installation Guidance, National Security Agency,
December 12, 1995.

Implementation of the Joint Technical Architecture, August 22,
1996.

Video Teleconferencing (VTC) Sandards Guidance, March 30,
1998.

Public Law 97-86, December 1, 1981.

Year 2000 Compliance, FAC 90-46, April 23, 1997.

2.2 Non-Government Publication

The following documents form a part of this Profile to the extent specified herein. Unless otherwise
specified, the issues of the documents that are DOD adopted are those listed in the issue of the
DODISS cited in the solicitation. Unless otherwise specified, the issues of documents not listed in the
DODISS are the issues of the documents cited in the solicitation. If not in the DODISS and not in the
solicitation, then use the latest gpproved version of the stlandard.

2.2.1 Teecommunication Industries Association (TIA)/Electronic Industries Association

(EIA) Publications

EIA-170-A

TIA/EIA-232-F

EIA-366-A

TIA/EIA-422-B

TIA/EIA-423-B

Electrical Performance Standards Monochrome Television Studio
Facility, with Revision IET NTS 1 Color Television Sudio Picture
Line Amplifier Output Drawing, November 1977.

Interface between Data Terminal Equipment and Data Circuit-
Terminating Equipment Employing Serial Binary Data
Interchange, October 1997.

Interface Between Data Terminal Equipment and Automatic
Calling Equipment for Data Communication, March 1979.

Electrical Characteristics of Balanced Voltage Digital Interface
Circuits, May 1, 1994, Rev. 2000.

Electrical Characteristics of Unbalanced Voltage Digital Interface
Circuits, February 1996.
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ElA-449-1 37-Position and 9-Position Interface for Data Terminal Equipment
and Data Circuit-Terminating Equipment, 1980.

TIA/EIA-530-A High-Speed 25-Position Interface for Data Terminal Equipment
and Data Circuit-Terminating Equipment, December 1998.

Copiesof EIA and TIA standards can be purchased from:
Tdecommunications Industry Association
1300 Pennsylvania Avenue, Suite 350
Washington, D.C. 20004 Telephone: 1-202-383-1480
Internet: http:/Aww.tiaonline.org

2.2.2 ANS Publications

ANS| T1-523-2001 Telecom Glossary 2000, February 2001.

ANSI T1.601 |SDN Basic Access Interface for Use on Metallic Loops for
Application on the Network Sde of the NT, Layer 1 Specification,
1999.

ANSI T1.603 Minimal Set of Bearer Services for the ISDN Primary Rate

Interface, 1990. Rev. 2000.

ANSI T1.605 ISDN Basic Access Interface for Sand T Reference Points and
Layer 1 Specification, 1991, Rev. 1999.

ANSI T1.801.01 Digital Transport of Video Teleconferencing /Video Telephony
Sgnals- Video Test Scenes for Subjective and Objective
Performance Assessment, 1995, Rev. 2001.

ANSI T1.801.02 Digital Transport of Video Teleconferencing/ Video Telephony
Sgnals - Performance Terms, Definitions and Examples, 1996,
Rev. 2001.

ANSI T1.801.03 Digital Transport of One-Way Video Sgnals - Parameters for

Objective Performance Assessment, 1996.

ANSI T1.801.04 Multimedia Communications Delay, Synchronization, and Frame
Measurement, 1997.

Copies of the Tdlecomm Glossary 2000 are available from:
Nationad Telecommunications and Information Adminigtration (NTIA)
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325 Broadway
Boulder, CO 80303-3328 Teephone 1-303-497-5216
Internet: http://ww.its.bldrdoc.gov/projects/telecomglossary2000

Copies of ANSl and SO documents are available from:
American Naiond Standards Indtitute

25 West 43rd Street
New York, NY 10036 Teephone: 1-212-642-4900
Internet: http://mwww.ang.org Facamile 1-212-302-1286

2.2.3 ITU-T Publications

ITU-T G.711 Pulse Code Modulation (PCM) of Voice Frequencies, November
1988.

ITU-T G.722 7 KHz Audio-coding within 64 kbit/s, November 1988.

ITU-T G.722.1 7 KHz Audio - Coding at 24 and 32 kbit/s for Hands-Free

Operation in Systems with Low Frame Loss, September 1999.

ITU-T G.723.1 Soeech Coders. Dual Rate Speech Coder for Multimedia
Communications Transmitting at 5.3 and 6.3 kbit/s, March 1996.

ITU-T G.728 Coding of Speech at 16 kbit/s using Low-Delay Code Excited
Linear Prediction (LD-CELP), September 1992.

ITU-T G.729 Coding of Speech at 8 kbit/s using Conjugate Structure Algebraic-
Code-Excited Linear-Prediction, March 1996.

ITU-T H.200 Framework for Recommendations for Audiovisual services, March
1993.
ITU-T H.221 Frame Sructure for a 64 to 1,920 kbit/s Channedl in Audiovisual

Telervices, May 1999.

ITU-T H.222.0 Infor mation Technol ogy-Generic Coding of Moving Pictures and
Associated Audio Information: Systems, February 2000.

ITU-T H.224 Real Time Control Protocol for Smplex Applications using the
H.221 LD/HSD/MLP Channels, February 2000.
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ITU-T H.225.0

ITU-T H.230

ITU-T H.231

ITU-T H.242

ITU-T H.243

ITU-T H.244

ITU-T H.245

ITU-T H.261

ITU-T H.263

ITU-T H.281

ITU-T H.282

ITU-T H.283

ITU-T H.310

ITU-T H.320

ITU-T H.321
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Call Sgnaling Protocols and Media Stream Packetization for
Packet-Based Multimedia Communications Systems, February
1998.

Frame-Synchronous Control and Indication Sgnals for
Audiovisual Systems, May 1999.

Multipoint Control Units for Audiovisual Systems Using Digital
Channels up to 2 Mbit/s, July 1997.

System for Establishing Communication Between Audiovisual
Terminals Using Digital Channels up to 2 Mbit/s, May 1999.

Procedures for Establishing Communications Between Three or
More Audiovisual Terminals Using Digital Channels up to 1920
kbit/s, February 2000.

Synchronized Aggregation of Multiple 64 or 56 kbit/s Channels,
July 1995.

Control Protocol for Multimedia Communication, July 1997.

Video CODEC for Audiovisual Services at px64 kbit/s, March
1993.

Video Coding for Low Bit Rate Communications, February 1998.

Far End Camera Control Protocol for Video Conferences Using
H.224, November 1994.

Remote Device Control for Multimedia Applications, May 1999.
Remote Device Control Logical Channel Transport, May 1999.

Broadband Audiovisual Communication System and Terminals,
September 1998.

Narrowband Visual Telephone Systems and Terminal Equipment,
May 1999.

Adaptation of H.320 Visual Telephone Terminalsto B-ISDN
Environments, February 1998.
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ITU-T H.323

ITU-T H.324

ITU-T H.450.1

ITU-T H.450.2

ITU-T H.450.3

ITU-T H.450.4

ITU-T H.450.5

ITU-T H.450.6

ITU-T H.450.7

ITU-T H.450.8

ITU-T H.450.9

ITU-T H.450.10

ITU-T H.450.11

ITU-T H.450.12
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Visual Telephone Systems and Terminal Equipment for Local Area
Networks Which Provide a Guaranteed Qudlity of Service, March
1996.

Packet-based Multimedia Communications Systems, February
1998.

Terminal for Low Bitrate Multimedia Communication,
February 1998.

Generic Functional Protocol for the Support of Supplementary
Servicesin H.323, February 1998.

Call Transfer Supplementary Service for H.323, February 1998.
Call Diversion Supplementary Service for H.323, February 1998.
Call Hold Supplementary Service for H.323, May 1999.

Call Park and Call Pickup Supplementary Services for H.323,
May 1999.

Call Waiting Supplementary Service for H.323, May 1999.

Message Waiting Indication Supplementary Service for H.323, May
1999.

Name | dentification Supplementary Service for H.323,
February 2000.

Call Completion Supplementary Services for H.323,
November 2000.

Call Offer Supplementary Service for H.323, March 2001.
Call intrusion supplementary service for H.323, March 2001.

Common Information Additional Network Feature for H.323, July
2001.
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ITU-T P.30 Transmission Performance of Group Audio Terminals, November
1988.

ITU-T P.50 Artificial Voices, September 1999.

ITU-T P51 Artificial Mouth, August 1996.

ITU-T P.64 Determination of Sensitivity/Frequency Characteristics of Local

Telephone Systems, September 1999.

ITU-T P.79 Calculation of Loudness Ratings for Telephone Sets, September
1999.

ITU-T Q.922 ISDN data link layer specification for frame mode bearer services,
February 1992.

ITU-T Q.931 | SDN User-Network Interface Layer 3 Specification for Basic Call

Control, May 1998.

ITU-TTA Sandardization of Group 3 Facsimile Apparatus for Document
Transmission, April 1999.

ITU-TT.6 Facsimile Coding Schemes and Coding Control Functions for
Group 4 Facsimile Apparatus, November 1988.

ITU-T T.38 Procedures for Real Time Group 3 Facsimile Communication
Between Terminals using | P Networks, June 1998.

ITU-T T.81 (JPEG) Information Technology - Digital Compression and Coding of
Continuous Time Sill Images - Requirements and guidelines,
September 1992.

ITU-T T.82 (IBIG) Information Theory - Coded Representation of Picture and Audio
Information - Progressive Bi-level Image Compression, March
1993.

ITU-T T.90 Characteristics and Protocols for Terminals for Telematic Services
in ISDN, February 1992.

ITU-T T.120 Data Protocols for Multimedia Conferencing, July 1996.
ITU-T T.120, Annex C Lightweight Protocols for the T.120 Architecture, February 1998.
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ITU-T T.123

ITU-T T.124

ITU-T T.125

ITU-T T.126

ITU-T T.127

ITU-T T.128

ITU-T T.137

ITU-T V.42bis

ITU-T V.120
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Multipoint Communication Service for Audiographics and
Audiovisual Conferencing Service Definition, February 1998.

Networ k-specific Data Protocol Stacks for Multimedia
Conferencing, May 1999.

Generic Conference Control for Audiographic and Audiovisual
Terminals and Multipoint Control Units, February 1998.

Multipoint Communications Service Protocol Specification,
February 1998.

Multipoint Sill Image and Annotation Conferencing Protocol
Soecification, July 1997.

Multipoint Binary File Transfer Protocol, August 1995.
Multipoint Application Sharing, February 1998.

Virtual Meeting Room Management: Services and Protocol,
February 2000.

Data Compression Procedures for DCEs Using Error Correction
Procedures, January 1990.

Support by an ISDN of Data Terminal Equipment with V-series
Type Interfaces with Provision for Satistical Multiplexing,
October 1996.

Copiesof ITU-T and CCITT documents are available from:
Nationd Technicd Information Service

5285 Port Roya Road

Springfidd, VA 22161 Teephone: 1-703-605-6000
Internet: http:/Aww.ntis.gov

International Tdecommunications Union

Place des Nations
CH-1211 Geneva 20
Switzerland

Telephone: 41-22-730-5111

Internet: http:/Mww.itu.int
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2.2.4 Other Publications

Mykotronx Embeddable KG-84 COMSEC Module (KIV-7) User’s Manual,
Mykotronx, Inc., 1998.

NSA Guidelines for the Use and Operation of the KG-94/94A/194/194A
KAQO-218B/TSEC, June 1992.

NIUF 426-93 NIUF Video Conferencing Application Profile (89-007.4,
940007.0), October 1993.

NIUF 415-93 A Catalog of National ISDN Solutions for Selected NIUF
Applications, Second Edition, Revision 1 — Update of Section 4,
March 1995.

Newton’s Telecom Dictionary, by Harry Newton, March 2002.

NonGovernment standards and other publications are normaly available from the organizations that
prepare or distribute them. These documents dso may be available in or through libraries or other
informationa services. Copies of NIUF documents are available from the Internet at
http:/AMww.niuf.nist.gov. Copiesof Newton's Telecom Dictionary are available from the Internet at
http://Mmww.cmpbooks.com.

2.3 Order of Precedence

For the references cited in each of these documents, the following order of precedence shdl apply for
DOD:

(1) Main body of Appendix A,
(2) Main body of FTR 1080B-2002,
(3) References cited in these documents.

Nothing in this Annex, however, supersedes gpplicable laws and regulations, unless a specific exemption
has been obtained.
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3 DEFINITIONS

Definitions of terms used in this Appendix shal be as specified in FED-STD-1037C. Those ddfinitions
unique to this Appendix and not defined in FED-STD-1037C are provided in this section. Also seethe
Telecom Glossary 2000 (ANSI T1-523-2000) and Newton's Telecom Dictionary for additiond terms
used in this document.

AALS5: ATM Adaptation Layer Type5: AAL functions support of variable bit rate, delay-tolerant
connection-oriented data traffic requiring minimal sequencing or error detection support.

A-Law: A companding (compressing and expanding) method for encoding and decoding audio
waveformsinto/from digital datain a pulse-code-modulated (PCM) system. A-Law isthe primary
companding method for E1 transmissions. (See also mLaw, inthe“M” section.)

Annotation: Text, graphics, or free hand markings used to highlight or provide explanation to areas of
interest on an image or whiteboard.

Audio: The voice or sound portion of ateleconference.

Audio Mixing: The process of combining two or more audio signas to produce a single composite
audio sgnd. Thisdlows each participant in a conference to hear dl other participants Smultaneoudy.

Audio Switching: The process of switching the audio portion of the VTC system to be heard by dl
participants so thet the input signa comes from the designated speaker. No other participants can be
heard until they are sdlected as the audio source.

Basic-Rate Interface (BRI): Thebasic ISDN service, consgsting of two 64 kb/s B-channels (bearer
channels), which carry data and voice in both directions, and one 16 kb/s D-channel (data channdl),
which carries cal-control information.

Bitmap: A two dimensond array of pixds representing an image.

Bit-Rate Allocation Signal (BAS): An eght-bit word within the frame structure of ITU-T
Recommendation H.221 that is used to transmit commands, control and indication sgnds, and

cgpabilities.
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Broadband ISDN (B-1SDN): An Integrated Services Digital Network (ISDN) offering broadband
capabilities. B-1SDN isa proposed service that may (a) include interfaces operating at data rates from
150 to 600 Mb/s, (b) use asynchronous transfer mode (ATM) to carry al services over asingle,
integrated, high-speed packet- switched network, (c) have LAN interconnection capability, (d) provide
access to aremote, shared disk server, (€) provide voice/ video/data teleconferencing, (f) provide
trangport for programming services, such as cable-TV, (g) provide Sngle-user controlled access to
remote video sources, (h) handle voice/video telephone calls, and (i) access shop-at-home and other
information services.

Broadcasting: Thetransmisson of adata or information that may be smultaneoudy received by
dations that usualy make no acknowledgement. (See also multicasting and unicasting.)

Call Association: The process of associating multiple channd cdlsto anindividud VTU by an MCU.
Inadia-in MCU configuration in which each cdl is placed over multiple channds (i.e,, 2B channds)
and there isa single network access (phone) number for dl ports in a conference, this provides the
means of associaing each channd to the VTU making the call.

Camera: Intdevison, an dectronic device usng an opticd system and a light-senstive pickup tube or
chip to convert visud sgnasinto dectrica impulses.

Capabilities Exchange: The process by which the capabilities of each VTU to receive and decode
multimedia Sgnasis known to the other VTUs and MCUs in the conference.

Cascading: The process of providing a conference involving more than one MCU, o that information
must pass hot only between VTU and MCU, but aso from one MCU to another.

Chair Control: A method of providing the capability for one of the VTUs involved in a conference to
exercise some measure of authority over the conference, particularly in making the decison of which
video will be broadcast to the other VTUs.

Chair-Control Port: That port of the MCU serving the VTU to which chair-control has been
assigned.

Chair-Control VTU: An enhanced VTU possessing the cgpability to exert a certain measure of
authority over the operation of the multipoint conference. The chair-control assgnment may be
prearranged, assigned by an operator, or by protocol during the call. The person controlling need not
be the actuad chairperson of the meeting.

Chrominance: The color component of apixd. The Cb and Cr componentsin YCbCr. The A and B
componentsin CIElab. (See also luminance and FED-STD-1037C.)
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Classified: Any information that has been determined to require protection againgt unauthorized
disclosure to avoid harm to U.S. nationd security. The classfications TOP SECRET, SECRET, and
CONFIDENTIAL are used to designate such information, referred to as "classfied information”.

Client: Management Entity (CME): A datalink client that uses Client ID 0x00 to send a complete
lig of localy registered clients and their optiond extra capabilities.

CODEC: Acronym for Coder/Decoder. In video teleconferencing, an eectronic device that converts
andog sgnds, typicaly video, and/or voice into digital form and compresses them into a fraction of their
origind Sze to save frequency bandwidth on atranamission path. It dso performsthe inverse operation;
decompressing received sgnds and converting them back to anaog.

Collaborative Desktop Data Conferencing: The dbility to ingtantly share filesand datastored in a
PC with dl or any of the participants in a teleconference.

Common Intermediate Format: See Full Common Intermediate Format component in CIElgb.
Compression: See data compression, FED-STD-1037C, definition 1.

Conferencing: Programs and meetings for purposes such as. presenting and exchanging information,
comparing views, learning, planning, and/or decison-making. Conferences can be held in one location
or conducted smultaneoudy a multiple locations and linked together by telecommunications systems

contains images, annotations, or pointers.

Continuous Presence: Enables each Ste to see multiple Sites smultaneoudy. The participants video
window is divided into two, four, Sx or nine sections that display pre-selected Sites.

Cryptographic Resynchronization: The process by which the VTU has the cgpability to
automaticaly send asigna for resynchronization to the cryptographic device whenever
resynchronization is needed.

Data Communications Port: A port used to transfer information between functiona units by means of
data transmission, according to a protocol.

Data Port: See data communications port.
Data Rate: Indigitd datacommunications, the rate at which data (bitsin this case) is tranamitted,

usually expressed in bits per second.
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DB-25: A gtandardized 25-pin connector used in TIA/EIA-232-F and TIA/EIA-530 data
communications,

Desktop and Individual Workstation: An input/output display device with local computer cgpability
that dlows an individua to perform some computationa work and/or database access from aloca or
remote location. This device may aso have videophone and/or VTC capabilities.

Directly-Connected VTU: A VTU that isdirectly connected to the MCU in question, rather than
through another MCU. It may or may not be collocated with the MCU.

Dithered image: Animage with apparent levels of gray by grouping black and white dots into cells.
According to the number of black and white dots and their arrangement in the cell, the eye percelvesthe
cdl asasingle gray, not as agroup of black and white dots.

Dumb-bell Configuration: A network configuration in which there are two MCUs that are connected
to each other.

DVS-G: The Defense Information Network, Video Services, Gobd isa service provided by the
Defense Information Systems Agency. It is meant to provide a bridging service for DoD VTC users. It
uses industry standards for interoperability and Multipoint VTC requirements. The DVS-G has three
operationd areas, Continental U.S. (CONUS), Europe and Pecific.

EIA-449 (formerly RS449): EIA-449 was a serid mechanica interface standard for transmission of
bal anced and unbalanced signd's between a variety of computer, media, and multimedia peripheras.
ElA-449 dlows a maximum data rate of 10 Mb/s and uses a 37- or 9-pin connector. (Note: EIA-449
has been replaced by TIA/EIA-530, however equipment is still in use which implements this
interface.)

Electronic Industries Association (EIA): An U.S. commercial standards organization. The
abbreviation TIA/EIA (which replaces the obsolete designation “RS’) precedes atechnical
recommendation’s numerica desgnation. An exampleis TIA/EIA-232-F, indicating its acceptance by
both those bodies, replacing RS-232. (Seealso TIA)

Embedded Encryption: Encryption integrated into the VTU box.

Encoder: A devicethat converts plain text to equivaent cipher text by means of a code.

Encryption: The process of converting plain text into unintelligible form by means of a crypto system.
Ethernet: Popular network hardware standard, which uses data transfer rates of either 10 Mb/s or
100 Mby/s.
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Fast Ethernet: A high-speed ethernet network, which uses data transfer rates of 100 Mb/s.

Frame: 1. When referring to an image, the st of al the picture dementsinanimage. 2. When
referring to ITU-T H.221, aframe conssts of 80 octets (bytes) of multiplexed signals. Thisis opposed
to the term field referring to interlaced television pictures where 60 fiel ds/seconds considered full motion
compared to 30 frames/second for our case of computer displays.

Frame Alignment: In the Industry Profile, frame dignment refersto the ITU-T H.221 frame, not the
image frame.

Frame Alignment Signal (FAS): In the transmission of data frames, a distinctive sequence of bits
used to accomplish frame dignment. InITU-T H.221, thissSgnd aso contains additiona bits for satus,
control and error detection.

Freeze-Framelmage: A frame of visud information sdected from avideo Sgnal and processed
through the video CODEC, usudly for transmission to remote Sites.

Full Common Intermediate Format (FCIF): A video format defined in ITU-T H.261 that is
characterized by 352 luminance pixes on each of 288 lines, with haf as many chrominance pixesin
esch direction.

Gateway: An H.323 entity that provides red time communication between H.323 terminds and
terminals on other networks, such as ISDN or PSTN.

Gatekeeper: AnH.323 entity that provides management functions, such as address trandation and
control access for terminas and other endpoints.

Grayscale Image: A ill image where each pixe represents one of 256 shades of gray.
Halftoneimage: Animage in which combinations of dots are used to creste an impression of grays or
colors by grouping and dengity. For example, the eye will see shades of gray in black dots on awhite
background. Where the dots are large, dense and possibly overlapping, the eye sees dark gray or
black; where the dots are small and sparse, the eye seeslight gray or white.

Hardcopy Image: A ill image typicdly sent to a printer or facamile machine.

High-Resolution Graphics: Graphics captured and displayed at a higher resolution than the NTSC
gandard (EIA-170-A).
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Inverse Multiplexer: A device used to create a single, higher-speed network data channd by
combining, separating, and synchronizing multiple, independent 56- or 64-kb/s network data channels.
Also known as an aggregator.

ISDN: See FED-STD-1037C, Integrated Services Digital Network. Note: Access channels
include a basic rate (two 64-kb/s"B" channels + one 16-kb/s"D" channel) and a primary rate
(twenty-three 64-kb/s "B" channels and one 64-kb/s "D" channel). Also known as Narrowband-
ISDN or N-ISDN.

KG-194/194A: (Nationa Security Agency (NSA) cryptographic device nomenclature) A federdly-
certified cryptographic device used to provide data encryption at data rates from 9.6 kb/s up to 13
Mb/s on dedicated circuit networks.

KIV-7/KIV-7THS: (Nationa Security Agency (NSA) cryptographic device nomenclature) A federdly-
certified cryptographic device used to provide data encryption at data rates up to 2.048 Mb/s on dia-
up and other non-dedicated networks.

Local MCU: When referring to aparticular VTU, the locd MCU isthat MCU to which the particular
VTU isdirectly connected. 1t may or may not be collocated with the VTU.

Luminance: Theintensty component of apixel. The'Y componentin YCbCr. The L componentin
CIElab. (See also chrominance.)

mLaw: The PCM coding and companding (compressing and expanding) standard used for non-linear
compression in the analog-to-digital conversion processthat is used primarily in Japan and North
America. (Seealso A-Law.)

Mandatory Feature: If the profile makes a given festure mandatory then the feature shdl be included
indl DOD VTC acquistions, unlessawaiver is obtained.

Minimum Picture Interval: The minimum time between pictures selected for encoding. Allowable
vaues, per ITU-T H.221, are 1/29.97, 2/29.97, 3/29.97, and 4/29.97 seconds per picture.

Motion Compensation: A type of interframe coding used by CODECs in the compresson of motion
video images. The process relies upon an dgorithm that examines a sequence of image framesto

measure the motion that occurs between frames.

Multicasting: The process of tranamitting datalinformation from one source to many destinationsin a
sngletrander. (See also broadcast and unicasting.)
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Multipoint: A telecommunications system that permits three or more locations to intercommunicatein
aconference cdl.

Multipoint Control Unit (MCU): A multi-port device, by means of which three or more VTUs may
intercommunicate in aconference cal. It can aso be used with two VTUS, eg., while beginning or
ending amultipoint conference.

Multipoint Controller: The Multipoint Controller (MC) is an H.323 entity on the network, which
provides for the control of three or more terminass participating in amultipoint conference. 1t may aso
connect two terminds in a point-to-point conference, which may later develop into a multipoint
conference. The MC provides for capability negotiation with al terminas to achieve common levels of
communications. It may aso control conference resources such aswho is multicasting video. The MC
does not perform mixing or switching of audio, video and data.

Multipoint Processor: The Multipoint Processor (MP) is an H.323 entity on the network, which
provides for the centralized processng of audio, video, and/or data streams in a multipoint conference.
The MP provides for the mixing, switching, or other processing of media streams under the control of
the MC. The MP may process a sngle media stream or multiple media streams depending on the type
of conference supported.

Narrowband ISDN (N-ISDN): See definition for ISDN.

Network: See FED-STD-1037C. InthisProfile, network refersto the system of cables, microwave
links, and switching centers that dlow the transmission of data, as opposed to the termina equipment
(such as CODECs and 1/0 devices) connected to the cables.

Network Interface Equipment: The equipment connected between the network and the VTU. Such
examples of this equipment include (a) the channd service unit (CSU), (b) the data service unit (DSU),
and the (c) termina adapters.

Network Terminator Type 1 (NT-1): A device that converts atwo wire U-interface to afour wire
ST interface, dlowing multiple VTU connections.

NITFS: Nationd Imagery Transmisson Format Standard. A set of military Sandards described in
MIL-HDBK-1300, for secondary imagery dissemination.

Non-Developmental Item (NDI): NDIsareitems procured from immediately available stock, with
no development codts.

Optional Feature: If afeatureisoptiond in this Profile, the user must decide whether to acquire the
feature or not. If acquired, this feature shal meet the specificationsin the Profile. (Anyone wanting to
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be exempt from thisrule shall first obtain awaiver.) The purposeis to improve interoperability, without
forcing users to buy unnecessary features.

For example, if ahigh-resolution, till imagery mode is an optiond feeture in this Profile, it would be the
user's decison to purchase the Profile high-resolution, till-image-mode or not. If purchased, the
verson shal meet the Profile specifications for the high-resolution, sill image mode. Thiswill alow for
interoperability of high-resolution, till images among those users purchasing this Profile feature. If the
procuring agency desires, it can aso buy a nonstandard verson of the high-resolution, till image mode,
as long as the equipment can be easily switched back to the standard high-resolution, till image mode.
For "mandatory optional” see 10.1.3.

p: Aninteger that can range from 1 to 30 and islimited to the values of 1, 2, 3, 4, 5, 6, 12, 18, 23, 24
and 30 for VTU operation over digita-switched networks. It relatesto VTUs that operate a nomina
bit rates of integer “p” multiples of 64000 bits per second (bit/s). For unrestricted channels, such as
provided by ISDN, each increment of data rate may actualy be 64000 bit/s, but in restricted channels,
each increment may be only 56000 bit/s.

Palletized Image: A digitized representation of an image where each pixd of the image has been
converted to a number which isan index into a color lookup table. Any color can be represented in the
table, however, only alimited number of colors can be present in the image depending on the sze of the
index. For example, a4-hit pixe can represent 16 different colors. The actual colorsin the table can
be customized for each picture.

Pixel: The amdlest discrete picture eement that can be transmitted using the video or Hill image coding
dgorithms. A pixel issmilar to grainsin a photograph or dotsin a hdftone. Each pixel can represent a
number of different shades or colors, depending upon how many bits are dlocated for it.

Plane: A portion of an image that congsts of atwo-dimensond virtud area defined to have the same
pixel dimengons as the workspace with which it isassociated. A plane provides a canvas for the use of
annotation tools such as drawing, erasing, and text, aswell asfor bitmaps. (See also workspace.)

Pointer: A smdl image (for example, an arrow) representing a cursor position thet is movesble over
the workspace.

Port: A point of access where sgnals may be inserted or extracted into or out of adevice, asaVTU
or MCU.
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Primary-Rate I nterface (PRI): A high speed ISDN service, conssting of 23 B-channds(301in
Europe) and one D-channd.

Primary VTU: A VTU that fully participates in the conference.

Principal MCU: An MCU that has been assigned a superior controlling function in a cal where two or
more MCUs are interconnected. Called "master” MCU in ITU-T Recommendations.

Protocol Implementation Conformance Statements (PICS): A detailed table of dl the features that
areincluded in the standards covered by the VTC Profile. It clearly specifies whether each fegture is
mandatory or optiond, which is not aways clear in the international standards. It can beused asa
screening device to determine if a manufacturer’ s video conferencing equipment meets dl the mandatory
features and those optiond features that the user requires. (See Section 9.)

px64: In video teleconferencing, pertaining to afamily of ITU-T Recommendations, where p isanon
zero positive integer indicating the number of 64 kl/s channds. These Recommendations form the bass
for video telecommunications interoperability. (Note: The p x 64 family includes I TU-T
Recommendations H.261, H.221, H.242, H.230, and H.320.)

Quality of Service: The collective effects of service performances, which determine the degree of
satisfaction of auser of the service.

Quarter Common Intermediate Format (QCIF): A video format defined in ITU-T H.261 that is
characterized by 176 luminance pixels on each of 144 lines, with haf as many chrominance pixelsin the
horizontal and verticd directions. QCIF has 1/4 as many pixels as FCIF (g.v.).

Recommended Standard: A prefix to EIA standards, such as RS-232. This designation is now
obsolete; it has been replaced by the prefix TIA/EIA, for example, TIA/EIA-232-F.

Resolution: A mesasurement of the number of pixesin the horizontal and vertica directions. For
example, the resolution of FCIF is 356X 288 meaning that it contains 352 pixelsin each horizonta row
and 288 rows of pixelsin the verticd direction for atotd of 101,376 pixels.

Restricted Channel: A digitd communications channe for which each increment of p givesauseful
capacity of only 56000 bits per second, instead of 64000 bits per second. Thisis currently common in
North America, and was originaly due to ones-dengty limitation in T1 dircuits

Satellite MCU: AnMCU that has been assigned a controlling function thet is subordinate to a

Principa MCU in acdl where two or more MCUs are interconnected. Cdled "dave’ MCU in ITU-T
Recommendations.
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Scalability: The degree to which the H.323 standard and products based on that standard can
support | P based conferences containing both smal and large numbers of participants. Typicdly for
large numbers of participants, most would be in a receive-only mode, listening to one or asmdl group
(panel) of talkers.

Secondary VTU: A VTU that participatesin the conference, but perhaps without the full range of
services that primary terminds receive due to capability or bandwidth limitations. For example, a
secondary VTU may not be able to send or receive video.

Segmentation: The procedure whereby an MCU can smultaneoudy be used in more than one
conference.

Selected Communication Mode: The common mode of communication that is selected by the MCU
for communication during the call. The mode includes the trandfer rate, and the audio, video, and data
rates.

Service Definition: A standards document, which defines the scope of the stlandardization effort of
commercid standards. Service definitions for video teleconferencing have been written by the ANSI
T1AL15 committeg, and by ITU-T Study Group 1.

Shared Whiteboard: An gpplication program that s mulates a conference room whiteboard or
chakboard, alowing multiple usersin avideo conference to type in notes, make free hand drawings or
otherwise mark-up the whiteboard area. All users can view the combined annotations.

Softcopy Image: A Hill image typicdly displayed on amonitor or CRT.

Star Configuration: A network configuration of MCUs in which thereis one MCU to which dl other
MCUs are directly connected. A chain of three MCUs, a dumb-bd| configuration, and asingle MCU
are dl degenerate forms of the star configuration.

Still Image: Non-moving visud information such as graphs, drawings, pictures, or video frames not
processed by the video CODEC portion of the VTU.

Still Image Transfer with Annotation Capabilities: The capability to transfer images (graphics,
photos, maps, etc.) to others in the conference and to annotate them (mark them up) to highlight or
change portions of theimage. The images and annotations show up smultaneoudy on the screens of
othersin the conference.

Teleconferencing: A conference among people remote from one another who are linked by one of
more telecommunications devices.
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Teleconferencing System: A collection of equipment and integra components (customer premises
equipment and facilities) required to process tel econferencing programs and control data, less network
interface devices.

TEMPEST-approved: See TEMPEST in FED-STD-1037C. A device endorsed by the NSA as
meeting dringent sgnd radiaion requirements. The eectromagnetic waves it emits have been reduced
through shidding or other techniques to a point where it would be extremely difficult for a hogtile force
to gather information from the eectromagnetic waves and disclose the classified information being
transmitted.

Terminal Equipment: A device or devices connected to a network or other communications system
used to receive or tranamit data. It usudly includes some type of 1/0 device.

Terminal ID: A form of identification that alowsaVTU to be assgned an aphanumeric string such as
aname or location rather than just an arbitrary termina number.

Terminal Number: A number assgned by an MCU to aVTU for identifying VTUs in a conference.
Termind numbering is necessary for cal association, chair control, and video salect capabilities.

TIA: Teecommunications Industry Association (http:/Awww.tiaonline.org) isaU.S. commercid
standards organization digned with EIA. The acronym TIA/EIA precedes anumerica designation, such
as TIA/EIA-232-F, which replaces the now obsolete RS (Recommended Standard) designation, for
example, RS-232.

TIA/EIA-232-F (formerly RS-232): A sarid interface standard for transmission of unbalanced
sgnas between avariety of computer, media, and multimedia peripherds. TIA/EIA-232-F transmits a
amaximum of 19.2 kb/s for up to a distance of about 50 feet and uses a type D-subminiature 25-pin
(DB-25) connector, though other connectors have been used.

TIA/EIA-422 (formerly RS-422): A serid eectricd interface sandard for transmission of balanced
and unbalanced signals between a variety of higher-end computer, media, and multimedia peripherds.
TIA/EIA-422 dlows a maximum data rate of 10 Mb/s a a distance of 40 fest.

TIA/EIA-423 (formerly RS-423): A serid dectricd interface sandard for transmission of
unbaanced signas between a variety of higher-end computer, media, and multimedia peripherds.
TIA/EIA-423 dlows a maximum datarate of 100 kb/s at a distance of 30 feet.

TIA/EIA-530: A replacement for EIA-449 that uses a DB-25 connector instead of a 37-pin

connector, while keeping the critica EIA-449 sSgndsintact. TIA/EIA-530 isto be used in conjunction
with TIA/EIA-422-B.
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Token Ring: A network whereby alogica token is passed sequentialy between terminals connected
in aring configuration. Only the termina actualy in possession of the token is alowed to tranamit data
a any givetime.

Type 1. A classfied or controlled cryptographic equipment, assembly, component, or item endorsed
by the Nationa Security Agency (NSA) for securing telecommunications and automated information
systems for the protection of classfied or sendgtive U.S. Government information exempted by the
Warner Amendment for use by the U.S. Government and its contractors, and subject to restrictionsin
accordance with the Internationa Traffic in Arms Regulation.

Type 2: An unclassified cryptographic equipment, assembly, component, or item endorsed by the
Nationa Security Agency for use in telecommunications and automated information systems for the
protection of unclassified but sengtive information. Type 2 equipment is exempted by the Warner
Amendment. Type 2 isavailableto U.S. Government departments, agencies, sponsored elements of
state and local government, sponsored U.S. Government contractors, and sponsored private sector
entities. It is subject to redrictions in accordance with the Internationa Traffic in Arms Regulation.

Type 3: An unclassified cryptographic equipment, assembly, component, or item that implements an
unclassfied dgorithm registered with the Nationd Ingtitute of Standards and Technology (NIST) asa
FIPSfor usein protecting unclassfied sendtive, or commercid, information. This definition does not
include Warner- Amendment-exempt equipment.

Unclassified: Information or materia that does not require protection in the interests of national
security and that is not classfied for such purposes by gppropriate classifying authority in accordance
with the provisons of Executive order 12356, “Nationa Security information,” of April 2, 1982.
Unclassified Sensitive: A designation for information that is not classified, but needs to be protected
from unauthorized disclosure. Examples of types of information that fal under this category are For
Officia Use Only (FOUO), proprietary, contractor sensitive, limited distribution, and persona in nature.

Unicasting: The process of transmitting datalinformation from one source to many destinations usng
multiple point-to-point transmissons. (See also broadcasting and multicasting.)

Unrestricted Channel: A digita communications channd, in which for each increment of p, al 64000
bits per second (bit/s) are available for information transfer. 1SDN is an example of a network that uses
64000 hit/s communication channels.

Video: That portion of asgna that isreated to moving images.

Video CODEC: See CODEC.

Videoconferencing: See Video Teleconferencing.
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Video Mixing: The process of combining two or more video sgnals to produce a single composite
frame (video image). This dlows each participant in a conference to view more than one of the other
participants in the conference smultaneoudly. For example, the composite video image may be atwo
by two array in which the video from four participants appearsin four blocks within the array (i.e.,
Hollywood Squares (See continuous presence)). Thisis contrasted with the method of mixing sgnas
in the andog domain using avideo quad splitter. Thisis aso contrasted with windowing that uses
multiple frames to display images from different sources, such as data, motion video and/or graphics.
Video Switching: The process of switching the video signd that a participant sees to one of the other
participants. The participant that is seen can be determined by the chairman, the participants, or asa
function of the audio Sgnd (see VVoice Activated Switching.).

Video Teleconferencing (VTC): Two-way eectronic form of communications that permits two or
more people in different locations to engage in face-to-face audio and visua communication. Meetings,
seminars, and conferences are conducted asif dl of the participants are in the same room.

Video Tedeconferencing Unit (VTU): VTC equipment that performs the following functions:
coding/decoding of audio and video; multiplexing of video, audio, data, and control sgnds, sysem
control; and end-to-end signaling. It does not include I/O devices, embedded and non-embedded
cryptographic devices, network interface equipment, end-to-network signaling, network connections, or
the network itsdf. NOTE: The scope of this Profile is broader than the scope of the VTU because
the scope of the Profile includes cryptographic devices and other items that the VTU does not
include.

Video Telephony: Reating to videophones and video teleconferencing.
Videophone: A VTC termind where most of the equipment is integrated into a Sngle desktop unit.

Voice Activated Switching: The function of an MCU that determines which video ssgnd is seen by
the participantsin a conference based on the audio signal. Typicaly, the loudest speaker will be seen

by dl of the participants.

Warner Amendment: Title 10, United States Code, Section 2315, "Law ingpplicable to the
procurement of autometic data processing equipment and services for certain defense purposes.”
Enacted as Public Law 97-86, 1 December 1981. The Warner Amendment amends Section 111 of
the Federd Property and Adminigrative Services Act of automeatic data processing equipment
(currently defined to include telecommunications services and equipment) if the function, operation, or
use of the equipment or services:.

(1) involvesintdligence activities,
(2) involves cryptologic activities related to nationa security;
(3) involves the command and control (C2) of military forces,
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(4) involves equipment that isan integra part of awegpon or weapons system; or

(5 subject to (6) iscriticd to the direct fulfillment of military or intelligence missons.

(6) subpart (5) does not include procurement of automatic data processing equipment or
services to be used for routine adminigtrative and business applications, including payrall,
finance, logigtics, and personnd management gpplications.

See DOD Directive 4640.14 for detailed ingtructions for Warner exemption determinations.

War ner-exempt: A telecommunications requirement that meets the stipulations as stated in the
Warner Amendment.

Wideband Audio: Inaudio transmission, an audio sgna of awider bandwidth than 3 KHz (nomind),
or acarrier channd or system supporting that Sgnal. (Note: G.722 specifies a bandwidth of 7 KHz.)

Windowing: Capability to divide the video display into two or more separate regions (frames) with
displays from different sources in each regon. For example, four separate frames (windows) on the
same display could smultaneoudy show a) data, b) motion video of the remote Site, €) atill image, and
d) motion video of the home gte. Thisisin contrast to video mixing that combines two or more video
imagesinto asngle frame,

Workspace: A workspaceisan areacomprising N independent but coincident planes of the same
pixe dimensons. The assembly of N planes forms the complete image, which can be displayed or
printed. At agiven workspace coordinate, datain any plane hides data present in underlying planesin
the stack unlessthe pixd vaue at that plane istrangparent. If there are no data at a specific pixe
location in the middle or front planes, the location is said to be trangparent and does not hide the data
from underlying planes.
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4 ABBREVIATIONSAND ACRONYMS

All of the abbreviations and acronyms used in this part of the Profile are defined ether in the referenced
base standards (see Section 2) or listed below. Those that are common with the termsin FED-STD-
1037C have been included for the convenience of the reader. Also see the Telecom Glossary 2000

(ANSI T1-523-2000) for additiond abbreviations and acronyms used in this documen.

AAL ATM Adaptation Layer

AlA Audio Indicate Active

AIM Audio Indicate Mute

ANS| American National Standards Indtitute

APU Audio Processing Unit

AR Army Regulaion

ASCII American Standard Code for Information Interchange

ATM Asynchronous Transfer Mode

BAS bit rate dlocation signd

B-ISDN Broadband ISDN

b/s or bit/s bit(s) per second

BNC bayonet Neill-Concelman

BRI Basic Rate Interface

CCA Chair Command Acquire

CCD Chair Command Disconnect

CCITT Internationd Telegraph and Teephone Consultative Committee (now
ITU-T)

CCK Chair Command Kill

CCR Chair Command Release/Refuse

CD-ROM compact disk - read only memory

CiC Chair-control Indicate Capability

CIF common intermediate format

CIR Chair Indicate Release/Refuse

CIS Chair Indicate Stopped-usng

CIT Chair Indicate Token

CM Conditionad Mandatory

CME Client Management Entity

CODEC coder-decoder

COMSEC communications security

COTS commercid off-the-shef

CPU Centra Processing Unit

CSuU Channd Service Unit

dBm decibel(s) referenced to 1 milliwatt

DCA LSD/HSD Command Acquire Token

DCC LSD/HSD Command Close
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DCE
DCR
DCT
DES
DIS
DISA
DIT
DOD
DODISS
DPCM
DPU
DSU
DSVD
DTE
DVS-G
ECS
EEG
EIA
EKG
EPROM
FAS
FCIF
FEC
FED-STD
FHDR
FIPS
FOUO
fps
FSCLAS
GCC
H-MLP
HSD
Hz

/1O

IC

s
IMUX
IP

|PX
ISDN
SO
ITU
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Data Circuit- Terminating Equipment
LSD/HSD Command Release/Refuse
discrete cosine transform

data encryption standard

LSD/HSD Indicate Stopped Using Token
Defense Information Systems Agency
LSD/HSD Indicate Token

Department of Defense

Department of Defense Index of Specifications and Standards
Differentid Pulse Code Modulation

Data Processing Unit

Data Service Unit

Digitd Smultaneous Voice and Data
Data Termind Equipment

Defense Information Systems Network, Video Services, Global
Encryption Control Signd

Electroencepha ogram

Electronic Industries Association
Electrocardiogram

erasable programmable read only memory
Frame Alignment Sgnd

full common intermediate format

forward error correction

federd standard

file header

Federa Information Processing Standards
For Officid Use Only

frames per second

File Security Classfication fied

Generic Conference Control

High Speed - Multilayer Protocol Channel
High speed data

hertz

input/output

Image Compresson field

Information Indicate String

inverse multiplexer

Internet Protocol

Internetwork Protocol Exchange
Integrated Services Digital Network
International Organization for Standardization
International Telecommunication Union
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ITU-T ITU Teecommunication Sector (formerly CCITT)
BIG Joint Bilevel Image Experts Group

JEO Joint Interoperability and Engineering Organization
JPEG Joint Photographic Experts Group

kb/s or khit/s kilobits per second

KHz kilohertz

LAN Local Area Network

LCA Loopback Command, Audio Loop Request
LCD Loopback Command, Digita Loop Request
LCO Loopback Command Off

LCV Loopback Command, Video Loop Request
LOS loss of synchronization

LSD Low speed data

M Mandatory

MAN Metropolitan Area Network

MBE multi-byte extension

Mbit/s or Mb/s megabits per second

MC Multipoint Controller

MCC Multipoint Command Conference

MCN Multipoint Command Negating MCS

MCS Multipoint Command Symmetrical Data-transmisson
MCU Multipoint Control Unit

MCV Multipoint Commeand Visudization-forcing
MIL Multipoint Indication - Loop

MIL-HDBK military handbook

MIL-STD military standard

MILDEP military department, such asthe Air Force, Army, Navy
MIM Multipoint Indicate Master

MIS Multipoint Indicate Secondary- status

MIV Multipoint Indicate Visudization

MIZ Multipoint Indicate Zero-communication

MLP Multilayer Protocol

MMS Multipoint command Mode- Symmetrize

MP Multipoint Processor

MPEG 1 Motion Picture Experts Group, Verson 1

MPI Minimum Picture Interval

MRM Meeting Room Management

ms millissconds

NACSIM Nationd COMSEC Information Memorandum
NDI Non-Developmentd Item

NIPRNET Non-classified IP Router Network

N-ISDN Narrowband ISDN
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NIST
NITFS
NIUF

NSA
NSTISS
NSTISSAM

NT1
NTISSI

NTISSP
NTSC
O

OFB

OPNAVINST
OPNAVNOTE

PCM
PDU
PICS
POTS
PSTN
PUB
QCIF
QOS
RAN
RAS

RD

RDC
RGB

RS
RSVP

RT
RTCP
RTP

RTS
SB-ADPCM
SBE
SCIF
SCM
SCN

SD
SIPRNET
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Nationd Ingtitute of Standards and Technology

Nationd Imagery Transmission format Standard

North American ISDN Users Forum

Nationa Security Agency

Nationa Security Telecommunications and Information Systems Security

Nationa Security Telecommunications and Information Systerms Security
Advisory Memorandum

Network Termination 1

Nationa Telecommunications and Information Systems Security
Instruction

Nationa Telecommunications and Information Systems Security Policy

Nationa Teevison Standards Committee

Optiond

Output feedback mode

Chief of Nava Operations Ingtruction

Chief of Naval Operations Note

pulse code modulation

Packet Data Unit

Protocol Implementation Conformance Statements

Pan Old Telephone System

Public Switched Telephone Network

publication

quarter common intermediate format

Qudity of Service

Random Number

Regidration/Admisson/Status

Receive Data

Remote Device Control

Red-Green-Blue

recommended standard

Resource Reservation Protocol

receive timing

Real Time Control Protocol

Redl time Protocol

Request To Send

sub-band adaptive differentia pulse-code modulation

Single Byte Extension

Sengtive Compartmented Information Fecility

Selected Communication Mode

Switched Circuit Network

Send Data

Secret |P Router Network
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SPX

TA
TCl
TCP
TCP
TCS
TCU
TEMPEST
TIA
TIC
TID
TIF
T
TIL
TIN
TIP
TIS
TIX

UDP
VCB
VCF
VCR
VCS
VCU
VIA
VIN
VIS
VPU
VTC
VTU
Y CbCr
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Sequentia Protocol Exchange

Send Timing

Terminal Adapter

Termind Command I dentify
Trangport Control Protocol

Termina Command Persond Identifier
Termind Command String

Termina Command Update
compromising emandions

Termind Indicate Assgnment
Termina Indicate Capability

Termind Indication Dropped
Termina Indicate Foor-request
Termind Indicate Identity

Termind Indicate Ligt

Termina Indicate Number

Termind Indicate Persond Identifier
Termind Indicate Secondary

Termind Indicate Additiona Channel X
termind timing

User Datagram Protocol

Video Command Broadcast

Video Command "Freeze- picture request”
Video Command Regject

Video Command Select

Video Command "fast Update request”
Video Indicate Active

Video Indicate Number

Video Indicate Suspend

Video processng unit

video teleconferencing

video teleconferencing unit

Luminance; Chromablue; Chromared
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5 VTC OVER NARROWBAND INTEGRATED SERVICESDIGITAL NETWORK (ISDN)

5.1 H.320 Subnetwork-Type I ndependent Requirements

These requirements shall gpply to al video teleconferencing (VTC) systems operating at datarates
between 56 and 1,920 kb/s using nonpacket- based networks. 1SDN and switched-56 circuits are the
maost commonly used. The video teleconferencing unit (V TU) requirements are specified in Sections
511,512,51.3,514, and5.1.5. MCU requirements are specified in Section 5.1.6.

5.1.1 Video, Communications and Control

5.1.1.1 General

Except as noted, the VTU shdl conform with the requirements set forth in the five ITU-T px64
Recommendations, H.221, H.230, H.242, H.261, and H.320, and FTR 1080B-2002.

5.1.1.2 Operating Mode

The VTU dhdl provide point-to-point bi-directiona operation. Operation in multi-point topologiesis
covered in Sections 5.1.5 and 5.1.6.

5.1.1.3 Data Transmission Rates

The Recommendations relate to VTUs that operate at nomind bit rates of px64,000 bits per second
(bit/s), wherep isaninteger intheset 1, 2, 3,4, 5, 6, 12, 18, 23, 24 and 30. For unrestricted
channels, such as provided by 1SDN, each increment of data rate may actudly be 64,000 bit/s, but in
restricted channels, each increment may be only 56,000 bit/s. VTUs shdl be able to operate with other
VTUs on unredtricted and restricted channels. VTUs shall provide operation at least for p=1 and p=2.
VTUs shdl dso be able to operate a p = 2 with asingle 128-kb/s channd, and if a second network
interface port is specified, with two 64-kb/s channds. For other p vaues, operation with only asngle
channd isrequired. Operation a p > 2isoptiond. If ahigher p vaueisrequired, then dl p vduesin
theset {1, 2, 6, 12, 23, 24} lessthan or equal to the requirement shdl aso be provided. Proprietary
agorithmsfor video coding are dlowed by FTR 1080B-2002. If acertain vaue of p isrequired, the
VTU shdl operate at that value according to ITU-T H.261 and not just the proprietary video agorithm.
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5.1.1.4 Video Coding and Decoding

The video CODEC subsystem used to provide VTC services within the scope of this Profile shdl
conform to the specifications set forth in ITU-T H.261. In addition to the mandatory requirements of
ITU-T H.261, the video CODEC subsystem may optionaly be provided in accordance with the
specifications of ITU-T H.263. H.263 can provide higher picture quality than H.261, especidly at data
rates below 384 kb/s. H.263 is recommended for improving video qudity a p = 2.

The video CODEC subsystem can dso provide other proprietary solutionsin addition to ITU-T H.261.
For every video coding rate the termind is cgpable of, however, the termina shal be capable of usng
the ITU-T H.261 coding agorithm. The purpose of this requirement isto prevent two terminadswhich
are cgpable of communicating at a high transmisson rate such as

p = 24 having to communicate a alower rate to be interoperable.

A termind is not precluded from having proprietary picture formats other than QCIF or FCIF, but if a
termina has a picture format with more pixels than QCIF (176x144 = 25344 pixds), it shal dso have
the FCIF picture format implemented using ITU-T H.261. The purpose of this requirement isto
prevent two terminds, which are capable of FCIF-like resolutions having to communicate a a QCIF
resolution to be interoperable.

5.1.1.5 Picture Format (resolution)

The video CODEC shdl provide full-color operation using at least the QCIF format in accordance with
ITU-T H.261. If aresolution of 352 (horizontd) by 288 (vertical) or higher isrequired for motion
video, then the standard dgorithm of ITU-T H.261 shal be available at FCIF resolution.

5.1.1.6 Motion Rendition

The decoder shal decode at least 7.5 pictures per second. Thisisequivdent to aMinimum Ficture
Interval (MPI) of 4/29.97 seconds per picture as described in ITU-T H.221, Annex 1, ITU-T H.261,
Section 3.1, and ITU-T H.263, Section 4.1.

The encoder shal be capable of encoding at least an average of 6 pictures per second, excluding
pictures with scene changes. Thisisto help ensure aminimum level of motion rendition, however,
depending on the user’ s needs, higher frame rates may be required. See Section 10.1.8.1.

5.1.1.7 Forward Error Correction (FEC)

The use of the FEC code in the decoder, as specified in ITU-T H.261 Section 5.4 and ITU-T H.263
Annex H, to correct transmission errorsis optiond.

5.1.1.8 Motion Compensation
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The requirement for Motion Compensation in the encoder is optiond.

5.1.1.9 Freeze-Framelmage

All VTUs may optiondly support a freeze-frame image transmission capability. Freeze-frameimageisa
frame sdlected from avideo sgnd, and processed through the video CODEC for transmission to
remote Stes. Motion video transmisson is suspended until freeze-frame transmission iscomplete. If
multimedia applications are used, beyond those defined as freeze-frame, the requirements of the T.120
series of recommendations shall be used as per Section 8.

The VTU may optiondly have the capability to output video signals representing both motion video and
freeze-frame image Smultaneoudy, or provide a Sngle video output, which can be switched by the user
between motion video and freeze-frameimages. If the cgpability of coding of freeze-frame imagesis
provided it shdl be performed by means of the technique described in ITU-T H.261 Annex D.
Optiondly, it may aso be provided per ITU-T H.263. This technique provides an image up to twice
the resolution in each direction of the format currently being used for motion video, i.e. 352 horizonta
(h) x 288 verticd (v) equals 101,376 pixesfor VTUs usng QCIF motion video, and 704(h) x 576(V)
equals 405,504 pixelsfor VTUs usng FCIF motion video. VTUs capable of QCIF motion video may
optiondly provide QCIF freeze-frame video (176 (h) x 144 (v) = 25,344 pixels) capability. Four
times QCIF (FCIF) freeze-frame video (352 x 288) may be optiona. VVTUs capable of FCIF motion
video may optiondly provide FCIF freeze-frame video (352 (h) x 288 (v) = 101,376 pixels) capability.
Freeze-frame image having two times horizonta and two times vertical resolutionsis dso dlowable.
Four times FCIF freeze-frame image (704 (h)x 576 (v) = 405,504 pixes) is therefore another option.

5.1.1.10 Real-Time Control Protocol for Far-end Camera Control

The capability for aVTU to control one or more far-end camerasis optiond. The capability foraVTU
to dlow far-end control of itslocal camera(s) isoptiona. Far-end camera control requires that both
VTUs have the far-end camera control capability. Far end camera control may be desirable even if the
near end cameraisfixed, sncethe far end VTU may have the capability to have its camera controlled.
The following describes the control protocols and capabilities for far-end camera control with H.320
systems. For H.323 far-end camera control, see Section 6.2.7.

5.1.1.10.1 Control Protocols

If far-end camera contral is required, the VTU shal have the capability to use the H.224 Red Time
Control Protocol for Smplex Applications usng the H.221 LSD/HSD/MLP or aggregated MLP/H-
MLP Channels and H.281 Far End Camera Control Protocol for Video Conferences usng H.224.
The H.224 Recommendation specifies the protocols for low delay, low latency broadcast services using
the H.221 data channels. The H.281 Recommendation specifies the procedures and messages to be
used to provide far-end camera control using H.224.

A VTU implementing the H.224 protocol shdl use the LSD and the MLP or aggregated MLP/H-MLP
data channdl's as described in H.242, and may optionaly use the HSD data channdl. These channels
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provide data rates from 4 kb/s up to 448 kb/s. All VTUs providing far-end camera control shal
support the common LSD and MLP rate of 6.4 kb/s. This data rate provides a common point of
interoperability for VTUs using H.224. If higher data rates are provided, it is recommended that dl
lower datarates (down to 6.4 kb/s), as specified in H.221, dso be provided. Thiswill alow VTUsto
interoperate at the higher data rates.

Use of the LSD and/or HSD channels for H.224 is recommended for far end camera control since
these channels use atoken system to assure thet there is only one VTU trangmitting & atime. The MLP
and H-MLP channels do not have this capability, so other measures are required to assure that only one
VTU isattempting to control acamera.

5.1.1.10.2 Remote Camera Positioning

A VTU may have the optiond capability to have the camera position of one or more of its video
sources changed by aremote VTU. A VTU that hasthis cgpability may alow, as an option, one or
more of the following action operations

Pan (Right or Left)
Tilt (Up or Down)
Zoom (In or Out)
Focus (In or Out)

A VTU may optiondly alow one or more of these operations smultaneoudy. A VTU that cannot
perform multiple operations smultaneoudy shdl perform at least one of the operations and may
disregard the others. Visud feedback to the user, who is controlling the remote camera positioning, will
indicate if any commands were ignored.

A VTU may have the optiond capability to attempt to control the position of afar-end camera A VTU
that has this capability may attempt to perform the action operations indicated above, if the remote VTU
has indicated the capability to perform these operations. These actions may be performed individualy
or smultaneoudy.

5.1.1.10.3 Remote Video Sour ce Selection
A VTU shdl have at least one video source and may have up to 16 video sources. A VTU may have

the optiona capability to have the video source that it transmits to the video teleconference sdected by
aremote VTU. The following sources are pre-defined:
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1 Main Camera

2 Auxiliary Camera

3 Document Camera

4 Auxiliary Document Camera

5 Video Playback Source e.g., a Video Cassette Recorder

Other sources (6 to 15) may have an identifier assgned. Theidentifier conssts of up to 16 ASCII
characters. A request to select a non-existent source shdl result in no changein source. As an option,
aVTU may indicate to the other VTUs in a conference that it has changed the video source. If aVTU
makes thisindication it shal use the H.230 Video Indicate Active (VIA) message.

A VTU may have the optiona capability to attempt to sdect the far-end video source to be transmitted.
A VTU having this cgpability may attempt to select a source, if the remote VTU has indicated that the
source exigs in its capabilities.

5.1.1.10.4 Remote Video Mode Selection

A VTU may have the optiond capability to alow aremote VTU to sdect the video mode of the near
end video source that it transmits to the other VTU or MCU. The video modes are motion video;
normal resolution freeze-frame image and hight-resolution freeze-frameimage. Normal resolution
freeze-frame images are at the current motion video resolution (i.e., FCIF or QCIF). High-resolution
freeze-frame images are a twice the horizonta and vertica resolution of the current motion video (i.e,
AXFCIF or 4xQCIF = FCIF). Still images are sent within the H.261 video stream following the
proceduresin H.261 Section 4.2.1.3 and Annex D. A request to select an unsupported mode shall
result in no change in mode.

A VTU may have the optiona capability to alow the user to attempt to sdlect a video mode for the
remote video source being transmitted to it. A VTU having this capability may, upon user initiated
action, attempt to select amode, if the remote VTU has indicated, in its cgpabilities, that the remote
VTU can support the desired mode.

5.1.1.10.5 Camera Presets

A VTU may have the optiona capability to set camera presetsfor its video sources. A VTU having this
capability will store this information when commanded. A VTU that supports camera presets will sdect
the video source and camera position previoudy stored for that preset when activated by the remote
VTU. A VTU may support up to 16 presets.

A VTU may have the optiond capability to attempt to store the current remote video source and
camera position as a presst, if the remote VTU has indicated the capability to support presets. A VTU
may attempt to activate a previoudy stored remote preset selection, if the remote VTU hasindicated the

capability to support presets.

A-39



Appendix A of FTR 1080B-2002

5.1.1.11 Transparent Data

There are four H.221 data channels. Low Speed Data (LSD), High Speed Data (HSD), MLP Data,
and H-MLP Data. A VTU may use any of the 4 data channels to provide a transparent channe for
other applicationsto use. An agpplication used in this way would require both VTUs in the conference
to contain the gpplication, which may be proprietary to a single manufacturer. An example of thistype
of gpplication isthe red-time tranamission of medicd data such as EKG or EEG.

The ability to open and use data channelsis optiond; however, it is recommended that VTUs that do
not have a data capability till be able to open dummy-data channels as described in H.242. In
multipoint conferences where severd VTUs are usng a data channd, other VTUs may be relegated to
secondary status (audio only), if they are not able to open a data channd. If those VTUs can open
dummy data channdls, they will be able to continue to participate in the video communications even
without having the full data capability.

5.1.2 Control and Indication Signals

The VTUs shdl provide additiond information, which is needed for the proper functioning of the system.
Thisadditiona information will contain ITU-T H.221 frame-synchronous control sgnas and indication
sgnals such as freeze picture, video loopback, smple multipoint controls, etc., as specified in ITU-T
H.230.

Among these Control and Indication (C&1) sgnasare AIM and AlA which indicate whether the
remote VTU has audio muted or active. The VIS, VIA and VIR sgnas perform smilar functions for
the video stream. The loopback C&1 signadsare LCV (video), LCA (audio), LCD (digital) and LCO
(loopback off). Note that there is no requirement in the Recommendation for the receiving VTU
to display this information.

5.1.2.1 Call Control (handshaking)

The VTUs shall interoperate with each other and the existing telecommunications system as specified in
ITU-T H.242 and H.320.

5.1.2.2 Frame Structure

The VTUs shdl comply with the ITU-T H.221 frame structure for audiovisua teleservicesin single or
multiple channels as specified in ITU-T H.221. This requirement alows for the synchronization of
multiple connections and the control of multiplexing audio, video, data, and other Sgnds. Use of the
unframed mode as per ITU-T H.221 is outsde the scope of this Profile.
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5.1.2.3 Cameralnterface

All sysems shall support the capture of motion video and freeze frame video images using video
cameras. For VTC equipment intended for use in North Americathat has externa cameras, the
electricd interfaces between the cameras and the VTU may optionally meet the NTSC (EIA-170-A)
gandard. The mechanica interface may optionaly be BNC, F-type, or RCA connectors.

5.1.2.4 Monitor Interface

For VTC equipment intended for use in North Americathat has externa video display monitors, the
electricd interface between the monitors and the VTU may optionaly meet the NTSC (EIA-170-A),
RGB, VGA, SVGA or S-'VHS sandards. The mechanica interface may optionaly be BNC, F-type,
RCA, or 15-pin D-subminiature connectors.

5.1.3 Audio

5.1.3.1 General

The audio coder/decoder (CODEC) subsystem shdl be an integrated subsystem of the VTU equipment
used for the purpose of video teleconferencing. This means the audio sgnd shdl be transmitted in-band
asper ITU-T H.221, and not out- of-band.

5.1.3.2 Speech Quality M odes

The audio subsystem shall be cagpable of operating in the narrow band speech modes as specified in
Sections 5.1.3.2.1 and 5.1.3.2.2, and may optionaly support the higher voice quaity wideband speech
modesin Sections 5.1.3.2.3 and 5.1.3.2.4. The key parameters are the andlog bandwidth and the data
rate used by each speech mode. The anadog bandwidth can be either 3KHz for narrowband or 7KHz
for wideband. The higher analog bandwidth normally provides for better voice quaity. The datarate
used by each speech mode varies from 16 kb/sto 64 kb/s. The lower the data rate devoted to audio,
the more capacity (bandwidth) is available for video, thus alowing for higher qudity video.

5.1.3.2.1 Narrowband Speech at 64 kb/s Data Rate

Capability to operate in this mode is mandatory. This narrowband (3 KHz andog bandwidth) speech
mode shdl conform to the specifications set forth in ITU-T G.711, H.221, H.230, H.242, and H.320.

This audio mode is known asMode O in ITU-T H.221. Mode 0 is further broken out into four

submodes, as specified in Annex 1 of ITU-T H.221: Mode OU (unframed A-law), Mode OF (framed
A-law), Mode OU (unframed nmilaw), and Mode OF (framed mlaw).
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The audio subsystem shdl be capable of operating in Mode OF (mlaw). Mode OF (A-law) isoptiond.
See Section 10.1.5 for a further recommendation. The use of the unframed modes (OU) are outside
the scope of the Profile and is not recommended.

5.1.3.2.2 Narrowband Speech at 16 kb/s

ITU-T G.728 is mandatory (providing 3KHz anaog bandwidth) and shal be available at dl the data
rates a which the VTU is capable of operating.

5.1.3.2.3 Wideband Speech at 48-56 kb/s

This wideband speech mode at 48-56 kb/s, with 7 KHz andog bandwidth, is optiond. If provided, it
shdl conform to the specifications set forth in ITU-T G.722, H.221, H.230 and H.242.

The audio subsystem shdl be capable of operating in the following two modes as specified in ITU-T
G.722 and H.221:

G.722 Mode 2: 56 kb/s audio (unrestricted network)
G.722 Mode 3: 48 kb/s audio (restricted or unrestricted network)

The indication sgnds for identifying the mode of operation shdl conform to the specifications set forth in
ITU-T G.722, H.242, and H.221 (Table H.221/A1).

The audio subsystem shdl have the capability of autometicaly switching over from Mode O (see
Section 5.1.3.2.1) to one of the higher quaity Modes 2 or 3 if the other VTU to which it is connected
has the capability for Modes 2 or 3.

5.1.3.2.4 Wideband Speech at 24 kb/sand 32 kb/s

This wideband speech mode with 7KHz bandwidth is optiond. If provided, it shdl conform to the
specifications st forth in ITU-T G.722.1, H.221, H.230 and H.242. G.722.1 is recommended for use
in hands-free gpplications such as conferencing where there is alow probability of frame loss.

The audio subsystem shdl be capable of operating in the following two modes as specified in ITU-T
G.722.1 and H.221:

G.722.1-32: 32 kb/saudio
G.722.1-24: 24 kb/saudio

The indication Sgnas for identifying the mode of operation shdl conform to the specifications set forth in
ITU-T G.722.1, H.242, and H.221 (Table H.221/A1).
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The audio subsystem shdl have the cgpability of automaticaly switching over from Mode O (see
5.1.3.2.1) to one of the higher quality G.722.1-32 or G.722.1-24 if the other VTU to whichit is
connected has the capability.

5.1.3.3 Encoding and Decoding

For Mode 0 narrowband speech, using the mandatory Mode OF (mlaw), the characterigtics of the
Pulse Code Modulation (PCM) converter shal conform to the specifications set forthin G.711. The
optional mode OF (A-law) shdl conform to G.711.

For wideband speech (G.722), the anal og speech signd shall be encoded into and decoded from a
digita bit stream using sub-band adaptive differentiad pulse code modulation (SB-ADPCM) for Modes
2 and 3. The characteristics of the SB-ADPCM converter shal conform to the specifications set forth
inITU-T G.722.

For low bit rate wideband speech (G.722.1), the speech signal shal be encoded into and decoded from
adigital bit stream using a Modulated Lapped Transform (MLT) agorithm.

5.1.34 Lip Synchronization

In order to conform to this Profile, synchronization between the video and audio signas shdl be
addressed in both the encoding and decoding processes of the audio subsystem. While delay
compensation is not required, if it is used, the compensation for delay between the video Sgnd and
audio signd introduced during the encoding process shall be compensated for at the encoding process.
Likewise, compensation for delay introduced at the decoding process shall be compensated for during
the decoding process. Thetime delay between audio and video sgnd shdl be measured as specified in
Annex C of H.261.

5.1.3.5 Electrical and M echanical I nterfaces

The requirementsin Sections 5.1.3.5.1 and 5.1.3.5.2 are optiond if the audio system is completely
integrated into the VTU (i.e., videophone, PC-based desktop system, integrated rollabout system).

5.1.3.5.1 Electrical Specification

Input and output line level room audio interfaces shdl be provided that meets the following
specifications. They shdl have a600 ohm baanced impedance, with anomind sgnd leve of -3dBm
+1 dB. Thedigitd overload point shal be +7 dBm +£1 dB. The audio gain from input to outpuit,
measured using digitd loop-back, shall be 0 dB +0.5 dB. All leve measurements are made using pink
noise. See Section 10.1.7 for further information on the audio subsystem.
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5.1.3.5.2 Mechanical Specification

The VTU shdl provide mechanica connections for the room audio system. The room audio system
connection shdl provide ether:

one XLR mdefemde pair; or
one pair RCA Phono jacks, one for input and one for output.

For the XLR pair, the female connector shal be theinput to the VTU from the room audio syssem. The
male connector shal be the output of the VTU to the room audio system.

5.1.3.6 Loudness

Sengtivity, loudness ratings and volume control are specified in ITU-T H.320. There are three options
to choose from. A VTU can have one or more of the following three functions.

Handset function (meant for a Single user, such as an ordinary telephone handset);
Hands-free function for up to three users (for example, a desktop speakerphone);
Hands-free function for more than three users (for example, aroom audio system).

The audio requirements are different for each of these functions and shal be as defined in ITU-T H.320.
5.1.4 H.320 Security and Confidentiality

5.14.1 General

This section specifies a standard means of securing the transmitted signas for classfied information. The
capability to interface and operate with cryptographic equipment for classified operation is optiond. If
the user requiresthe VTU for use in conducting classified conferences, the requirements of Sections
5.1.4.3 and 5.1.4.4 and their subparagraphs are mandatory.

Additional security considerations are addressed in Section 10.2, but only as recommendations, not as a
mandatory or optiond features. The following areas related to security are outside the scope of this
Profile: physica security, including room security, user authorization, key management, and key
digribution.

5.1.4.2 Levelsof Security

The sections below (5.1.4.2.1 through 5.1.4.2.3) identify different levels of security for the protection of
the information transmitted between VTUs.
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5.1.4.2.1 Unencrypted

Information that is unclassified and not sengitive requires no protection by cryptographic equipment and
can be trangmitted in an unencrypted (plain-text) mode. All VTUs shdl be able to transmit and receive
unencrypted informetion.

5.1.4.2.2 Unclassified but Sensitive (Type 3)

Information that is unclassified but sengitive and not exempted by the Warner Amendment (as defined in
Title 10, United States Code, Section 2315) shdl be protected by Type 3 cryptographic equipment that
is certified by the Nationd Ingtitute of Standards and Technology (NIST), or Type 1 equipment certified
by NSA. InthisProfile, unclassfied but sengtive information will be referred to as " Type 3."

5.1.4.2.3 Classified (Type 1)

Information that is classified and information that is unclassified but senstive Warner Amendment
information shall be protected by Type 1 cryptographic equipment certified by the Nationa Security
Agency (NSA). InthisProfile, thisinformation will be referred to as"Type 1." Asan option, it is
strongly recommended that VTUs be able to interface with and operate with Type 1 cryptographic
equipment. For the purposes of this Profile, Type 2 Warner-exempt information shal be protected by

Type 1 cryptographic equipment.

The protection of classfied VTC information shal be accomplished by encrypting the sgnd output from
the VTU before it enters the network interface equipment to go out to the network, and by decrypting
the sgnd coming from the network through the network interface equipment before it goes into the
VTU. To minimize the number of encryption devices and smplify the key management required in a
conference above 56/64 kbl/s, the VTUs shall operate in a Single-port mode (using asingle EIA-449 or
TIA/EIA-530 network interface). A cryptographic device is placed between the network interface
equipment and the VTU. See Figure 5.1-1 for a ssimplified diagram of the connections between the
network, network interface equipment, cryptographic device, and VTU. To operate over a
network that contains a restricted channel at one end of the link and an unrestricted channel at another
end of thelink, specid provisons must be made. See Section 10.2.4 for more details.
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Figure5.1-1. Lineof Demar cation with External Cryptographic Device

ITU-T H.233 recommends that the VTU service channel (which containsthe FAS, BAS, and ECS
sgnas) remains unencrypted; however, the encryption scheme just described is atrunk encryption
applied between VTUs that encrypts the entire signd, including the VTU service channd. The
encrypted sgnd is decrypted prior to reaching the destination VTU.

If arequirement exigts for classified conferencing, each transmisson channel used by the VTU shdl be
protected by Type 1 cryptographic equipment. Thiswill require one cryptographic unit a each VTU.

If more than one transmisson channd is used, an inverse multiplexer (IMUX) shdl be used to combine
multiple transmisson channels for operation with a single cryptographic unit. An exampleisfor p=2
using ISDN. In this case two transmisson channels are used in the ISDN network. These two
channels are combined by the IMUX into asingle channdl that is connected to the cryptographic device.
The cryptographic deviceisin turn connected to asingle VTU port. Another exampleisfor p=6, where
gx transmission channds are used in the ISDN network. The six transmission channels are combined
by the IMUX into asingle channdl that is connected to the cryptographic device, which inturnis
connected to asingle VTU port. See an additional example in Section 10.3.2.2 and Figure 10.3-7.

Two families of cryptographic equipment are permitted for securing VTC: KG-194 and KI1V-7/KIV-
7THS. KG-194 (and compatible) devices have traditionaly been used for VTC and will continue to be
used for dedicated networks. The newer, smdler, KIV-7/K1V-7HS (or compatible) devices may now
be used for did-up and other non-dedicated circuits. The KIV-7/KIV-7THS uses aK G-84 type
encryption dgorithm. Its small sze makes it particularly well suited for desktop and portable
goplications. Interoperability between the two families will be achieved through classfied MCUs, which
will have both encryption devices on their ports. It isanticipated that most new classified VTC
goplications will use the KIV-7/K1V-7HS or compatible, and that eventualy DOD will migrate to
entirdy usng KI1Vs or compatible.

5.1.4.3 Type 1 Cryptographic Equipment for Dedicated Networks

For existing dedicated networks such as DISN Video Services-Globd (DVS-G), the KG-194/194A
or competible equipment shall be used to protect Type 1 information passing through the VTU. If KG-
194- compatible equipment is used, it shal be compatible in terms of both encryption and key-
management schemes.
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5.1.4.3.1 Electrical and Mechanical Interfaces

The KG-194 cryptographic equipment is compatible with the TIA/EIA-422-B dectrica interface
specification. The cryptographic equipment will gppear to the VTU as a DCE (data circuit-termingting
equipment). The cryptographic equipment will appear to the network interface equipment as a data
termind equipment (DTE). The mechanica interfaces to the network interface equipment may be either
EIA-449 or TIA/EIA-530. Likewisethe mechanica interface to the VTU may be ether EIA-449 or
TIA/EIA-530. See Figure 5.1-2 for EIA-449 and Figure 5.1-3 and for TIA/EIA-530.
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Figure5.1-2 EIA-422-B Electrical Interfacefor VTU, KG-194, and Network I nterface Device with EIA-449
M echanical Interface.
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Figure5.1-3 EIA-422-B Electrical Interfacefor VTU, KG-194, and Network Interface Device with TIA/EIA-530
M echanical Interface.

5.1.4.3.1.1 Connection between Network I nterface Equipment and Cryptographic Device

The interface between the network interface equipment and the cable to the cryptographic equipment,
that is the cipher-text (black) interface, shal conform to the specifications of TIA/EIA-422-B
(electricd) and ether EIA-449 or TIA/EIA-530 (mechanicd). All of the dataand timing Sgnd lines
connecting the cryptographic equipment to the network interface equipment shal have differentia
balanced connections. For EIA-449, thisinterface shdl include the following Sgnas. Send Timing (ST),
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Termind Timing (TT), Send Data (SD), Receive Timing (RT), and Recelve Data (RD). For TIA/EIA-
530, thisinterface shal include Termina Timing (TT), Transmit Clock (TC), Tranamit Data (TD),
Receive Clock (RC) and Recelve Data (RD). See Table 5.1-1. The cryptographic equipment does
not generate an internd clock signd to the network interface equipment. Rather, the TT Sgnd is
derived by the cryptographic equipment from the ST signd provided by the network interface
equipment.

5.1.4.3.1.2 Connection between VTU and Cryptographic Device.

A minimum of one synchronous EIA-449 or TIA/EIA-530 attachment port shall be provided on the
VTU to provide capability to connect to a cryptographic device. The eectrica characterigtics shdl be
as specified in TIA/EIA-422-B for baanced voltage digitd-interface circuits, except that the LOS signdl
may follow ether TIA/EIA-422-B for balanced circuits or TIA/EIA-423-B for unbaanced circuits.
The interface between the VTU and the cable to the cryptographic equipment, thet is the plain-text (red)
interface, shdl include the Sgnals ST, SD, RT and RD for EIA-449 or theSignas TC, TD, RC and RD
for TIA/EIA-530. See Table 5.1-1. Theinterface shdl adso use anonstandard |oss of synchronization
(LOS) dgnd. Itisrecommended that the EIA-449 LOS signal be ether balanced, in accordance with
TIA/EIA-422-B, with pin 3 designated asthe "A" lead and pin 21 asthe "B" lead, or unbaanced in
accordance with TIA/EIA-423-B, with pin 36 desgnated asthe sgnd lead. For the TIA/EIA-530
LOS sgnal it isrecommended it be balanced, in accordance with TIA/EIA-422-B, with pin 18
designated asthe “A” lead and pin 21 asthe “B” lead. A baanced sgnd interconnection is preferred
for the LOS over the unbaanced dterndive.

Table5.1-1. KG-194 and Compatible Cryptographic Equipment I nterface Signals

Signal EIA-449 Pins Description
Alead B Lead

LOS (Note) 3 21 L oss of Synchronization (balanced)
LOS (Note) 36 - L oss of Synchronization (unbalanced)

RD 6 24 Receive Data

RT 8 26 Receive Timing

SD 4 2 Send Data

ST 5 23 Send Timing

TT 17 35 Termina Timing

(Note: The LOS signal may follow either TIA/EIA -422-B for balanced circuits or
TIA/EIA-423-B for unbalanced circuits.)

Signal TIA/EIA-530 Pins Description
(+) Lead (-) Lead

LOS 18 21 L oss of Synchronization
TD 2 14 Transmit Data

RD 3 16 Receive Data

RC 17 9 Receive Clock

TC 15 12 Transmit Clock

TT 24 11 Termina Timing
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5.1.4.3.2 Resynchronization

The VTU shdl be able to provide aresynchronization signd to Type 1 cryptographic equipment.
Detection of loss-of-sync and initiation of an automatic resynchronization by the VTU is required to
support red-time VTC.

During normd operation, the VTU shdl expressalogic "1," in accordance with TIA/EIA-422-B,
paragraph 4.1 for balanced, or TIA/EIA-423-B for unbaanced, on the LOS line to the cryptographic
equipment. If the VTU loses frame dignment, as defined in ITU-T Recommendation H.221, paragraph
2.3, Loss and Recovery of Frame Alignment, the VTU shal expressalogic "0" pulse with aduration
not less than 218 hits plus 3.0 milliseconds, and less than 219 hits plus 3.0 milliseconds on the LOS line.

Thelogic"0" pulse shdl aso be in accordance with TIA/EIA-422-B, paragraph 4.1 for balanced or
TIA/EIA-423-B for unbaanced. Type 1 cryptographic equipment will continue to provide the clock
sgnd and hold the Receive Data (RD) sgnd line a alogic "0" while it resynchronizes. TheVTU shdl
restart the Type 1 resynchronization process, as defined in this section, within 30 seconds after both of
the following conditions have been met:

the LOS line has returned to logic "1"; and
the VTU isunable to find the frame dignment, as defined in ITU-T Recommendation
H.221.

This process shdl continue until frame dignment is achieved.

5.1.4.4 Type 1 Cryptographic Equipment for Non-Dedicated Networks

For dialup and other non-dedicated networks, and for new dedicated networks, KIV-7, KIV-7HS or
compatible equipment shal be used. Exigting KG-194s or compatibles may continue to be used in non
dedicated networks until KIV-7/K1V-7HSs become available.

5.1.4.4.1 Electrical and Mechanical | nterfaces

Theintent of this section isto provide sufficient information to dlow the VTU, MCU, and network
interface equipment manufacturers to be able to design and build their equipment, so that it will operate
and interface with the KIV-7/K1V-7-HS without having to refer to other documents pertaining to the
KIV-7.
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All of the sgnd lines connecting the cryptographic equipment to the VTU and the network interface
equipment shal have differential balanced connections, except the Loss of Synchronization (LOS) signd
which shdl have an unbaanced connection. The cipher-text (black) and plain-text (red) interface
connections at the KIV-7/KIV-7HS interface shal conform to the mechanica specifications of EIA-
449, the signd specifications of TIA/EIA-530, and the dectricd specifications of TIA/EIA-422B for dl
sgnas except the LOS. The LOS shdl conform to the eectrical specifications of TIA/EIA-423-B.
The suggested interface configuration islisted in Table 5.1-2.

If adapter cables are used to connect the VTU and network equipment to the KIV-7/KIV-7HS, EIA-
449 isthe preferred connector for the plain-text (red) interface and TIA/EIA-530 isthe preferred
connector for the cipher-text (black) interface. The red interface shall include the Send Data (SD),
Send Timing (ST), Receive Data (RD) and Receive Timing (RT) sgnas. The corresponding black
interface sgnds are Tranamit Data (TD), Tranamit Clock (TC), Receive Data (RD) and Receive Clock
(RC) sgnds. In addition to these signd's, some control signds (as specified below) shdl be present with
alogicd high vdue for the KIV-7 to operate. If these control signals are not provided by the VTU, the
network interface equipment or the K1V-7 configuration, they shal be provided by placing jumpersin
the cable at the appropriate KIV-7 interface.

The required plain-text (red) sgnas include Request to Send and Termina Ready. Request to Serd
may be disabled in the KIV-7 setup configuration. If Termina Ready is not supported by the VTU, pin
20 should be jumped to pin 28 (+5V) and pin 23 should be jumped to pin 27 (sgna ground).

The required cipher-text (black) sgnasinclude Clear to Send, Data Mode and Receiver Ready. Clear
to Send may be disabled in the KIV-7 setup configuration. If the Data M ode and Receiver Ready
sgnds are not supported in the network interface equipment, pins 6 and 8 should be jumped to pin 28
(+5V), and pins 10 and 22 should be jumped to pin 27 (sgna ground).

If the Loss of Synchronization sgnd from the VTU is used to automaticaly resynchronize the KIV-7, it
shdl be configured as an unbdanced signd according to TIA/EIA-423-B and connected to pin 31 on
the plain-text interface.

5.1.4.4.2 Resynchronization

Resynchronization can be done either manualy or automaticaly, depending on the gpplication. If done
manudly, no resynchronization signd isrequired fromthe VTU. The operator Smply pushesthe
“initiate’ button on the KIV-7/KIV-7HSto resynchronizeit. If done automaticaly, the VTU shdl
detect loss of frame dignment and shdl supply a resynchronization sgnd to the KIV-7/K1V-7HS.
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The choice of manua or automatic resynchronization depends on severa factors. For VTU applications
wherethe K1V isdifficult to access or there are banks of KIV's co-located, or where “bit dips’ on the
network transmisson timing is frequent, autometic resynchronization of the KIV-7/KIV-7HS by the
VTU isrecommended. Resynchronization is mandatory for MCU’s. Bit dips occur when there are
amal differencesin the network timing between the near and far end. The preferred method of
automatic resynchronization isfor the VTU or MCU to send a pulse with a duration of not less than 20
microseconds. The dectrica specification of this pulse should comply with TIA/EIA-423-B. For
gpplications where network timing “bit dips’ are infrequent, and where the operator can eadly reach the
KIV-7/KIV-7HS front panel (particular desktop configurations), resynchronization may be done
manudly and no resynchronization pulseis required from the VTU. Further detalls are available in the
booklet “Embeddable KG-84 COMSEC Module (KIV-7) User's Manud”.

5.1.4.4.3 Key Management

TheKIV dlowsfor loca and over-the-air (OTAR) rekeying. For details, see the booklet
“Embeddable KG-84 COMSEC Module (KIV-7) User’'s Manud”.
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Table5.1-2. Suggested Interfacefor Network I nterface Device, KIV-7and VTU.

TIAEIA- CIPHER-TEXT DTE CABLE P2 P3 PLAIN-TEXT DCE CABLE EIA-449-A
530 Port PORT PORT PORT

2 TRANSMIT DATA (TD) A 2 2 SEND DATA (SD) A 4

14 TRANSMIT DATA (TD) B 14 14 SEND DATA (SD) B 2

15 TRANSMIT CLOCK (TC) A 15 15 SEND TIMING (ST) A 5

12 TRANSMIT CLOCK (TC) B 12 12 SEND TIMING (ST) B 23

3 RECEIVE DATA (RD) A 3 3 RECEIVE DATA (RD) A 6

16 RECEIVE DATA (RD) B 16 16 RECEIVE DATA (RD) B 24

17 RECEIVE CLOCK (RC) A 17 " 17 RECEIVE TIMING (RT) A 8
- 9 RECEIVE CLOCK (RC) B 9 O 9 RECEIVE TIMING (RT) B 26 =
z 5 CLEARTO SEND (CTS) A 5 > 5 CLEARTO SEND (CTS) A 9 2
s 13 CLEARTO SEND (CTS)B 13 a) 13 CLEARTO SEND (CTS) B 27 bJ
% 4 REQUEST TO SEND (RTS) A 4 %’ 4 REQUEST TO SEND (RTS) A 7 E
> 19 REQUEST TO SEND (RTS) B 19 o 19 REQUEST TO SEND (RTS) B 25 5
0 20 DTE READY (DTR) A 20 x| 20 TERMINAL READY (TR) A 12 Q
g 23 DTE READY (DTR) B 3 | 8 23+ TERMINAL READY (TR) B 5
L 24 TERMINAL TIMING (TT) A 24 e 24 TERMINAL TIMING (TT) A 17 z
L 11 TERMINAL TIMING (TT) B 11 o 11 TERMINAL TIMING (TT) 35 o
z 1 SHIELD (FRAME GROUND) 1 O 1 SHIELD (CHASSIS GROUND) 1 L
X 7 GROUND (GND) 27 T 27 SIGNAL GROUND (SG) 19 9
@) 7 = 7 w
E 6 DCE READY (DSR) A 6* v 6 DATA MODE (DM) A 11 m
u 2 DCE READY (DSR) B 2 | 3 2 DATA MODE (DM) B 29 5
8 RECEIVED LINE SIGNAL DETECT g ~ 8 RECEIVER READY (RR) A 13 il
(RLSD) A S

10 RECEIVED LINE SIGNAL DETECT | 10** 10 RECEIVER READY (RR) B 31

(RLSD) B
+5V TIE OFF 28 28 +5V TIE OFF
VTU AUTOMATIC RESYNC
31 LOSSOF SYNC; (OPTIONAL RESYNC) | 36

* - |f not provided by VTU or Network Interface Equipment then jumped to Pin 28 (+5V).

** - |f not provided by VTU or Network Interface Equipment then jumped to Pin 27 (Ground).

A-52




Appendix A of FTR 1080B-2002

5.1.5 VTU Control of Mutipoint Conference

The following sections describe the various capabilities that aVTU may have in amultipoint conference.
Three types of cgpabilities are defined. They are Norma VTU Multipoint Capability, VTU User
Control Capability, and VTU Chair Control Capability. The capabilities defined below are specified in
ITU-T H.230 and H.243.

Under VTU User Control capabilities, User Broadcast Control isthe least capable technique, User
Sdlect Control is more capable and User Chair Control isthe most cgpable multipoint control technique.

5.1.5.1 Normal VTU Multipoint Capability

Note: In the following sections the use of the word 'display’ is dependent upon the system
configuration. If the VTU consists only of the CODEC then it cannot 'display'.

5.1.5.1.1 Basic Capability

All VTUs shdl have the capability to participate in multipoint conferences. These VTUs shdl have the
following capahilitiesin amultipoint conference.

See the video sent by the MCU.

Have the MCU broadcast its video to other VTUs when determined by the MCU.

Hear and be heard by the other VTUs.

Verbaly request the floor in avoice controlled or chair controlled conference.

Freeze its display during video switching to minimize corruption of the video display (VCF).
Fast update its video when it is selected as the video source by the MCU in order to
initidize the digplays of the other VTUs (VCU).

Unfreeze the other VTU's displays when doing afast update by inserting Freeze Ficture
Release in the H.261 or H.263 picture header.

It is recommended that al VTUs be able to open data channels and obey MCS and MCN
even if they cannot process the data.

All VTUs shdl equdize their incoming and outgoing rates or be relegated to Secondary
VTU gatus (MCC).

Some of these capabilities may not be availableif the VTU is designated as a Secondary VTU by the
MCU. See Section5.1.6.2.4.2.

5.1.5.1.2 Optional Capabilities
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The following optiona capability is recommended for aVTU that has a direct network interface
consgting of more than one physica channd (such asISDN BRI). ThisVTU should recognize TIA and
trangmit TIC and TIX. Thiswill dlow cal association to take place in did-in MCUs that use asingle
network access (phone) number per conference or per MCU. VTUs not having this cgpability may not
be able to participate in multipoint conferences in certain network configurations.

Any VTU may dso have the following optiona capatiilities that will enhance its multipoint conferencing
capability.

Display an ON AIR indication thet its video is being broadcast to other VTUs (MIV).
Display an indication that it isthe only VTU connected in a multipoint conference. This
indicates why the VTU may not have any video or audio until other participantsjoin the
conference (M12).

Display anindication that it isa Secondary VTU in the conference. Thisindicates that the
VTU may not be participating as fully as other VTUsin the conference (MIS).

Receive aterminad number assgnment from the MCU (TIA).

Request alig of the terminad numbers of al VTUs participating in the conference (TCU).
Obtain and display aligt of the termind numbers of al VTUs participating in the conference
(TIL).

Obtain and display the termina number of aVVTU added to the conference (TIN).

Obtain and display the termina number of aVVTU dropped from the conference (TID).
Obtain and display the termina number of the current video source (VIN).

Request the floor in a chair control conference (TIF).

Respond to the MCU request (TCI) for aTermind ID with aTermina 1D apha-numeric
gring identifier, such asaname or location of the VTU (TII).

Respond to the MCU request (TCS) for aTermind ID with a Termina 1D dpha-numeric
gring identifier, such asaname or location of the VTU (11S).

Request the Termind D of another termind (TCP).

Obtain and display the Termind ID of another termina (TIP).

Access vaue added services provided by the MCU using SBE characters. Many MCUs
provide vaue-added services such as entering password, ng an operator, or
requesting changes to the conference configuration. These services are not subject to
standardization, but they require the VTU to accept user input and issue SBE characters.

5.15.2 VTU User Control Capability
VTUswith User Control cgpability have dl of the mandatory cgpabilities of the norma VTU, plus some

additiona capabilities that enable them to exercise some degree of contral, including being able to
request that its video signal be broadcast to other VTUs and that it view a particular VTU's video.
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5.15.2.1 User Broadcast Control

As an option, the user may want to broadcast its video to dl other VTU'sin amultipoint conference.
Thisisuseful for digtributing the video from a document camerato al of the participants without having
the video switch to the loudest speaker. Thisfunction is caled User Broadcast Control.

A VTU intended for user broadcast control shdl have dl of the capabilities of anorma VTU as
described in Section 5.1.5.1.1 plus the following additiona capabilities which are described in H.230
and H.243. The VTU may dso have any of the optiond capabiilities of anorma VTU asdescribed in
Section 5.1.5.1.2. The VTU shdl follow the procedures for user control using BAS codes as described
inH.243.

These commands provide the VTU with the following cgpabilities:

Request that al other VTUs seeitsvideo (MCV)
Return to automatic video switching mode (Cancd-MCV)

User Broadcast Control capability is mandatory in al MCUs but is optiond inthe VTU. See Section
5.1.6.1.2.2. This command does not need to be honored when the conference is under chair control.
Whether or not it is honored depends on the manufacture’ s implementation.

5.1.5.2.2 User Select Control

As an option, the user may want to control the video that the user's VTU recelvesin a multipoint
conference. Thisfunction is caled User Sdect Control. This cgpability isonly effectiveif the MCU
also supports User Select Control (VCS) option. See Section 5.1.6.1.2.3.

A VTU intended for user control shdl have dl of the cgpabilities of anorma VTU as described in
Section5.1.5.1.1 plus the following additiona capabilities, which are described in H.230 and H.243.
The VTU may dso have any of the optiond capabilities of anorma VTU as described in Section
5.15.1.2. TheVTU shdl follow the procedures for user control using BAS codes as described in
H.243.
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A VTU intended for user control shdl have ameans of obtaining termina numbers associated with the
other VTUsin the conference. Thisinformation is received from the MCU in VIN, TIN, TID, and TIL.
See Section 5.1.5.1.2. Thisis necessary to indicate to the user the terminal number associated with
each participant. At least one of these commands is necessary to indicate to the users the termina
associated with eech VTU.

These commands provide the User Select Control VTU with the following capabilities:

Obtain and display the terminal numbers of other VTUs (TCU, TIN, TID, TIL, VIN)
Request to see a specified VTU's video (VCS)
Return to automatic video switching mode (Cancd-V CS)

5.1.5.3 VTU Chair Control Capability

5.1.5.3.1 Basic Capability

A VTU may optiondly have the cgpability to perform the function of the chairman in amultipoint
conference. ThisVTU shdl be capable of exercising control over the conference. Thisfunction is
cdled chair control.

A VTU intended for chair control shal have dl of the cgpabilities of anorma VTU asdescribed in
Section 5.1.5.1.1 plus the following additional capabilities, which are described in H.230 and H.243.
The VTU shdl follow the procedures for chair control using BAS codes as described in H.243.

A VTU intended for chair control shal have a means of obtaining termina numbers associated with the
other VTUs in the conference. Thisinformationis received from the MCU in VIN, TIN, TID, TIL, and
TIF. See Section 5.1.5.1.2. Thisis necessary to indicate to the chairman the termina number
associated with each participant. The VTU shdl have a means of accepting input commands from the
chairman so that the chairman can command the MCU. At least one of these commands is necessary to
indicate to the users the termina associated with eech VTU.

These commands provide the VTU with the following capability:

Obtain and display the termina numbers of other VTUs (TCU, TIN, TID, TIL, VIN)
Request the Chair (CCA)

Release the Chair (CIS)

Broadcast one VTU's video to dl other VTUs (VCB)

Return the conference to voice activated switching mode (Cancel-V CB)

Drop aVTU from the conference (CCD)

Drop the entire conference (CCK)

A-56



Appendix A of FTR 1080B-2002

5.1.5.3.2 Optional Capabilities

Additiond optiond Chair Control cagpabilities can be provided. These capahiilities provide additiona
control over the conference. This includes the following:

Request to see a specified VTU's video. Inachair control conference, this command
provides aroam cagpability dlowing the chairman (or indructor) to sdectively view the
conference participants while they view the video sdected by voice activation or a previous
VCB command (VCYS).

The VTU may a0 have any of the optiond capabilities of anorma VTU as described in Section
51512

5.1.6 Multipoint Control Unit (M CU)

The MCU shdl be capable of enabling three or more VTU systems to participate in an audiovisua
conference. Two or more MCUs can be cascaded to provide conferencing between additional VTUs
or for network consderations (See Section 5.1.6.5). The MCU shdl provide audio mixing and video
switching capability as described in the following sections. This Profile defines the requirements for
interactive multipoint video teleconferencing. Multipoint broadcast audiovisud transmisson is outside
the scope of this Profile.

In generd, the MCU shdl comply with the same requirements asthe VTU. Thisincludes ITU-T
Recommendations H.221, H.320, H.230, and H.242 except as noted in the following sections. In
addition, the MCU shdl comply with the requirements of ITU-T Recommendation H.231 that defines
the functiond representation of the MCU. The MCU and paticipating VTUs shdl comply with ITU-T
Recommendation H.243, which describes the detailed specifications and procedures for
communications between two or more audiovisua terminds.

The various MCU functions and capabilities are enabled and disabled by transmisson and reception of
aset of digitaly encoded commands. In the ITU Recommendations, each command is designated an
acronym, typicdly three cepitd letters, such as VCF, which stands for Video Command Freeze- picture
request.

5.1.6.1 Video, Communications and Control

5.1.6.1.1 General
In generd, each port of the MCU shall meet the provisons of Section 5.1.1 of this Profile, unless

otherwise indicated in Table 5.1-3. Table 5.1-3 identifies the gpplicable sections that shdl be met,
replacing VTU with MCU in each section:
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Table5.1-3. MCU General Requirements
Section Title Exceptionsand Additions
5111 Genera 1. Therequirements of H.261 do not have to be met, unless video
mixingisused. See5.1.6.1.3.
2. If FEC reframing is performed (see 5.1.6.1.2.5) the requirements
of Section 5.4 of Recommendation H.261 or Annex H of H.263
dealing with FEC Coding shall apply.
3. Theahility to switch video is mandatory.
4. The MCU shall also comply with the requirements set forthin
ITU-T H.231 and H.243.
5112 Operating Mode The MCU shall provide bi-directional point-to-point operation
with three or more VTUs.

5113 Data Transmission Rates

512 Control and Indication Note that MCUs have a somewhat different set of C&1 signals
Signals fromthe VTUs.

5121 Call Control
(Handshaking)

5122 Frame Structure

5.1.6.1.2 Video Switching (Selective Presence)

In the video switching mode of multipoint, the video displayed a each VTU is the video from one other
VTU. Thisisin contrast to Video Mixing (Section 5.1.6.1.3) where the video from more than one
source may be seen. Severd methods are available for sdlecting whose video is seen by each VTU.

5.1.6.1.2.1 Voice Activated Switching

The ability of the MCU to conduct a conference using voice activation to determine which VTU's video
to broadcast to the other VTUsis mandatory. See Section 5.1.6.2.3. The video sgnd to be sent to
the selected, voice-active VTU is at the discretion of the MCU manufacturer. The previoudy selected
video is agood candidate. Voice activated switching can be overridden by action of the chair VTU
(VCB), or auser control VTU (VCSor MCV).

5.1.6.1.2.2 User Broadcast Control

The ahility of the MCU to dlow auser to broadcast its video to the other VTUs is mandatory. The
MCU shdl recognize and obey MCV and Cancd-MCV from the user VTU.

Multipoint Command Visudization-forcing (MCV) dlowsaVTU to request that an MCU broadcast its

video to the other VTUs. Cancd-MCV returns the conference to voice activated switching mode. See
ITU-T H.243 for a detailed description.
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5.1.6.1.2.3 Usar Sdlect Control

The ability of the MCU to dlow auser to select the video that the user's VTU receivesis optiond.
When this cgpability is provided in the MCU, the MCU shdl recognize and, if thereis no conflict with
other modes, obey VCS and Cancel-VCS from the user VTU.

Video Command Sdlect (VCS) dlowsaVTU to request that the MCU send the video of a specific
VTU toit. Cancd-VCS returnsthe conference to voice activated switching mode. See ITU-T H.243
for a detailed description.

5.1.6.1.2.4 Chair Control

The ahility of the MCU to conduct a Chair Control conferenceisoptiond. Thisisindicated by the
sgnd Char-control Indicate Capability (CIC).

An MCU having Chair Control capability shal provide a conference with the following capabilities:

Allow aVTU to display the terminad numbers of other VTUs. (TCU, TIN, TID, TIL, VIN)
Allow aChair Control VTU to request the Chair (CCA)

Allow aChair Control VTU to release the Chair (CIS)

Broadcast one VTU's video to dl other VTUs as directed by the chair (VCB)

Return the conference to voice activated switching mode as directed by the chair (Cance-
VCB)

Drop aVTU from the conference (CCD)

Drop the entire conference (CCK)

When the chair VTU indicates which VTU's video should be seen by the other VTUs (VCB), the video
seen by the chair sdlected VTU is at the discretion of the MCU manufacturer unlessit is currently
selected by VCS. The previoudy sdlected video is agood candidate.

A conference participant who wishes to speak during achair control conference should request the floor
from the conference chair. The conference participant’ s action, e.g., pressing afloor request button on
the VTU, will cause the request for the floor (TIF) to be sent from the VTU to the MCU. The TIF shdl
be relayed to the chair control VTU by the MCU. The chair control VTU will indicate to the
conference chair that another VTU requests the floor. The action taken in response to the request is at
the chair's discretion, possible actions could be;
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Ignore the request.

Defer the request while handling arequest for the floor from another VTU.

Turn over the floor to the requesting VTU by broadcasting the requesting VTU's video to dl
other VTUs (VCB) and assuring that the VTU's audio is distributed to al other VTUs either
by audio mixing or audio switching.

The following feature is optiond.

Request to see aspecified VTU'svideo. In achair control conference, this command
provides aroam capability alowing the chairman (or indructor) to sdlectively view the
conference participants while they view the video sdected by a previous VCB command or
voice activated selection (VCS).

5.1.6.1.25 FEC Framing on Switching

The cgpability to do FEC re-framing is optiond. When the source of the video sgnd is changed, dueto
any of the above procedures, video bit streams that are Smply switched will cause a delay before a
useful picture becomes available a the receiving VTU. Part of this delay is due to the fact that the FEC
incorporated as part of H.261 or H.263 must be reframed by the decoder. At low bit rates, this could
take about half a second. This delay could be diminated if the MCU performs FEC reframing. To
perform FEC reframing, the MCU shdl aways decode the incoming FEC framed video data and re-
encode the sdlected video stream with its own FEC. This process occurs dl the time, even when the
video is not being switched. When the video source is switched, the FEC framing will not belog. If
thisis done, the MCU shdl dso be able to detect fill FEC frames, gtrip out the fill, and insert thefill in
the outgoing bit stream, in order to keep the same bit rates.

5.1.6.1.2.6 Terminal |dentifiers

An MCU may optiondly provide enhanced identification of the VTUs by usng Termind I1D. Termind
ID dlows VTUs to be assigned aphanumeric sequences such as names or locations, rather than
arbitrary numbers. An example of the use of the Termina 1D would be that an MCU coud merge the
ID of the selected video source with the video o that the resulting video contains an aphanumeric
overlay. Thiswould dlow dl receiving VTUsto seethe ID of the source of the video. Another
example would be for the chair control terminal to request the termina 1Ds from the MCU in order to
present aligt of participantsto the chair. Thiswould ad the chair in selecting the proper VTU for
various chair control functions. The MCU requests the Termind 1D from aVTU using either TCI or
TCS. TheVTU respondswith Tl or [1S. A VTU may request the Termina 1D of another VTU using
TCP. The MCU respondswith TIP. TCSand 11S (MBE) is the recommended method.
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5.1.6.1.3 Video Mixing (Continuous Presence)

Video mixing involves spatidly multiplexing the slected images into asingle image in "' split screen”
format. Thisisan optiond feature. It requires the decoding and encoding of the video code, and
therefore requires meeting the requirements of H.261 or H.263. The number of images that are mixed,
the method of sdection and control, and the video format used are left to the discretion of the
manufacturer.

Standards for video mixing have not yet been defined. They will be added to this Profile when they are
mature. While it may be possible to implement a video mixing scheme within the current standards,
control of the scheme must be automatic or out-of-band since there is no facility in the current sandards
for the termind to provide this control to the MCU.

5.1.6.1.4 Selection of Selected Communications M ode (SCM)

The Sdected Communication Mode (SCM) isthe set of four bit-rates (transfer rate, audio rate, video
rate, and data rate), that the MCU attempts to maintain during the conference. In order to communicate
with the MCU, the bit-rates shal be common between dl Primary VTUS, dthough different audio
agorithms may be usad if they have the same hit-rate.

The MCU shdl determine the SCM for a conference. The SCM may aso change during a conference
asVTUsjoin or leave the conference. The user should fully understand the impact that the SCM
selection method provided by the MCU may have on conference operation. For example, if the user
expects operation at 384 kb/s using G.722 audio then he should make sure the SCM coud support that
capability. The following methods may be used to determine the SCM. Other methods are possible.

The SCM isfixed as a permanent feature of the MCU.

The SCM is determined automaticaly by the MCU from the capabilities of the connected
VTUs.

Several SCMsare provided. Oneis selected by the MCU service provider at the time the
conferenceis setup.

The SCM is determined using procedures defined in MLP (T.120).

5.16.1.4.1 Minimum SCM

The SCM determination method shall include those modes that will enable a least minimum
interoperability with VTUs having only the mandatory capabilities. For unredtricted VTUS, this would
be p=2, 1.6 kb/sFASBAS, 56 kb/s G.711 audio, 0 kb/s data, with the remainder of the available bit
rate alocated to H.261 or H.263 video. For restricted VTUS, thiswould be p=2,

1.6 kb/s FAS/BAS, 48 kb/s G.711 audio, 0 kb/s data with the remainder of the available bit rate
allocated to H.261 or H.263 video.
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5.1.6.1.4.2 Secondary Video Teleconferencing Units (VTUS)

In determining the SCM, the MCU may determine that many VTUs have a common capability set that
is gregter (more cgpable) than theremaining VTUs. Theformer VTUs are cdled Primary VTUS, while
the latter are called Secondary VTUs. An optiona capability is that the MCU can dlow these
Secondary VTUsto participate in the conference, but with alimited functiondity. For example, aVTU
on anetwork that can carry only p=1, might participate in a conference in which al other VTUs have
video, but it does not. Without this optiond capability, the Secondary VTUs would be dropped from
the conference. The method of selection of the primary and secondary VTUs s left to the discretion of
the manufacturer.

5.1.6.2 Audio

5.1.6.2.1 General

The MCU shall meset the requirements of Sections5.1.3.2.1, 5.1.3.2.2,5.1.3.2.3,5.1.3.24 and
5.1.3.3 of this Profile. These sections state that G.722 and G.722.1 are optiond, however it is highly
recommended that they be included.

The MCU shal have both G.711 A-law and mlaw audio capability, and G.728. G.711 permits
conferences with European VTUS, which might have only A-law audio. Thisdlowsfor A-Law to m
Law, and mLaw to A-Law converson.

5.1.6.2.2 Audio Mixing

Audio mixing shal be the default mode of operation of the MCU. Audio mixing shall be accomplished
by the summation of the linear (PCM or andlog) audio sgnasrecaived. In generd, dl the received
audio sgnds are summed, but smal signas may be suppressed in order to minimize interference in large
conferences. The actua method isleft to the discretion of the manufacturer.

Audio switching connects the audio from only one VTU to the other VTUs. In this case, audio sgnas
from the other VTUs are not mixed. Audio switching may be desirable in some gpplications such as
remote training where spurious sound from the non-spesking Sitesis unwanted. Audio switching may
aso be usad to connect VTUs in private conversations. The control for audio switching may follow the
results of video switching commands, such as VCB, or it may be out of band.

Because the audio must be decoded and recoded, and video is switched, there may be more delay in
the audio channd than in the video channd. While ddlay compensation is not required, adeay in the
video chamd is dlowable to maintain audio and video synchronization. The time delay between audio
and video sgnds shal be measured as specified in Annex C of H.261.
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5.1.6.2.3 Voice Activated Switching

The MCU ghdl andyze the audio inputs to determine which participant will have the floor next. The
agorithm for this determination is up to the discretion of the manufacturer. The result of thisagorithm
shdl be used to determine which video signd to transmit to each VTU or MCU in the absence of VCB,
VCSor MCV. Thevideo to be sent to the VTU having the floor is up to the discretion of the
manufacturer. The previoudy sdlected video is agood candidate.

5.1.6.3 MCU Data Communications

An MCU may provide the optiona capability to support H.221 data channdls. These channels may be
used for the gpplications described in Sections 5.1.1.10, 5.1.1.11, 8 or other non-standard
goplications.

5.1.6.3.1 MCU Multimedia Teleconferencing Applications

An MCU may have the optiond capability to support T.120 audiographic conferencing within the data
channd. An MCU that has T.120 capability shall implement the T.122, T.123, and T.125 protocols as
described in Section 8.2. The MCU shall implement T.124 as described below. An MCU may also
implement any of the optiona capabilities of T.124 as described below. Typicdly, the MCU does not
contain any application protocols and it is not an end-point for T.120 gpplications.

The MCU shall be the Top Generic Conference Control (GCC) Provider asdescribed in T.124. Ina
multipoint conference, dl VTUs establish a point-to-point T.120 data connection with the MCU.

5.1.6.3.1.1 Mandatory MCU Conference Control Capability

An MCU having T.120 capability shal have the following mandatory capabilities defined in T.124 (for
further explanation, see Sections 8.2 and 8.2.1):

Respond to arequest from aVTU to create a new conference, specifying the characteristics
of that conference (GCC-Conference-Create).

Respond to a query regarding what conferences are currently in progress and the
information needed to join them (GCC-Conference-Query).

Respond to arequest from aVTU to join an existing conference (GCC-Conference-Join).
InviteaVTU to join an exigting conference and respond to arequest from aVTU to invite
another VTU to join the exiging conference (GCC-Conference-Invite).

Respond to arequest from aVTU to leave an existing conference (GCC-Conference-
Disconnect).

Announce its presence in the conference (GCC-Confer ence-Announce-Presence, GCC-
Conference-Roster-Report).

Request the ligt of VTUs that have a particular application, group of gpplications, or any
gpplication (GCC-Application-Roster-Inquire).
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Respond to arequest to terminate the entire conference (GCC-Conference-Terminate).
Respond to arequest to gect another VTU from the conference (GCC-Conference-Eject-
User).

Respond to arequest to transfer aVVTU to another conference (GCC-Conference-
Transfer).

5.1.6.3.1.2 Optional MCU Conference Control Capability

An MCU Having T.120 capability may have the following optiond capabilities defined in T.124 (for
further explanation, see Sections 8.2 and 8.2.2):

Respond to an inquiry for thelist of VTUs that have a particular gpplication, group of
gpplications, or any gpplication (GCC-Application-Roster-Inquire).

Respond to arequest by the conductor VTU to prevent other VTUs from joining, or alow
other VTUs o join the conference without being explicitly added by the convener (GCC-
Conference-Lock, GCC-Conference-Unlock, GCC-Conference-Lock-Report).
Did-out to add another VTU to the conference (GCC-Conference-Add).

Respond to arequest for how much timeis remaining (GCC-Conference-Time-Inquire).
Respond to arequest to extend the conference beyond the alocated time (GCC-
Conference-Extend).

Support application roster and registry (GCC-Application-, GCC-Registry-).

Support conference Conductorship (GCC-Conductor-).

5.1.6.3.2 MCU Protocal for Far-end Camera Control

An MCU may optiondly support the H.224 Red Time Protocol for Smplex Applications Using the
H.221 LSD/HSD/MLP channds. ThisdlowsVTUsinamultipoint conference to use H.281 Far End
Camera Control Protocol (See Section 5.1.1.10).

An MCU which supports H.224 and receives an H.224 message from aVTU or MCU shall broadcast
that message to dl other VTUs and MCUs in the conference. The MCU does not examine or act on

the message.
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An MCU implementing the H.224 protocol shall use elther the LSD channd or the MLP channdl, or
both as described in H.242. The MCU may optiondly use the HSD data channel. The MCU shdl
support the common LSD or MLP datarate of 6.4 kb/s. This data rate provides a common point of
interoperability with VTUs using H.224. If higher data rates are provided, it is recommended that all
lower data rates (down to 6.4 kb/s), as specified in H.221, dso be provided. Thiswill dlow VTUs and
MCUs o interoperate at the higher data rates.

Use of the LSD and/or HSD channdls for H.224 is recommended for far end camera control since
these channdls use atoken system to assure that there is only one VTU tranamitting & atime. An
MCU, which supports the LSD or HSD data channels, shdl follow the procedures of H.243 for data
token operations. The MLP channel does not have this capability, so other measures are required to
assure that only one VTU is atempting to control a camera.

5.1.6.3.3 MCU Transparent Data

An MCU may dlow the H.221 data channels to provide a transparent channd for other gpplications
withinthe VTUsto use. See Section 5.1.1.11. The MCU shall support the H.243 data token
procedures for the LSD and HSD channelsto assure that only one VTU is tranamitting at atime.

Any data received from one VTU or MCU shdl be broadcast to adl other VTUs and MCUsin the
conference. These Recommendations do not provide a mechanism for sdectively routing datato a
specific VTU. Sdective routing of files can be accomplished usng T.127 as per Section 8.4. Sdective
routing of images can be accomplished using T.126 as per Section 8.3.

5.1.6.4 MCU Security and Confidentiality

Asan option, the MCU may provide confidentidity or secure operation. When required, confidentidity
shall be provided as described in Section 5.1.4. Security for classfied information shadl be provided as
described in Section 5.1.4.4. See Table 5.1-3 for mandatory and optional requirements.

Two types of MCUs are specified by this Profile. Unclassified MCUs shdl only be used for
unclassified or unclassified sengtive conferences. Classified MCUs shdl be used for classfied
conferences, and may aso be used for unclassified conferences (See Section 5.1.4.2.3).

The did-out cgpability of some MCUs provides an additiona leve of assurance that only those

participants that should be in the conference areinit. Thisis gpplicable to both unclassified and
classified conferences.
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Table5.1-4. MCU Security

Requirement M/CM/O* Transmit Receive Notes
Unclassified M X X
operation
Unclassified @) X X
Sensitive
Operation
Classified (0] X X
Operation
Typel Encryption X X Mandatory if connected to
KG1% CM existing dedicated network which
KG194 1/F CM provides for Classified Operation
KG-194 Resync CM
Type 1 Encryption X X Mandatory for Classified
KIV-7/KIV-THS CM Operation
KIV-7 I/F CM (except for existing dedicated
KIV-7 Resync CM networks)
Switching from CM X X Mandatory for Classified
unclassified to operation
classified
Multi-level (0]
Security
Dial-out Capability ®) X
Cascading O X X
Segmentable (0] X X
Operation

(* - M: Mandatory; CM: Conditional Mandatory; O: Optional, X: Applicable)
5.1.6.4.1 Classified MCU in Classified Operation

5.1.6.4.1.1 MCU Port Encryption

A Classified MCU shall meet dl of the requirementsfor aVVTU described in Section 5.1.4. Each
transmission channd between the MCU and aVTU or another MCU shall be protected by
Type 1 cryptographic devices as described in Sections 5.1.4.3 or 5.1.4.4.

All dassfied MCUs shdl have the capability to operate with KIV-7/KIV-7HSs (or compatible
devices). All classified MCUs which connect to existing classfied networks shdll, in addition to KIV-
7/IKIV-7HS capability, dso have the capability to operate with KG-194s (or compatible devices). The
MCUs connected to existing dedicated networks shdl provide the interoperability between the
dedicated networks using KG-194s and other networks using KIV-7/K1V-7HS and/or KG-194
devices.

Thiswill require a cryptographic device for each port in use on the MCU and one for eech VTU inthe
conference. For example, athree party conference will require six cryptographic devices. three
cryptographic devices at the MCU and one cryptographic device at each of three VTUs. See Sections
5.2.3.1.3, 10.3.1.3, and 10.3.2.2 for interface configurations.
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5.1.6.4.1.2 Trusted Facilities

It is necessary that the Classified MCU be located in atrusted facility such as a SCIF or other
protected enclosure (e.g., acontrolled areain atactical environment), since classified, unprotected data
is present internal to the MCU. See Section 10.2.

5.1.6.4.1.3 Simultaneous Conference Operation

A Classfied MCU may provide s multaneous conference operation as described in Section 5.1.6.7
provided that all smultaneous conferences being handled by the MCU are a the same security
classfication level. If compartmented information is present, al conferences shal have cleared accessto
the same compartments. For the case of Smultaneous cdlassfied conferencing a a single classification
level, or where dl conferences are cleared to the same compartments, there is no specific NSA
requirement for conference-to-conference isolation that gppliesto dl cases. Thereistypicaly aneed
for conference-to-conference isolation, because the participants in one conference usudly do not have a
need to know what is going on in the other conferences. However, the degree of isolation required
between these conferences may vary depending on the specific gpplications and must be determined on
a case-by-case basisfor each ingalation. In most cases, 60 dB of isolation will be adequate.

Adequate safeguards shall bein place to assure that al the VTUs and MCUs participating in the
multipoint conference are & the same levd.

5.1.6.4.1.4 Multi-Level Security

A Classified MCU may provide simultaneous conference operation as described in Section 5.1.6.7 for
gmultaneous conferences at different security classfication levels, including unclassified, provided that
the MCU has been certified by NSA to the proper level of assurance for the specified security
classfication levels. In accordance with NSTISSAM TEMPEST/2-95, Section 4.3b, a Classified
MCU providing smultaneous conference operation &t different security levels, including unclassified,
shdl provide the following levels of isolation between conferences at different classfication levels:

Type of Signal dB of Isolation Frequency Range Required
digital (audio, video or data) 60 dB The entirerange 1R through 10R, where R isthe
composite data rate of the signal
analog audio 100 dB From0.3- 15KHz
anal og baseband video 80dB FromOto5MHz

(Note - MCU' stypically process only digital data. One exception isanalog audio add-ons.)

(As of this date, we are not aware of any MCUs that have been certified by NSA to meet these requirements, so
multi-level security may not yet be available.)
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5.1.6.4.1.5 Cascading

A Classified MCU may provide cascading capability as described in Section 5.1.6.5 for connecting
multiple MCUs in asingle conference provided that al MCUs are operating at the same security
classfication levd, and that if compartmented information is present that al MCUSs have cleared access
to the same compartments. Adequate safeguards shdl bein place to assure that al the VTUs
participating in the multipoint conference are a the same leve.

A Classified MCU may provide combinations of cascading and S multaneous conference operation
provided that the above individua requirements are met.

5.1.6.4.2 Classified MCU in Unclassified Operation

5.1.6.4.2.1 Security Level Reconfiguration

Reconfiguration of a classfied MCU to unclassfied operation is possble. If reconfiguration between
classfied and unclassified operation is required, the operationa doctrine for the Site shall assure that no
inadvertent connection of an unencrypted channel be made to a classified conference. It ispossible for
cryptographic devices to be ingtaled on severa ports of the MCU, but be inadvertently Ieft off of one or
more ports. The decrypted data within the MCU could then be transmitted out of one of the
unprotected ports. Thereis no automatic safeguard to prevent this.

A Classfied MCU, which has not been certified for multi-level security operation as described in
Section 5.1.6.4.1.4, may be configured with severa classified ports and severa unclassified ports. In
this configuration, the MCU cannot support smultaneous classified and unclassfied conferences. The
classfied ports may be used for classified conferences and the unclassified ports shal be isolated from
the unclassified network by at least 100 dB of isolation. Alternativey, the unclassfied ports may be
used for unclassified conferences and the classified ports shal not be used.

5.1.6.4.2.2 Switching to Classified during a Conference

A Classfied MCU shdl dlow an Unclassfied conference to beinitiated and then be switched to a
classfied conference, provided that al operationa security measures have been met. Thiswill cause the
MCUs and VTUsto lose synchronization. The MCUs and VTUs shdl be able to resynchronize to the
framing information without having to disconnect and reconnect the call. This aso requiresthat the
cryptographic device be switched between bypass and operate modes, or be re-strapped to achieve
the same reault.

A-68



Appendix A of FTR 1080B-2002

5.1.6.5 Cascading

The ability of an MCU to participate in a conference involving more than one MCU is optiord and is
cdled cascading. There are two optiona types of cascading, Simple and Principd/Satellite. If the
maximum number of MCUs to be connected is two, the Smple cascading capability isdl thet is
needed. If three or more MCUs need to be connected, then Principa/Satellite cascading is required,
but note that the Principa/Satdllite method will so work with just two MCUs.

The maximum number of MCUs between any two VTUs shall not exceed three. For agar
configuration, the Principd MCU shdl be designated before the cal asthe MCU at the center of the
dar. In Principa/Satdllite cascading the Principad MCU shdl transmit the MIM command to the
Satellite MCU. In the case of contention for Principa designation, the RAN command may aso be
used asin the contention resolution procedure in ITU-T H.243. The RAN command is mandatory for
MCuUs that do not support adminigtration of Principa/Satellite status. The RAN command is
recommended where the customer does not wish to make use of the adminigration of Principd/Satdllite
datus festure.

5.1.6.6 Multipoint Rate (Speed) Matching

An MCU may have the cgpability for Multipoint Rate Matching (Speed Matching) per H.243 and
H.231. Two optiond methods are available to accomplish rate matching between VTUs operating at
different bit rates. In the first method, the MCU shdl limit the transmitted bit rates from the sending
VTUsto match the lower bit rate of aless capable receiving VTU. For example, an MCU with three
VTUs, one endpoint connected at 128 kb/s and two VTUs connected at 384 kb/s. The MCU would
limit the two 384 kb/s VTUsto 128 kb/s.

The second method can preserve a higher quality video between the more capable VTUs. The MCU
transcodes between the VTUS. In the same example, withone VTU connected to the conference at
128 kb/s and two VTUs connected at 384 kb/s, the MCU will transcode from the 384 kb/s VTUsto
128 kb/s for the lesser capable VTU, while maintaining 384 kb/s between the other two VTUs.

5.1.6.7 Simultaneous Conference Operation

An MCU may be used in more than one conference at atime. Thisis aso known as segmentable
operation. The number of Smultaneous conferences that can be held is not amatter for standardization,
but may be specified in the acquisition document.

A Classfied MCU shdl have specid requirements impaosed in order to support multiple Smultaneous
independent classified conferences. See Section 5.1.6.4.1.3.

5.2 H.320 Subnetwork-Type Dependent Requirements
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5.2.1 Genera

VTUs and MCUs shdl be capable of operating on unrestricted and/or restricted networks. They shdll
a0 be capable of operating with other terminas on unrestricted and restricted networks. If both
terminas are st to restricted operations, then they shall be capable of operating over a network
connection where amiddle segment or segments of the network are restricted. Restricted networks are
discussed in Annexes A and B of ITU-T H.221, Section 13.4.5 of ITU-T H.242, and Section 3.6 of
ITU-T H.230. There are currently no stlandard means for terminas to detect such aredtricted middle
segment.

5.2.2 VTU Network Interface

The VTU to network interface is entirely dependent upon the type of underlying sub- network used.
Examples of point-to-point VTU interconnection include leased digita circuits, switched digitd circuits,
or Integrated Services Digita Network (ISDN).

VTU L F——T

3

VTU ISDN BRI or PRI

VTU IMUX 5 3% 1SDN BRI

VTU Crypto TA ——> |SDN

Figureb.2-1 Examplesof Some Network Connections

For VTUs connected to dedicated networks, such as the DISN Video Services (DV'S), aminimum of
one synchronous ElA-449 attachment port is strongly recommended as specified in Sections 5.1.4.3.1
and 5.1.4.3.2. For other VTUs, aminimum of one EIA-449 attachment port as per Sections 5.1.4.4.1
and 5.1.4.4.2 is strongly recommended. Thiswill dlow interface to KG-194 and KIV-7/KIV-7HS
cryptographic devices, should a classified conference be required. (There may be a need to do
classfied conferencing in an emergency even if the VTU is normally used for unclassified purposes.)

5.2.3 Integrated Services Digital Network
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ISDN is a popular network service for video teleconferencing, however, given the range of services and
network interface possibilities, this Profile does not specify any single approach. An 1SDN transmisson
channd may consst of 1to 6 B (64 kb/s) channels, 1 to 4 H, (384 kb/s) channels, an Hyo (1,472 kb/s)

channel, or an Hy; (1,536 kb/s) channel.

5.2.3.1 ISDN Basic Rate Interface (BRI)

ISDN interfaces are optional. Two optional BRI ISDN interface configurations are provided for
information. See Sections5.2.3.1.1 and 5.2.3.1.2. A third option for classified operation isaso
included in Section 5.2.3.1.3. Included in the scope of this Profile are the ISDN BRI interfaces
between the VTU and the termind adapter (TA).

All of the configurations below are in accordance with the North American ISDN Users Forum (NIUF)
profile, NIUF Video Conferencing Application Profile, and the NIUF catalog, A Catalog of
National ISDN Solutions for Selected NIUF Applications. Any of these configurations may be
chosen, depending on the needs of the user. The use of D-channd sgnding is permitted for unclassified
and unclassified sendtive operaion. The use of D-channd sgnding originating from the VTU isnot
permitted with classified operation.

5.2.3.1.1 Option 1, External Terminal Adapter

Option 1isfor unclassfied and Type 3 unclassfied sengtive operation. The VTU shdl have one or two
ports. These shdl be used to connect to an externa ISDN Terminal Adapter (TA). See Figure 5.2-2.
The TA is outsde the scope of this Profile. Note that if the VTU user specifies the one port version,
and two B channd's are used, the necessary aggregation (IMUX) function to go from a single port to
two B channedls shdl be performed by the TA. In the dual port verson, the aggregation function is
performed within the VTU. See Section 10.3.2 for other possible configurations.

|
R Interface :
|

VTU (1 or 2) ports TA

|
|
- L
|
|
|
4

{Interzor of dashed box indicates scope of the Profile)

Figureb5.2-2. Option 1, External TA

5.2.3.1.2 Option 2, External Terminal Adapter with Dialing I nterface
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Option 2 isfor unclassfied and Type 3 unclassfied sengitive operation. In addition to requirements of
option 1, the VTU shdl have two diding interfaces (EIA-366-A), one for each B channd, for
convenient diding through the VTU.

Exising VTUs, or VTUs that require the use of specific non-ISDN interface connectors, will require the
use of Termina Adapters.

Other VTUs may be designed to attach at the user side of the Network Termination (S/T reference
point on NT1).

Still other VTUs may incorporate the NT1 function. Such design decisons are as much afinancid asan
engineering choice and are beyond the scope of this Profile.

R Interface
(1 or 2) ELA-440

VT

iInterior of dashed box indicates scope of Profile)

Figure5.2-3. Option 2, External TA with Dialing I nterface.

The EIA-366-A diding interface is not permitted to be physicaly or eectrically connected during
classfied operation. (See Figure 10.3-2 in Section 10.3.1.2 for atypical configuration.) This
disconnect function can be accomplished in the TA, or aspecid device between the VTU and the TA
may be purchased to ensure the disconnect function is accomplished. Note that if the VTU user
specifies the one ElA-449 port verson, and two B channds are used, the necessary IMUX function to
go from asingle port to two B channds shal be performed by the TA. See Figure 5.2-3. In the dual-
port verson, the IMUX function is performed within the VTU.

5.2.3.1.3 Option 3, Classified Operation
Option 3isfor Type 1 classfied operation, in accordance with Section 5.1.4.3. The VTU shal use

only one EIA-449 port, as described in Sections 5.1.4.3.1, 5.1.4.3.2,5.1.4.4.1 and 5.1.4.4.2. See
Figures5.2-4 and 5.2-5.
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R Interface !
or KIV-7 :

VTU TA

o BN S LA VP S i e DT G LR TS Lo R ¢ T L SR |

(Intenor of dashed box indicates scope of Frofile)

Figure5.2-4. Option 3, Classified Operation with Single Channel.

Diding shdl be performed on the network side of the cryptographic device. In thisoption, diding is
typicaly done through the TA. (See Figure 10.3-3 in Section 10.3.1.3 for a more detailed
configuration.) No other physica or eectrica connection between the VTU and the network or
network interface is permitted other than through the cryptographic device, unless written permission for
aspecific configuration has been obtained from NSA. Note that if two B channels are used, the
necessary IMUX function to go from a single channel to two B channels shall be performed by
the IMUX/TA, as shown in Figure 5.2-5.

R Interface

EG-194 :
ViU |[EIA-49 [ o | BIA49 v | TA

EIV-7

{Interior of dashed box indicates scope of Profile)

Figure5.2-5. Option 3, Classified Operation with Multiple Channels.

5.2.3.2 VTU Network Interface (BRI)

As an option, atwo-channel network interface to the VTU isrecommended. Thisis needed for
interoperability a p=2 unless an inverse multiplexer (aggregator) is used to interface to the network.

5.2.4 Channel Aggregation

Itispossblefor aVTC termind or MCU to have a single channd interface to multiple channdsusing
channd aggregation. Channd aggregation is aso known asinverse multiplexing. An exampleis
aggregating 6 ISDN B channelsinto a sngle 384 kb/s channd using an Inverse Multiplier IMUX). The
use of channd aggregation increases interoperability between equipment on different networks, and
alows a high-speed interface to low speed networks. Use of channel aggregation is optiona for VTC,
but when it isbuilt into aVTU or MCU, that equipment shal adhere to the requirements of ITU-T
H.244.
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There are four different “cases’ described in ITU-T H.244. Case“B” has been commonly cdled
BONDING. When channel aggregation isbuild intoaVTU or MCU, it shdl be capable of operating
using the combination of case“B” and Mode B1 as specified in ITU-T H.244.

5.25 MCU Network Interface

5.2.5.1 Physical and Electrical Interface

An MCU may have any appropriate network interface for the network to which it is connected. The
network interface may consist of one or more channels. The MCU may be able to be configured with
different network interfaces on different ports. This provides a video teleconferencing gateway
capability between different networks. See Sections 5.2.2 and 5.2.3 for possible configurations of
network interface ports.

Alterndtively, the MCU may be configured with awideband interface to the network such asa PRI or
T1. Inthisconfiguration, the MCU shdl demultiplex the individua channds from the wideband interface
and route them to the appropriate MCU ports. This gpproach reduces the number of physica ports
required on the MCU because asingle interface carries cdls from multiple VTUs

If an externa inverse multiplexer is needed for networks with more than 1 channel, such as ISDN and
dual-switched 56 kb/s networks, see Section 10.3.2.

An MCU intended for classfied operation shal have a network interface as described in
Section 5.2.5.2.

Table5.2-1. MCU - Network I nterface.

Requirement M/CM/O* Transmit Recelve Notes
BRI @) X X
PRI @) X X
EVUT1 ®) X X
RS-449 CM X X Mandatory for Classified MCU
ElIA-366 (®) X X
Switched-56 (®) X X
OTHER (0] X X
Restricted M X X
Operation

(* - M: Mandatory; CM: Conditional Mandatory; O: Optional, X: Applicable)

5.25.2 Classfied MCU Network Interface

One synchronous EIA-449 interface for each attachment port shall be provided on the MCU to provide
the capability to connect to a cryptographic device. The eectricd characterigtics shal be as specified in
TIA/EIA-422-B for baanced voltage digita-interface circuits.  The requirements of Section 5.1.4.3
shdl apply to the EIA-449 network interface ports that are required for the MCU to interface with KG-
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194-compatible cryptographic equipment. The requirements of Section 5.1.4.4 shal apply to the EIA-
449 network interface ports that are required to interface with KIV-7/K1V-7HS competible equipment.
The user will need to specify how many ports are to be used with KG-194s and how many with KIV-
7IKIV-THSs.

If an externd inverse multiplexer is needed for networks with more than 1 channe, such as ISDN and
dual-switched 56 kb/s networks, see Section 10.3.2.

5.2.6 VTU and MCU Restricted Operation

All VTUs and MCUs shal implement the mandatory restrict cgpabilities and commands defined in I TU-
T H.221 and follow the procedures for restricted operation in ITU-T H.242.

A VTU or an MCU connected to an unrestricted network and having a network interface that does not
provide network octet timing should implement the procedure described in Section 13 of ITU-T H.242.
Thiswill provide for interoperation with VTUs or MCUs on a network with arestricted segment. A
VTU or MCU connected to an unrestricted network and having a network interface that does not
provide network octet timing may not be able to communicate with aVTU or MCU on aredtricted
network. 1t may aso not be able to communicate with aVTU or MCU connected to an unrestricted
network but passing through a restricted segment. The latter is quite common in long distance
connectionsin North America. Redtricted mode operation is primarily a North American problem;
however, systems outside of North America may need to interoperate with North American systems.

5.3 Year 2000 Compliance

All VTC equipment shal be Y ear 2000 compliant as per the Federd Acquisition Regulation (FAR).

Y ear 2000 compliant means information technology that accurately processes date/time data (including
to caculating, comparing, and sequencing) from into, and between the twentieth and twenty-first
centuries, and years 1999 and 2000, and leap year calculations. Furthermore, Y ear 2000 compliant
information technology, when used in combination with other information technology, shall accurately
process date/time data if the other information technology properly exchanges date/time data with it.
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6 VTC OVER LOCAL AREA NETWORKS

These requirements shdl gpply to dl video teleconferencing systems operating over packet-based
networks, which does not provide a guaranteed Quality of Service. In order to guarantee agiven
Quadlity of Service, additiond protocols must be implemented that are not yet widely available. H.323
termina's and equipment carry red-time voice, and combinations of data and redl-time video.

Except as noted, the H.323 VTU shal conform with the requirements set forth in ITU-T H.323, which
refersto severd other ITU-T Recommendations. This version of the Profile references verson 2 of
H.323, snce newer versions have not been widdy implemented by vendors.

H.323 entities may be used in point-to-point, multipoint, or broadcast configurations. Interoperability
with H.320 terminds on N-1SDN, and H.324 terminads on PSTN is through Gateways. In the future,
interoperability of H.323 entities with H.310 and H.321 terminas on B-1SDN, and H.322 terminals on
Guaranteed Quality of Service LANs may aso be supported through Gateways.

H.323 has gone through severd versions through its development. H.323 version 2, the mandatory
verson of the Profile, products are backward compatible and interoperable with H.323 version 1
products which comply with dl the mandatory requirements of H.323 of November 1996.

6.1 H.323 Components

H.323 defines the following components. Terminads, Gatekeepers, Gateways and MCU's.

6.1.1 Terminal Characteristics

In terms of the client/server mode for networking, H.323 terminals are the client endpoints providing
real-time, two-way audio, video and data communicationsto the user. Figure 1.2 illugtrates the termind
organization and components. All terminds shdl support voice communications, video and data are
optiond. H.323 specifies the modes of operation required for different audio, video, and/or data
terminas to work together.

All H.323 terminds shdl dso support H.245, which is used to negotiate channd usage and capabilities.
Three other protocol components, defined in H.225.0, are mandated, Cdl sgnding for call
establishment, Regigration/Admisson/Status (RAS) Signding for communications with the Gatekeeper,
and RTP/RTCP for packetization and synchronization of audio and video streams.

Optiona components in an H.323 termind are video codecs, T.120 data conferencing protocols, and
MCU capabilities (described further below).
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6.1.2 Gateway Characteristics

H.323 Gateways provide trand ation operations between H.323 and non-H.323 terminas. An example
of thisisan H.323 termind communicating to an H.320 compliant terminal such asin Figure 6.1-1. The
H.320 terminal communicates over an ISDN network. Other examples are shown in Figure 6.1- 2.

H.323 H.3:3 H.323

: H.320
Terminal | | Terminal || Terminal

Terminal

Packei Based Network

Gatekeeper/
Gateway

Figure6.1-1. Typical H.323/H.320 Terminal Conferencing via Gateway

Switched
Packet Based H'3.23 Conversion SCN Circuit
Network Terminal 1= Function | Termind Network (SCN)
Function Function
or PSTN
Gateway A - H.323 Terminal to H.320 or H.324 Terminal
Switched
Packet Based H.323 Conversion SCN Circuit
Network MCU Function | Termina Network (SCN)
Function Function
or PSTN
Gateway B - H.323 MCU to H.320 or H.324 Terminal
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Figure6.1-2. Four Possible H.323 Gateway Configurations
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The Gateway is an optiond dement in an H.323 conference. Gateways provide many services, the
most common being a trandation function between H.323 conferencing endpoints and other termind
types. In generd, the purpose of the Gateway isto reflect the characteristics of aLAN endpoint to an
SCN (Switched Circuit Network) endpoint and vice versa. The primary applications of Gateways are
likely to be:

Egtablishing links with andog PSTN terminds;

Egtablishing links with remote H.320-compliant terminas over ISDN-based switched-
circuit networks, and,

Egtablishing links with remote H.324-compliant terminas over PSTN networks

This function includes trandation between transmission formats and between the signaing and
communications procedures for H.323 terminds as defined in H.245, and H.320 terminals as defined in
H.242. In addition, the Gateway aso trand ates between audio and video codecs and performs call
setup and disconnect on both the LAN sde and the Switched- Circuit Network (SCN) side.

Gateways are not required if connections to other networks are not needed, since endpoints may
directly communicate with other endpoints on the same LAN.

With the appropriate transcoders, H.323 Gateways may aso support terminas that comply with H.310,
H.321, H.322, and V.70. SeeFigure 6.1-3. Note: H.310, H.321, H.322, H.324 and V.70 are
currently beyond the scope of this document.

Many Gateway functions are left to the designer. For example, the actua number of H.323 terminals
that can communicate through the Gateway is not subject to sandardization. Similarly, the number of
SCN connections, the number of smultaneous independent conferences supported, the
audio/video/data converson functions, and incluson of multipoint functions are left to the manufacturer.
By incorporating Gateway technology into the H.323 specification, the ITU has positioned H.323 asthe
critical element that holds the world of standards-based conferencing endpoints together.
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Note — A gateway may support one or more of the PSTN, N-ISDN and/or B-ISDN connections.

Figure6.1-3. H.323 I nteroper ability with H.320 and Other Standards

6.1.3 Gatekeeper Characteristics

H.323 Gatekeepers act as control pointsfor dl cals within its zone and provide call control servicesto
registered users. Gatekeepers act as virtua switches for H.323 conferences. A Zone (see Figure
6.1.4) isthe collection of dl terminds, Gateways, and Multipoint Control Units (MCU) managed by a
sngle Gatekeeper. A Zoneincludes at least one termind, and may or may not include Gateways or
MCUs. A Zone has one and only one Gatekeeper. A Zone may be independent of network topology
and may be comprised of multiple network segments, which are connected using routers or other
devices.
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Figure6.1-4. H.323—Zone

6.1.3.1 Mandatory Gatekeeper Functions

The following Gatekeeper functions are as mandated by the H.323 standard.

Table6.1-1. Mandatory Gatekeeper Functions

Address Translation

Translation of alias* addressto Transport Address.

Admissions Control

Authorization of LAN access using Admission Reguest, Confirm and Reject
messages. This may be anull function, which admits all requests.

Bandwidth Control

Supports Bandwidth Request, Confirm and Reject messages. This may be anull
function, which accepts all bandwidth requests.

* Alias— an alternate name or field used for identification of real name.

When a gatekeeper is present in asystem, it shdl provide the following services.

Address Trandation — The Gatekeeper shdl perform dias address to Transport Address
trandation. This may be done using atrandation table, which is updated usng the
Regigtration messages of H.225. Other methods of updating the trandation table are d'so

alowed.

Admissions Control — The Gatekeeper shall authorize network access usng
ARQ/ACHARJIH.225.0 messages. Thismay be based on call authorization, bandwidth,
or some other criteriawhich is|eft to the manufacturer. It may aso be anull function, which
admits dl requests.

Bandwidth Control — The Gatekeeper shal support BRQ/BRYBCF messages of H.225.
Thismay be based on bandwidth management. 1t may dso be anull function, which
accepts al requests for bandwidth changes.

Zone Management — The Gatekeeper shdl provide the above functions for terminds,
MCUs, and Gateways, which have registered with it.
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6.1.3.2 Other Gatekeeper Functions

The Gatekeeper may perform other optiona functions such as.

Cdl Control Sgnding — The Gatekeeper may choose to complete the cal sgnaing with the
endpoints and may processthe cdl sgnding itsdf. Alternatively, the Gatekegper may direct
the endpoints to connect the Call Signaling Channd directly to each other. In this manner,
the Gatekeeper can avoid handling the H.225.0 cdll control signals. The Gatekegper may
have to act as the network as defined in Recommendation Q.931 in order to support
supplementary services. This operation is beyond the current scope of the Profile.

Cdl Authorization — Through the use of the H.225.0 signding, the Gatekeeper may reject
cdlsfrom atermina due to authorization falure. The reasonsfor rgection may include, but
are not limited to, restricted access to/from particular terminas or Gateway's, and restricted
access during certain periods of time. The criteriafor determining if authorization passes or
falsis outsde the scope of this Profile.

Bandwidth Management — Control of the number of H.323 termind's permitted
smultaneous access to the network. Through the use of the H.225.0 sgnding, the
Gatekeeper may rgect cals from atermind due to bandwidth limitations. This may occur if
the Gatekeeper determines that there is not sufficient bandwidth available on the network to
support the cal. The criteriafor determining if bandwidth is available is outside the scope of
this Profile. Note that this may be a null function, i.e. all terminals are granted access.
This function dso operates during an active cal when atermind requests additiond
bandwidth. The Gatekeeper may aso provide speed matching or dictating through its
bandwidth management function to control of the number of H.323 terminas permitted
smultaneous access to the network. Through the use of the H.225.0 sgnding, the
Gatekeeper may request that an endpoint raise or lower the bandwidth. 1f the request isto
raise the rate, the endpoint may either confirm bandwidth change or rgect the bandwidth
change. If therequest isfor alower rate, the endpoint shal reply with a confirmation if the
lower rate is supported, otherwise the endpoint rejects the bandwidth change.

Cdl Management — For example, the Gatekeegper may maintain alist of ongoing H.323
cdls. Thisinformation may be necessary to indicate that a called termind isbusy, and to
provide information for the Bandwidth Management function.

Gatekeeper management information data structure — Beyond the current scope of the
Profile

Bandwidith reservation for terminas not capable of this function — Beyond the current scope
of the Profile.

Directory services— Beyond the current scope of the Profile.
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In order to support ad hoc Multipoint Conferences, the Gatekeeper may choose to receive the H.245
Control Channes from the two terminds in a point-to-point conference. When the conference switches
to a multipoint conference, the Gatekeeper can redirect the H.245 Control Channd to a Multipoint
Controller (MC) (See Section 6.1.4 for detailson MCs). The Gatekeeper need not processthe
H.245 sgnaling; it only needs to pass the signals between the terminds or the terminas and the MC.

While the Gatekeeper is required to respond to the messages in Section 6.1.3.1, the policy used to
determine admission criteriaor bandwidth alocation is not subject to sandardization. This providesa
wide spectrum of capabiilities that vendors can use to discriminate thelr products from their competitors.

The admisson policy determines how an endpoint gets access to the network for making or receiving a
multimediacdl. A very smple policy may dlow only afixed number of cdlsat atime. The next
endpoint requesting admission would then be rgected. Alternatively, the policy could be very extengve,
taking into account the following: which endpoint is caling, do they have permission to make that call,
and isthere is enough bandwidth available for them to make the call. For example, some terminals may
not be alowed to access the Gateway for along distance cal during certain hours. Or any number of
calls can be placed as long as the totd requested bandwidth does not exceed some pre-determined
leve.

Bandwidth control policy can be handled in asmilar manner. Very smple policies may limit al cdlsto
afixed bandwidth. More complex cals may alow the bandwidth to change dynamicaly during the call
as more or fewer calls are in progress.

It isimportant to look at the admission and bandwidth control policies of the products being considered,
and assure that the policy is congstent with the desired operationa environment.

In addition to the admission and bandwidth policies, the Gatekeegper may optionally provide other PBX
likefunctions. Thisisaccomplished by routing the cal signding and control channel information through
the Gatekeeper. This operation is trangparent to the terminals and other endpoints, which do not need
to know that acdl isbeing routed through the Gatekeeper. These PBX like functionsinclude
supplementary services such as cdl transfer and forwarding, and routing calls to multipoint control units
for gatekeeper controlled ad hoc multipoint conferencing.

The Gatekeeper may aso offer other optiona capabilities, which are not subject to standardization.
These include accounting and management functions, such aslogging cal times and durations, call
source and destination, network/bandwidth utilization, and other statistics and reports. Thisis possible
snce the Gatekeeper isinvolved in the establishment and disconnect of every cdl.

A-83



Appendix A of FTR 1080B-2002

6.1.4 Multipoint Control Unit (M CU) Characteristics

The Multipoint Control Unit (MCU) supports multipoint conferences. An MCU congsts of a Multipoint
Controller (MC), which isrequired, and optionally, one or more Multipoint Processors (MP). The
required MC handles the common capability negotiations for audio and video processing, and dso
controls audio and video multicasting. The optiond MP provides the mixing, switching and processing
of audio, video and/or data. The MC and MP capabilities may exist in other H.323 components.

The Multipoint Controller (MC) may optiondly have the capability to rate (Speed) match between
VTUsoperating a different bit rates. If the VTUs on each link in amultipoint configuration attempt to
operate a different hit rates, the MC shdl limit the bit rates from the transmitting VTUS, per H.245, to
meatch the bit rate of the least capable recelving VTU.

6.2 H.323 Requirements

The audio, video, data and control requirements are summarized below.

6.2.1 Audio Requirements

H.323 terminas shall support G.711 A-law and mlaw speech compresson. The termina may
optiondly support G.722, G.728, G.729, MPEG 1 audio, and G.723.1 encoders. If G.723.1is
supported, then both 5.3 kb/s and 6.3 kb/s modes shall be supported.

When it is known that the communications path will include alow bitrate link (< 56 kb/s), the endpoint
shall also support G.723.1 audio coding. The H.323 standard does not mandate G.723.1, however,
the industry has unofficidly selected it asthe low bit rate codec. It ishighly recommended thet all
endpoints support G.723.1. Sinceit is difficult to know ahead of time what communications linkswill
be traversed, it is recommended that al endpoints support both G.711 and G.723.1.

The use of the other audio codecs may provide better quality audio at the expense of reduced video
performance. The availability of other audio codecs may aso improve the qudity of the call when going
through a Gateway, since the Gateway will not need to transcode the audio.

Terminals which support ad hoc or distributed multipoint conferencing will need to be able to receive
multiple audio channels and perform mixing of those channdls. An ad hoc multipoint conferenceisa
point-to-point conference that has been expanded into a multipoint conference at some time during the
cdl. Thiscan be doneif one or more of thetermindsin theinitid point-to-point conference contains a
Multipoint Controller (MC). This gppliesif the cdl is made using a Gatekeeper that includes MC
functiondity, or if theinitid cal is made through an MCU as a multipoint cal between only two
terminds. In adigributed multipoint conference, the control function may be distributed between
severd MCs.

6.2.2 Video Requirements
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If the H.323 terminal supports video then it shall support H.261 QCIF mode. It shal aso support
H.263 QCIF mode and H.263 sub-QCIF mode. It may aso support other optional modes as
summarized in the following table.

Table6.2-1. H.323 Picture Format Requirements

Videoconferencing Image Size H.261 H.263
Picture Format In Pixels
Sub-QCIF 128x9%6 N/A mandatory
QCIF 176x144 mandatory mandatory
FCIF 352x288 optional optional
4FCIF 702x576 N/A optional
16FCIF 1408x1152 N/A optional

6.2.3 Data Conferencing Requirements

One or more data channels may optiondly be supported. T.120 isthe default data capability. When
supported, T.120 data conferencing enables shared whiteboards, application sharing and file transfer
(see Section 8 for detailed descriptions and guidance).

6.2.4 Control Functions

The H.245 Control Function uses the H.245 Control Channel to carry end-to-end control messages
governing operation of the H.323 entity, including capabilities exchange, opening and closing of logicd
channels, mode preference requests, flow control messages, and generad commands and indications.
H.245 sgnding is established between two endpoints. an endpoint and a Multipoint Controller, or an
endpoint and a Gatekeeper. The endpoint shal establish exactly one H.245 Control Channel for each
cdl in which the endpoint is participating. This channd shal use the messages and procedures of
H.245. Note that a terminal, MCU, Gateway, or Gatekeeper may support many calls, and thus
many H.245 Control Channels.

H.245 specifies a number of independent protocol entities, which support endpoint-to-endpoint
dggnding. A protocol entity is pecified by its syntax (messages), semantics, and a set of procedures
which specify the exchange of messages and the interaction with the user. H.323 endpoints shdl
support the syntax, semantics, and procedures of the following protocol entities:

Madgter/dave determination;

Capability Exchange;

Logicd Channd Signding;

Bi-directiond Logica Channd Signding;
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Close Logicd Channd Signding;
Mode Request;

Round Trip Delay Determination; and,
Maintenance Loop Signding.

Generd commands and indications shdl be chosen from the message set contained in H.245. In
addition, other command and indication sgnas may be sent which have been specificaly defined to be
transferred in-band within video, audio or data streams. H.245 messages fdl into four categories.
Request, Response, Command, and Indication. Request and Response messages are used by the
protocol entities. Request messages require a pecific action by the recaiver, including an immediate
response. Response messages respond to a corresponding request. Command messages require a
gpecific action, but do not require aresponse. Indication messages are informative only, and do not
require any action or response. H.323 terminas shal respond to dl H.245 commands and requests as
gpecified in Annex A of H.323, and shdl tranamit indications reflecting the Sate of the termind.

6.2.5 Multipoint Capabilities

H.323 provides for centralized, decentrdized and hybrid multipoint operation. All endpoints shall
support centraized multipoint capability. Distributed audio and distributed video control messages are
to be used to specify the optiona decentralized and hybrid modes of operation.

6.2.5.1 Multicast

In multicast trandfers, datais transferred from a single source to multiple network destinations. The
actua mechaniam (i.e. IP multicast, multi-unicadt, etc.) for this process may be different for different
network technologies. Multicast, in contrast to unicast or broadcast, handles streaming audio and video
over the network with RTP. Unicast, on the other hand, sends multiple point-to- point transmissions.
see Figure 6.2-1. Multicast is Sgnificantly more efficient in use of bandwidth than unicast, as packets
are not replicated for transmission throughout the network.

Multicast Unicast
— HfLislener 1 Listener 1
\‘“A.
/ Listener 2 Listener 2
Source — Router A=—wRouter C Saurce _--——-'_-H
\ Listener 3 Listener 3
Router D'/, \
™ Listener 4 Listener 4
In multicast transport, packets are replicated in route In unicast transport, packets are issued at the source
as needed. There is no need for distributed Points of for each listener. The total bandwidth at the source
Presence (POP). is thus the bottleneck.

Figure6.2-1. Packet Transport Diagrams
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6.2.6 Layered Video Codecs

Annex B of H.323 defines the use of the optional layered video coding procedures. Layered video
coding is atechnique that dlows the video information to be transmitted in multiple data treams in order
to achieve video scadahility. These may provide bandwidth scaability, tempord scaability, Sgnd to
Noise Ratio (SNR) scdability, and/or spatia scaability. Scalability impliesthat a bitstream is composed
of abase layer and associated enhancement layers. The base layer is a separately decodable bitstream.
The enhancement layers can be decoded in conjunction with the base layer to increase perceived quaity
by ether increasing the picture rate, increasing the picture qudity, or increasing the picture size. SNR
scalability refers to enhancement information to increase the picture quaity without increasing picture
resolution. Spatia scdability refers to enhancement information to increase the picture qudity by
increasing picture resolution. Thereis aso support for tempora scaability by the use of B pictures. A
B pictureis a scdability enhancement containing pictures that can be bi-directiondly predicted from two
pictures in areference layer, one temporaly previous to the current picture and one temporaly
subsequent. B pictures dlow enhancement layer information to be used to increase perceived qudity by
increasing the picture rate of the displayed enhanced video sequence. This mode can be useful for
heterogeneous networks with varying bandwidth capacity and aso in conjunction with error correction
schemes. H.263 Annex O describes the use of layered coding within H.263.

Conferences can take advantage of this feature to service connected users that have different
capabilities (i.e., computing power or bandwidth limitations) usng one bitstream that can be decoded in
pat. Thiswill dlow more efficient use of network bandwidth.

The layered coding capability will be sgnaed using the H.245 capabiilities exchange methods.
Codepoints within H.245 exist which clearly identify what layering methods are supported by the
endpoints. The endpoints shall use these cgpabiilitiesin order to signal the exact layering methods they

support.

6.2.7 Control Protocol for Far-end Camera Control

The capability for an H.323 endpoint to control one or more far-end cameras, and dlow far-end control
of loca camerasis an emerging standard. H.282 and H.283 define the protocols used for far end
camera control. Capability details may be found in the objective sandards section of the Prcfile,
Section 10.4.4. H.281 and H.224 do not apply to H.323 systems.

6.2.8 Real Time Facsmile over H.323

The optiona Annex D of H.323 defines the functiona interface between a Group 3 facsmile termina on
an IP network and a H.323 Gateway.
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6.2.9 Signaling over UDP

Annex E of H.323 defines an optionad UDP-based procedure, which improves cal-ggnding setup time.

6.2.10 Single Use Devices

Annex F defines Single Use Audio Devices (Audio SUDs) that operate usng awell-defined subset of
H.323 protocols. These devices are well suited for IP Telephony applications while retaining
interoperability with regular H.323 version 2 devices. Examples of Single Use Audio Devices with fixed
and limited capabilities are telephones, text telephones, and cellular |P phones.

6.2.11 Quality of Service

ITU-T 1.350 describes generd aspects of quality of service and network performance, including the
definition of primary qudity of service parameters and derived qudity of service parameters.

A primary parameter is determined on the basis of direct observations of events at service access points
or connection portion boundaries. A derived parameter is determined on the basis of observed values
of one or more relevant primary parameters.

Some primary parameters are goplicable to many multimedia teleservices, while others depend on the

specific type of multimedia gpplication. The following tables summarize the performance parameters of
interest at the user and network interfaces.

Table6.2-2. Quality of Service Parameters- User Interface

Quality Criteria
Communications Speed Accuracy Availability and
Function Reliability
Connection Set-up Time, Transfer Time Misdirected Accessibility Ratio (among
Establishment media), Connection Failure
User Information Delay (Spontaneity), Delay Media Quality, Media Dropped Connection
Transfer Variation, Contention Synchronization
Resolution
Connection Release | Take-down Time
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Table 6.2-3. Quality of Service Parameters- End-to-End Network | nterface

Quality Criteria
Communications Speed Accuracy Availability and
Function Reliability
Connection Set-up Time, Transfer Time Misdirected Accessibility Ratio,
Establishment Connection Failure
User Information Delay (Network Latency), Delay Lost Transport Packet | Dropped
(Packet) Transfer | Vaiation (within asingle media stream Ratio (combines P Connection (IP
and between streams), Information Bit Packet defects, such as | Availability)
Rate (Sustainable Info Rate Minimum Errored, Lost Packets)
Info Rate)
Connection Release | Take-down Time

Table6.2-4. Mapping between I nterfaces

Network User

Latency Spontaneity

Dday Variation Spontaneity, Media Quality, Media Sync
Info Rate Media Quality, Media Sync

LossRatio Media Quality, Media Sync

6.3 Supplementary Services

The H.450- Series of standards describes optional methods for providing Supplementary Servicesin the
H.323 environment. The below supplementary services, Cal Transfer and Cal Diverson (Forward)
are currently available from severd manufacturers of VTC equipment. Additiona, objective
supplementary services are described in Section 10.4.7.

6.3.1 Generic Functional Protocol for the Support of Supplementary Services- H.450.1

H.450.1 defines the Sgnaling protocol between H.323 entities for the control of supplementary services.
Detailed procedures applicable to individua supplementary services are specified by other H.450.x
series and by individual manufacturers for proprietary services usng the capabilities defined in this
standard. The procedures of H.450.1 are derived from the generic functiond protocol specified in
ISO/IEC 11582 for private integrated services networks (PISN).

The generic functiond protocol provides the means to exchange signding information for the control of
supplementary services over aLAN. It doesnot by itsaf control any supplementary service, but rather
provides generic services to pecific supplementary services control entities. The generic functiona
protocol operatesin conjunction with the call Sgnaing protocol defined in H.225.0. The generic
functiona protocol provides mechanisms for the support of supplementary services, which relate to
existing H.323 cdlls. Supplementary service operations require an associ ation between the respective
peer supplementary services control entities. This association is achieved implicitly by the trangport
connection used for cdl sgnaing. Supplementary services control entities use the services of the

A-89



Appendix A of FTR 1080B-2002

Remote Operations Service, which for H.323 is defined in H.450.1 paragraph 8.3 and based on ITU-T
X.880.

6.3.2 Call Transfer - H.450.2

Cdl Trandfer is asupplementary service which enables endpoint A (or transferring endpoint) to
transform an exigting cal between endpoints A and B (primary call) into anew call between endpoint B
and an endpoint C selected by A. Endpoint A may or may not have a cdl established with endpoint C
(secondary cdll) prior to trandfer. Each cdl can either be an incoming cal to or an outgoing cal from
endpoint A. On successful completion of Cdl Transfer, endpoints B and C can communicate with each
other and endpoint A will no longer be able to communicate with either endpoints B or C.

Theinitid call between endpoints A and B (primary cal) must be answered, before transfer can be
initiated. On initiation of Cal Trandfer, if acal between endpoints A and C exists (secondary cdl), the
transferred-to endpoint (C) isinformed of the pending call transfer, and transfer only proceedsif this
endpoint is able to participate.

The transferring endpoint (A) requests the transferred endpoint (B) to cdl the tranferred-to endpoint
(©). Thetransferred endpoint then establishes a cal to the transferred-to endpoint (transfer by
rerouting) and includes the temporary identifier for the secondary cdl if thiscdl exigs. Endpoint B’s
Gatekeeper may establish the cdl if it is handling the Call Trandfer.

The primary cal isretained until the first acknowledgment has been received from the trandferred-to
endpoint (C), and isthen released. Thismeansthat the primary cal remainsin placeif cdl trander fals
before that stage. If the secondary call exigtsit is retained until the new cal request arrives a the
transferred-to endpoint and is then released.

Upon answer from endpoint C (if no secondary cdl exists) or successful association of endpoint C with
the new cdl (if C was dready involved in the secondary call), endpoints B and C can communicate with
each other. The media exchange capabilities of the new call should be equal to those of the primary call
asfar aspossble.

Trandferring only a subset of H.323 media streams or T.120 calsis not a currently available with the
Cdl Transfer supplementary service, but may be afuture capability.

H.450.2 Cdl Transfer is based on the equivaent supplementary service for Private Integrated Services
Networks (PISN) specified in ISO/IEC 13865 and 13869.

6.3.3 Call Diversion - H.450.3
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H.450.3 specifies the diverson supplementary services, which includes the services Cal Forwarding
Unconditiona, Call Forwarding Busy, Cal Forwarding No Reply and Cal Deflection, al of which are
applicable to various basic services supported by H.323 endpoints.
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H.450.3 supplementary services apply during cal establishment providing adiverson of anincoming call
to another destination endpoint and gpply to point-to-point cals. Anincoming cdl via multicagting may
be subject to cdl diverson. The maximum number of diversonsto asingle cal isamanufecturer's
implementation option. When counting the number of diversons, al types of diversons shdl be
included.

H.450.3 Call diverson supplementary serviceis based on 1SO/IEC13872 and 13873.

6.3.3.1 Call Forwarding Unconditional

Cdl Forwarding Unconditiona permits an endpoint to have incoming calls redirected to another
number. The endpoint’s ability to originate cdls is unaffected by Cdl Forwarding Unconditiond. After
Cal Forwarding Unconditiond has been activated, cdls are forwarded independently of the status of
the endpoint. Call Forwarding Unconditiond is provided on a per number basis.

6.3.3.2 Call Forwarding Busy

Cal Forwarding Busy enables an endpoint to have cals addressed to its number and meet busy,
redirected to another endpoint. Call Forwarding Busy may operate on dl cdls, or just those fulfilling
specific conditions. Specific conditions, if applicable, are a manufacturer' simplementation matter. The
endpoint’s ability to originate calsis unaffected by Cal Forwarding Busy. Cal Forwarding Busy is
provided on a per number basis.

The sdlective operation of Call Forwarding Busy on calls associated with a specific basic service, (i.e,
Transferring only a subset of H.323 mediastreams or T.120 cdlls) is not a currently available, but may

be a future capability.
6.3.3.3 Call Forwarding No Reply

Cdl Forwarding No Reply enables an endpoint to have calls which are addressed to the endpoint’s
number and for which the connection is not established within a defined period of time, redirected to
another endpoint. Cdl Forwarding No Reply may operate on dl cdls, or just those fulfilling specific
conditions. Specific conditions, if gpplicable, are a manufacturer'simplementation metter. The
endpoint’s aility to originate cdlsis unaffected by Call Forwarding No Reply. Call Forwarding No
Reply is provided on a per number basis.

The selective operation of Call Forwarding No Reply on calls associated with a pecific basic service
(i.e,, Trandferring only a subset of H.323 media streams or T.120 cdlls) is not a currently available, but

may be afuture capahility.
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6.3.3.4 Call Deflection

Cdl Deflection permits an endpoint to respond to an incoming cal by requesting diversion of that cdl to
another number specified in the response. Thisrequest is only alowed before the caled endpoint has
answered the cal. The endpoint’s ability to originate calsis unaffected. Cdl Deflection isinvoked on a
cdl by cdl basis, whereas Cdl Forwardng Unconditiond deflects dl calsto a given number.

6.4 H.323 Security and Confidentiality

This section is currently under study and will be addressed in a future update to the VTC Profile.

6.5 Wide Area Networ ks (WANS)

H.323 operation over WANs may be achieved in many ways. Details of the network design are
beyond the scope of this Profile. The following sampling of basic methods is for information only. In
the implementation any of these solutions, careful consideration should be given to the network
parameters relating to Quality of Service aslisted in Section 6.2.11, especidly network latency.

One basic method is shown in Figure 6.5-1. In this setup, the connection goes directly from local LAN
to aWAN or Metropolitan Area Network (MAN) such asthe NIPRNET, SIPRNET or Internet viaa
router, bridge, or server and back to aLAN at the remote site. However, the end-to-end delays
(latency) and traffic congestion are frequently problemsin this setup, which may prevent it from being a
feasble solution.

H.323 H.323 H.323
Terminal Terminal Terminal
Packet Based Nebwork I !
Routes/
H.323 H.323 Bradee.
Cateway MCUI Server
* The packet-based network
could be the Intemet or a localized
carmnpus MAN, the N[PRENET. 2
the SIPENET or a frame relay network,
H.323 Rourter!
Ciatckecper Eridge/
. Server
Packet Based Network 1
H.323 H.323 H.323
Terminal Terminal Terminal

Figure6.5-1. H.323LAN toH.323 LAN via Router, Bridge or Server
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Another method uses H.323 over ahigh speed WAN such as ATM or Frame Relay. Thisisshownin
Figure 6.5-2. A third method uses the H.323 gateway to convert to an H.320 switched long-haul
circuit, which is converted back to H.323 at theremote LAN. Thisisshown in Figure 6.5-3. More
generdly, the H.323 gateway could connect to a number of different networks as shown in Figure 6.5-
4.

H.323 H.323 H.323
Terminal Terminal Tern|1inal
I
| Packet Based Network
Gateway
|
ATM

Switch

ATM Cloud

or

Frame Relay ATM
Switch
Gateway
Packet Based Network | |
H.323 H.323 H.323
Terminal Terminal Terminal

Figure6.5-2. H.323LAN toH.323LAN VviaATM or Frame Relay

H.323 H.323 H.323
Terminal Terminal Terminal
Packet Based Network
Gatekeeper/ —
Gateway \/(q(v
~ ISDN
Gatekeeper/
Gateway

Packet Based Network

H.323
Terminal

H.323
Terminal

H.323
Terminal

Figure6.5-3. H.323LAN toH.323 LAN vialSDN
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H.323
Terminal H373
MCU
Packet Bazed Metwork
(Mote 13
H.343 H.323 H.323 H.323
Gatekeeper Gateway Tertmitial Terrninal
Guaranteed
Qo5
LaN
H333 H.323 H.323 Terminal
Gatekeeper Gateway Terminal
(Mote 1}
Packet Based MNetwork
H.323 M
Terminal MCU

Mote | - A gateway may support one or more of the PSTH, N-15DH and/or
B-15DM connections.

Mote 2 - WTC over B-ISDH (AT is an objective standard. 3ee Section 10.4.1.
Figure6.5-4. H.323 LAN to H.323 LAN Gateway Options
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7 VTC OVER PUBLIC SWITCHED TELEPHONE NETWORK (PSTN)

The requirements for operating VTC over PSTN or Plain Old Telephone System (POTS) are defined in
ITU-T H.324, “Termind for Low Bitrate Multimedia Communication,” umbrdlastandard. DOD
requirements for the implementation of this standard are under study, and will be addressed in afuture
revison to the Profile.
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8 MULTIMEDIA TELECONFERENCING APPLICATIONS

Multimedia applications such as audiographic conferencing, facamile, ill image trandgfer, annotation,
pointing, shared whiteboard, file transfer, and audio-visud control are optiond. If any of these
gpplications are required in the VTU or MCU, it shdl comply with the T.120 series of standards listed
in Table8.1. Thisincludes the mandatory portions of T.120, T.122, T.123, T.124, and T.125, which
define the basic protocols. It aso includes the mandatory portions of T.126, T.127 and T.128
depending on the gpplications that are implemented. Thiswill provide for interoperability of the
gpplication between different vendors' products.

Table8-1T.120 Seriesof Standards

Rec. TITLE
T.120 | Transmission Protocolsfor Multimedia Data
T.122 | Multipoint Communications Service for Audiographic and Audio Visual Conferencing
Service Definition
T.123 | Network-specific Data Protocol Stacks for Multimedia Conferencing
T.124 | Generic Conference Control for Audiographic and Audio Visual Terminalsand
Multipoint Control Units
T.125 | Multipoint Communications Service Protocol Specification
T.126 | Multipoint Still Image and Annotation Conferencing Protocol Specification
T.127 | Multipoint Binary File Transfer Protocol
T.128 | Multipoint Application Sharing

T.120 is the umbrella standard which provides an overview of the T.120 series. The T.120 standards
consist of protocols and gpplications that utilize those protocols. These are described in the following
sections.

T.120 adso dlows for non-standard gpplications, such as gpplication sharing, within the T.120
framework. These non-standard applications also use the T.120 protocol stack and procedures.

T.137 isarecently approved emerging standard, part of the T.120-family. Entitled Meeting Room
Management (MRM): Services and Protocol, it defines the functiondity required to implement shared
virtual spaces. It is described in Section 10.4.3 for informational purposes only and is not mandatory.

8.1 Protocols

The T.120 Protocol Suite consists of four standards: T.123 Network Specific Data Protocol Stack,
T.122 Multipoint Communications Service - Service Definitions, T.124 Generic Conference Control for
Terminas and Multipoint Control Units, and T.125 Multipoint Communications Service - Protocol
Definition. These standards define a communications infrastructure, which supports point-to-point and
multipoint data communications within the MultiLayer Protocol (MLP) and/or High Speed MLP (H-
MLP) data channels.
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All VTUs that implement T.120 shdl implement the mandatory requirements of T.122, T.123, T.124
and T.125.

T.122 and T.125 together, define the services, messages, and procedures available within the T.120
Multipoint Communications Services.

T.123 specifies the Network Specific Data Protocol Stack for Multimedia Conferencing. A VTU
supporting T.120 applications shdl follow the recommendations of T.123 for the ISDN Basic Mode
Profile usng the physicd sublayer formed by H.221 MLP channds. The Circuit Switched Digitd
Network Basic Mode Profile shal be used for non-1SDN circuit switched networks such as Switched-
56.

T.124 provides mechanisms for the creation, control and the termination of conferences. It also makes
provisions for the building and distributing the conference and gpplication databases.

8.1.1 Multi-layer Protocol (MLP) Data Channels

A VTU implementing the T.120 series of sandards shdl use the MLP and/or the H-MLP data channds
as described in H.242. These channdls provide data rates from 4 kb/s up to 448 kb/s. MLP at 4 kb/s
isinsufficient bandwidth for T.120 and shdl not be used. All VTUs providing T.120 gpplications shdll
support the common MLP rate of 6.4 kb/s. This data rate provides acommon point of interoperability
for VTUsusing T.120. If higher data rates are provided, it is recommended that al lower data rates
(down to 6.4 kb/s), as specified in H.221, dso be provided. Thiswill dlow VTUsto interoperate at
the higher datarates. For example, if one VTU can provide a data channdl at 32 kb/s and 6.4 kb/s,
and the other VTU can provide a data channdl at 64 kb/s and 6.4 kb/s. Thetwo VTUswill only
interoperate a 6.4 kb/s. However, if the VTUs could provide data channels at al lower data rates,
then the two VTUs could interoperate at 32 kb/s. Higher data rates may provide higher speed
operation for T.120 applications such asfile transfer, whiteboarding, and screen sharing.

VTUs, which implement T.120, may use ether the MLP data channdl, the H-MLP data channdl or both
channelsfor T.120 data. It isrecommended that VTUs operating at 2B or lower, use the MLP data
channd, while VTUs operating a higher than 2B, use the H-MLP data channel.

8.2 Conference Control

All VTUsthat implement T.120 shdl implement the mandatory requirements of T.124 Generic
Conference Control (GCC) asper 8.2.1. A VTU may aso implement any of the optional capabilities
of T.124, which are described in Sections 8.2.2, 8.2.3, and 8.2.4.

T.124 defines Generic Conference Control functions. It provides for conference management and
control functions such as
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Conference Establishment and Termination: Provides the capability to Sart anew
conference, invite someone into an existing conference, join an existing conference, leave a
conference, or terminate the entire conference. 1t dso provides the capability to obtain alist
of the currently active conferences.

Manage the Conference Rogter: Maintainsalist of dl VTUsin aconference. VTUscan
then request copies of thislig.

Manage the Application Rogter: Maintains alist of the T.120 gpplications (file transfer,
Image transfer, whiteboard, etc.) that each VTU in a conference has the capability to run.

Remote Actuation: Allows an gpplication on one VTU to start the same gpplicationson
other VTUsin the conference.

Conference Conductorship: A conference can have a conductor (chairman) which provides
for the orderly control of the conference.

Application Registry Services. Allows an application to access a central database for
information, which will ad in establishing communications with gpplications on other VTUs.

These functions are described in detail in Sections 8.2.1 through 8.2.4.

A T.120 conference can be created (started) in point-to-point mode between two VTUsor in
multipoint mode between severd VTUs and an MCU.

8.2.1 Mandatory Conference Control Capabilities

A VTU having T.120 cgpability shal have the following mandatory capabilities defined in T.124
(specific command names are shown in italics):

Start anew conference, specifying the characteristics of that conference (GCC-
Conference-Create). The VTU that creates a new conference, is the convener of that
conference.

Determine what conferences are currently in progress and the information needed to join
them (GCC Conference-Query).

Join an exiging conference (GCC-Conference-Join).

Leave an exiging conference (GCC-Conference-Disconnect).

Announce its presence in the conference (GCC-Confer ence-Announce-Presence, GCC-
Conference-Roster-Report).

Enrall its gpplications with the conference (GCC-Application-Permission-To-Enroll,
GCC-Application-Enroll, GCC-Application-Roster-Report).

To beinvited to Join a Conference (GCC-Conference Invite).
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Receaive natification of Conference termination (GCC-Conference Terminate).

To be gected from a conference and receive notification of an gection (GCC-Conference-
Eject-User).

Receive natification that selected nodes in a conference have been trandferred (GCC-
Conference-Transfer).

8.2.2 Optional Conference Control Capabilities
A VTU having T.120 cgpability may have the following optiona capabilities defined in T.124:

Invite another VTU to join the conference (GCC-Conference-Invite).

Ak how much time isremaining (GCC-Conference-Time-Inquire).

Ask that the conference be extended beyond the allocated time (GCC-Conference-
Extend).

Request the ligt of dl VTUsin a conference (GCC-Conference-Roster-Inquire).
Request the list of VTUs that have the capability to run a particular gpplication, group of
gpplications, or any gpplication (GCC-Application-Roster-Inquire).

Request that a specific gpplication be invoked in selected VTUs (GCC-Application-
Invoke).

Determineif the conferenceis in conductor mode (GCC-Conductor-Inquire).

Request permission from the conference conductor to take certain actionswithin a T.120
Application (GCC-Conductor-Permission-Ask).

Become the conference conductor (GCC-Conductor-Please, GCC-Conductor-Assign).

8.2.3 Optional Conference Convener Capabilities

The VTU that crested the conference is the convener. A VTU that has convened a T.120 conference
has the following additiond optiona capabilities defined in T.124:

Did-out to add another VTU to the conference (GCC-Conference-Add).

Prevent other VTUs from joining, or alow other VTUs to join the conference without being
explicitly added by the convener (GCC-Conference-Lock, GCC-Conference-Unlock,
GCC-Conference-Lock-Report).

Terminate the entire conference (GCC-Conference-Terminate).

Eject another VTU from the conference (GCC-Conference-Eject-User).

Transfer VTUs to another conference (GCC-Conference-Transfer).

Notify the other VTUs of the time remaining in the conference (GCC-Conference-Time-
Remaining).

8.2.4 Optional Conference Conductor Capabilities
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A VTU, which has become the conference conductor, may be granted the same capabilities asthe
convener, a the discretion of the convener. The conductor may aso have the following optiona
cgpabilities defined in T.124:

Give up Conductorship. (GCC-Conductor-Release)

Give Conductorship to another VTU. (GCC-Conductor-Give)

Give gpprova to other VTUs to take certain actions within a T.120 gpplication. (GCC-
Conductor-Permission-Grant)

8.3 Still Image Applications

T.126 specifies the requirements for facamile, sill image, annotation, and shared whiteboard
gpplicationswithin T.120. This standard provides for five optiona groups of features, caled T.126
profiles. If the acquidtion cdlsfor ill image transmisson capability, then profile 1 is mandatory. If the
acquigtion calsfor Hill image transmisson cgpability, other than freeze-frame, then at least one of
profiles 2 and 3 are mandatory. |If the acquisition calls for shared whiteboard, then profile 4 is
mandatory. If the acquigition calsfor image annotation, then profile 5 is mandatory.

A VTU conformsto aT.126 Profileif its capabilities are greater than or equd to the minimum
mandatory requirements indicated below. Optiond capabilities, which are gpplicable to dl T.126
profiles, arelisted in Table 8.2. Mogt of the T.126 Profiles provide both compressed and
uncompressed image formats. Compressed formats reduce redundant information within the image,
thereby reducing the transmission time and storage space required. See Sections 8.3.1 and 8.3.2 for a
discussion of image formats, including T.4 (Group 3 facsimile), T.6 (Group 4 facsimile), T.81
(JPEG), and T.82 (JBIG). TheT.126 profiles are:

(1) Facamile Using the T.126 Hard-Copy-0 Profile. This T.126 Profile provides for the exchange of
black and white images bound directly for hard copy devices such as facsmile machines or printers.
Thistype of image is referred to as a hardcopy image.

It shall support pixel counts of up to 1728 (wide) by 2300 (high) which are sufficient for A (8.5" x 11%)
Szeand A4 (8.27" x 11.69") Sze paper. Pixel counts up to 21845 in each direction are optiond (Items
2and 3in Table 8.2). These optiona larger pixe counts could be used for other paper sizes such as
legd or B sze.

A-102



Appendix A of FTR 1080B-2002

The uncompressed and T.4 (Group 3 facamile) compressed image formats are mandatory. Typical T.4
facamile resolution is 200 pixels per inch (width) and 100 pixels per inch (height). Other alowable
resolutions are 200(w) x 200(h), 300 x 300, and 400 x 400. The T.6 (Group 4 facamile) and T.82
(IBIG) compressed image formats are optiona (Item 5 and 6in Table 8.2). Typicd T.6 facamile
resolution is 200 pixels per inch (width) and 200 pixels per inch (height) with optiond resolutions of 300
x 300, and 400 x 400. Typicd T.82 facamile resolution is 400 pixds per inch (width) and 400 pixes
per inch (height).

(2) Sill Image Trander: Using the T.126 Soft-Copy-Image-0 Profile. This T.126 Profile provides for
the exchange of monochrome or color images for display. Thistype of imageisreferred to asa
softcopy image.

It supports a mandatory workspace sze of 384(w) x 2838(h) pixels and at least one image plane which
shdl support images having pixel counts of up to 384 (w) and 288 (h). Additiond image planes and
workspace and image pixd counts of up to 21845 in each direction are optiond (Items 8, 9, 10, 15 and
16in Table 8.2).

The uncompressed, T.82 (JBIG) compressed, and T.81 (JPEG) compressed image formats are
mandatory. These formats have many options which affect image quaity and transmisson time (Items
18,19, and 20 in Table 8.2).

(3) High Resolution Still Image Trandfer: Using the T.126 Soft-Copy-Image-1 Profile. ThisT.126
Profile provides the same capability as Still Image Transfer (Soft-Copy-1mage-0 Profile) except that it
shall support pixe counts up to 768 (w) and 576 (h).

(4) Whiteboard: Using the T.126 Soft-Copy-Whiteboard-0 Profile. This T.126 Profile provides an
electronic whiteboard for annotations such as drawings, notes, or sketches. Annotation drawing
elements consst of point lines, poly lines, rectangles, and elipses. Line color, style, thickness, and fill
color are selectable. Annotations may be deleted or edited.

It supports amandatory workspace size of 384(h) x 288(v) pixels and &t least one annotation plane.
The annotation plane keeps the annotations separate from any underlying image planes or other
annotation planes. For example, an annotation plane can be used for each participant in a conference,
keeping their annotations independent. The annotation plane supports annotation bitmaps having pixe
counts of up to 384 (w) and 288 (h).

The uncompressed format is mandatory for the annotation bitmap. T.82 (JBIG) compressed image
format is optiond for the annotation bitmap (See Item 29 in Table 8.2).

(5) Image Annotation: Using the T.126 Soft-Copy-Annotated-Image-0 Profile. Providesthe
combined capabilities of High Resolution Still Image Transfer (Soft-Copy-Image-1 Profile) and

A-103



Appendix A of FTR 1080B-2002

Whiteboard (Soft-Copy-Whiteboard-0 Profile) with the addition of pointing cgpability. This provides
the ability to overlay annotation on images, and provides a movable pointer.

It supports amandatory workspace size of 768(w) x 576(h) pixels, a least one image plane, at least
one annotation plane, and a pointer plane. This supports annotation bitmaps and images having pixe
counts of up to 768 (w) and 576 (h), and pointer bitmaps of up to 32 (w) x 32 (h) pixels.

The uncompressed format is mandatory for the pointer bitmap. T.82 (JBIG) compressed image format
is optiond for the annotation bitmap (See Items 18 and 33 in Table 8.2).

As part of the T.126 initidization procedure, each VTU indicates its capabilities. Table 8.2 showsthe
wide range of optiond capabilitiesthat are availablein the T.126 standard. The column“VALUES’
indicates the range of options to choose from, “Yes, No” indicates that a manufacturer can choose to
implement that feature or not to implement it. The column “REQ. CAP.” indicates the item number of
other capabilities that are required to be implemented, in order to implement this capability. The column
“REQ. BY PROFILE” indicates that the capability is required by one of the five T.126 Profiles. The
number refersto paragraph numbers (1 - 5) from the section above.

8.3.1 Hard Copy Image Format Options

Hard copy images can be represented in avariety of seectable formats. Theseinclude T.4 (Group 3
fax), T.6 (Group 4 fax), T.82 (JBIG) and uncompressed formats. T.4 has two formats,
one-dimensond coding and two-dimensiona coding. The two T.4 formats and the uncompressed
format are mandatory; the T.6 and the T.82 formats are optional.

All hardcopy images are bileve; that is, they consst of only full white and full black pixels. They do not
provide color or shades of gray. All of the hardcopy image formats provide losdess image
compression. This alows the image to be recaeived exactly asit is scanned in, except for the losses due
to limited pixe resolution.

The T.4 format is the standard Group 3 facamile format used in most fax machinestoday. The
two-dimensiona coding format provides more compression than the one-dimensond format. The T.6
format isatwo-dimensond coding agorithm and provides better compression than ether of the T.4
formats.

Table 8-2 Still Image Optional Capabilities

ITEM CAPABILITY DESCRIPTION VALUES REQ. REQ. BY
CAP. PROFILE
1 Hard-Copy-Image Capability toexchange | Yes No None 1
hard copy images
2 Hard-Copy-Image- Maximum hardcopy 1,72810 21,845 1
Bitmap-M axWidth image width pixels
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ITEM CAPABILITY DESCRIPTION VALUES REQ. REQ. BY
CAP. PROFILE
3 Hard-Copy-Image- Maximum hardcopy 2,301t0 21,845 1
Bitmap-Max-Height | image height pixels
4 Hard-Copy-Image- Capahility to handle any | Yes, no 1
Bitmap-Any-Aspect- | arbitrary pixel aspect
Ratio ratios
5 Hard-Copy-Image- Capability tohandle T.6 | Yes, no 1
Bitmap-Format-T.6 compressed image
formats
6 Hard-Copy-Image- Capability to handle T.82 | Yes, no 1
Bitmap-Format-T.82 | compressed image
formats
7 Soft-Copy- Capability to have a Yes, No None 2,3,4,5
Workspace workspace for soft copy
images
8 Soft-Copy- Maximum softcopy 385 t0 21845 pixels 7 3*, 5*
Workspace-M ax- workspace width
Width
9 Soft-Copy- Maximum softcopy 289 t0 21845 pixels 7 3*, b*
Workspace-M ax- workspace height
Height
10 Soft-Copy- Maximum number of 2 to 256 planes 7
Workspace-Max- planes allowed in the
Planes workspace
11 Soft-Copy-Color-16, | Capability to useacolor | 16 colors, 202 7
Soft-Copy-Color-202, | palettein the workspace | colors, 24-bit true
Soft-Copy-Color- color (16 million
True colors)
12 Soft-Copy-Plane- Capability to declarea Yes, no 7
Editing workspace plane to be
editable
13 Soft-Copy-Scaling Capability to scale Yes, no 7
softcopy images
14 Soft-Copy-Image Capability toexchange | Yes, No 7 2,35
softcopy images
15 Soft-Copy-Image- Maximum softcopy 385t021845pixels | 7,14 3*, b
Bitmap-M axWidth image width
16 Soft-Copy-Image- Maximum softcopy 280t021845pixels | 7,14 3*, 5*
Bitmap-Max-Height | image height
17 Soft-Copy-Image- Capability to handleany | Yes, no 7,14
Bitmap-Any-Aspect- | arbitrary pixel aspect
Ratio ratios
18 Soft-Copy-Image- Capability to handle T.82 | Various 7,14
Bitmap-Format-T.82- | compressed image parameters, See
formats 831
19 Soft-Copy-lmage- Capability to handle T.81 | Various 7,14
Bitmap-Format-T.81- | compressed image parameters, See
formats 831
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ITEM CAPABILITY DESCRIPTION VALUES REQ. REQ. BY
CAP. PROFILE
20 Soft-Copy-Image- Capability to handle Various 7,14
Bitmap-Format- uncompressed image parameters, See
Uncompressed- formats 831
21 Soft-Copy- Capability to use Yes, No 7 4,5
Annotation annotation on softcopy
workspaces
22 Soft-Copy- Maximum annotation 3851021845 pixds | 7,21
Annotation-Bitmap- | image width
Max-Width
23 Soft-Copy- Maximum annotation 289t021845pixes | 7,21
Annotation-Bitmap- | image height
Max-Height
24 Soft-Copy- Minimum thickness of 1to 2 pixels 7,21
Annotation-Drawing- | the annotation pen
Pen-Min-Thickness
25 Soft-Copy- Maximum thickness of 17 to 255 pixels 7,21
Annotation-Drawing- | the annotation pen
Pen-Max-Thickness
26 Soft-Copy- Capability touseellipse | Yes, no 7,21
Annotation-Drawing- | drawing types
Ellipse
27 Soft-Copy- Capability tousea Yes, no 7,21
Annotation-Drawing- | square nib shape when
Pen-Square-Nib drawing lines
28 Soft-Copy- Capability touse a Yes, no 7,21
Annotation-Drawing- | highlight line style
Highlight
29 Soft-Copy- Capability to handle T.82 | Yes, no 7,21
Annotation-Bitmap- | compressed annotation
Format-T.82 image formats
30 Soft-Copy-Pointing | Capability to use pointer | Yes, No 7 5
bitmaps
31 Soft-Copy-Pointing- | Maximum pointer bitmap | 33 to 21845 pixels 7,30
Bitmap-MaxWidth | width
32 Soft-Copy-Pointing- | Maximum pointer 331021845 pixels 7,30
Bitmap-Max-Height | bitmap height
3 Soft-Copy-Pointer- Capability to handle Yes, no 7,30
Bitmap-Format-T.82 | T.82 compressed
pointer image formats
* - |ndicates required values are specified in Section 8.3.

The uncompressed format provides no compression and thus represents an image with the most amount
of data. Theseimages will require more storage capacity, and take longer to transmit. This format may
be appropriate for small images (i.e. 64 x 64) where the transmisson time may not be Sgnificant. With
this format, delays for compression and decompression are avoided.
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On dithered or halftone images, the T.4 and T.6 formats perform poorly, and may even result in
negative compression. In this case, the T.4 one-dimensiond format may be better than the others. Also
providing better performance for these types of imagesis T.82 (JBIG). The T.82 format isusualy

better for dl image typesincluding text and line drawings, but is sgnificantly better for dithered and
haftoneimages. The T.82 hardcopy format uses the bilevel image format on a angle bitplane and
prediction with no resolution reduction. See Section 8.3.2 for more details on T.82.

8.3.2 Soft Copy Image Format Options

Soft copy images can be represented in avariety of sdlectable formats. These include uncompressed,
T.82, and T.81 formats. All three formats are mandatory for soft copy images; however, each format
has severd options.

8.3.2.1 Uncompressed For mat

The uncompressed format represents each pixel in the image with between one bit and 24 bits
depending on the color space used. Thisformat may be appropriate for small images (i.e. 64 x 64)
where the transmisson time may not be sgnificant, and delays for compression and decompressonare
avoided. A VTU with softcopy capability shdl be adle to transmit and receive uncompressed imagesin
8-bit grayscde, RGB 4:4:4, YCbCr 4:2:2, or paletized 1, 4, or 8 bit per pixd formats. Optiondly it
may aso handle Y CbCr 4:2:0, Y CbCr 4:4:4, ClElab 4:2:0, ClElab 4:2:2, or ClElab 4:4:4 formats.
These are described in detail at the end of Sections 8.3.2.4 and 8.3.2.5.

8.3.2.2 T.82 Joint Bi-level Image Experts Group (JBIG)

T.82 (BIG) isdesgned to compress bilevel images, grayscae images, and palletized color images. A
VTU with softcopy capability shdl transmit and receive T.82 images in bileve, 8-bit grayscae, RGB
4:4:4, Y CbCr 4:2:2, and pdletized 1, 4, and 8 bit per pixe formats. Optionaly, it may aso handle 12-
bit grayscale, Y CbCr 4:2:0, Y CbCr 4:4:4, CIElab 4:2:0, CIElab 4:2:2, or CIElab 4:4:4 formats. The
12-bit grayscale mode could be used for high detaill medica or military images. It dlows for 4096
shades of gray as opposed to only 256 shades for 8-bit grayscae. The T.82 dgorithm uses three types
of pixe prediction: prediction with no resolution reduction, differentia prediction with resolution
reduction, and determinigtic differentia prediction with resolution reduction. Prediction with no
resolution reduction is the default. The other modes increase the compression that can be achieved, and
aso dlow for progressive transmisson. In progressive transmission, alower resolution image appears
quickly and isthen progressvely refined with detail until the full resolution image is transmitted.
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8.3.2.3 T.81 Joint Photographic Experts Group (JPEG)

T.81 (JPEG) is designed to compress color images. It usudly offers better performance than JBIG for
color images. A VTU with softcopy capability shal transmit and receive T.81 imagesin 8-bit grayscae,
and YCDCr 4:2:2 formats. Optiondly it may dso handle 12-bit grayscale, RGB 4:4:4, Y ChCr 4:2:0,

Y CbCr 4:4:4, ClElab 4:2:0, ClElab 4:2:2, or ClElab 4:4:4 formats. As adefault, the color components
are interleaved, optionally, they can be non-interleaved.

The T.81 dgorithm has severa compresson modes. DPCM, Sequential DCT, and Progressve DCT.
Losdess compression can be sdected using DPCM modes. Lossy compression is selected using DCT
modes. Lossy compression may be visudly losdess, providing useful images at increased compresson.
Sequentia DCT mode compresses and transmits the entire image in asingle pass. Thisisthe default
mode. Progressve DCT mode compresses the image and transmits the low frequency components of
the entire image firgt, followed by lower frequency components. This dlows the image to be transmitted
and decoded progressively.

The T.81 dgorithm dlows two different entropy coding techniques: Huffman and arithmetic. The defaullt
is Huffman coding. The arithmetic coding mode may provide improved compression over the slandard
Huffman encoding. The T.81 dgorithm alows prediction techniques cdled differentid modes, which
produce difference images for coding. Differentid modes offer improved compression over the
standard non-differentid modes when thereis large areas of specid amilarity intheimages. These
compression improvements may not be significant; however, they may increase the complexity and
delay of the compression/decompression process.

T.81 makes use of quantization tables, which must be defined by the manufacturer or user in order to
compress and decompress the images. In T.126, the tables are dways tranamitted aong with the image
data. The contents of these tables are not addressed in T.126; rather it is left to the manufacturer to
determine the manner in which they are defined.

8.3.2.4 Color Mapping

The next option for al uncompressed, T.82 and T.81 formats is color mapping, which ishow color is
represented. There are three types of color mapping: grayscale, paletized, and color component.
Grayscale formats represent an image in 256 shades of gray, with no other colors being represented.
Thisformat provides more detail than bileve (black and white) images and requires |ess data than color
images. Pdletized formats represent color using lookup tables. Each entry of the table represents a
color. Only theindex of the color within the table is coded and tranamitted. Thisindex may be a 1-bit,
4-hit, or 8-bit value. Pdletized formats are more efficient than the color component formats, however,
the actua number of colorsthat can be represented is limited to a small number (2, 16, or 256). For
the third type of color mapping, there are three color component formats: RGB, Y CbCr, and CIElab.
These formats use three 8-hit vaues to represent each pixe. The RGB formats are typica for computer
generated pictures, while the Y CbCr formats are typica for video capture devices and cameras. The
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Y CbCr format is more efficient than RGB because the chroma components (Cb and Cr) can be
sampled a alower resolution than the luminance component (Y) without a significant perceptud loss.
Thisis cdled subsampling. The ClElab format can dso be subsampled, but it provides better color
quality than Y CbCr in the presence of the quantization errors that may result from the compresson
agorithm.

8.3.25 Chroma Sampling

An option for the RGB, Y CbCr, and CIElab color mappings is chromasampling. This option gppliesto
the uncompressed, T.82 and T.81 image formats. RGB can only be sampled in 4:4:4 format where
each Red, Green, and Blue component is sampled at the same resolution. 'Y CbCr can be sampled in:

4:4:4 format where adl components are sampled at the same resolution;

4:2:2 format where the Cb and Cr components are sampled at haf the horizontal resolution
of the'Y component; and,

4:2:0 format where the Cb and Cr components are sampled at half the horizontal and half
the vertica resolution of the' Y component.

This subsampling usudly resultsin imperceptible errorsin the color of the image while increasing the
compression of theimage. Subsampled formats may not be appropriate for images, which require
precise color detail, such as high-resolution medica images. The same subsampling formats are
available for the CIElab format. Inthiscase, L isthe luminance component with A and B being the
chroma components.

8.3.3 Still Images

ITU-T T.126 provides amechanism for tranamitting till images within a video tel econference, as per
Section 8.3. The T.126 Soft-Copy-Image-0 Profile (option 2 in Section 8.3) isrecommended as a
minimum to send and recelve dill images. It provides a capability smilar to the NITFS JPEG capability
gpecified in MIL-STD-188-198A. The T.126 profile provides the capability to receive and transmit
384 pixds (wide) x 288 pixds (high) 8-bit grayscale and 24-bit Y CbCr color images using sequentid
DCT with Huffman encoding. Thisincludesthe MIL-STD-188-198A Type 1 (8-bit gray scae) and
Type 2 (24-bit color) compression modes.

For many applications, higher resolution is required, and in this case the T.126 Soft- Copy-1meage-1
Profile (option 3 in Section 8.3) isrecommended. This is the same as the Soft-Copy-1mage-0 Profile
except that the resolution capability isincreased to 768 pixels (wide) x 576 pixelshigh). This resolution
issufficent to handle full-scale images digitized from NTSC broadcast quality video sources. For other
resolutions, the options Soft-Copy-Image- Bitmap-Max-Width and

Soft- Copy- Image-Bitmap-Max-Height can be used to specify any resolution up to 21,845.
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The following options are not addressed by T.126. The capability to use the default quantization tables
defined in MIL-STD-188-198A isoptiona. As per T.126, the tables are dways tranamitted aong with
theimage data. They dlow imagesto be coded at five different levels of qudity, which resultsin
different degrees of compresson. Higher quality typicdly resultsin lower compression. The capahility
for the user to define custom T.81 quantization tables in order to maximize compression for specid
types of images is another option. See MIL-STD-188-198A and DISA/JIEO Circular 9008, NITFS
Certification Test and Evaluation Program Plan, for more details.

Note that T.126 does not provide the same file formats, security labeling symbology, graphics meta
language and text description that NITFS provides. However, the T.126 Image Annotation Profile
(option 5 in Section 8.3) does provide an annotation capability, which may be used to annotate images
with security information, symbols, graphics, and text. Also note that the till image cameras and the
display devices must be of the same or higher resolution in order to obtain the desired overdl till imege
resolution. See Section 10.1.8.2.

8.4 File Transfer

T.127 specifies the requirements for Multipoint Binary File Transfer gpplications within T.120. T.127
defines three profiles for binary filetransfer. These are File Receive Only, File Transmit Only, and
File Transmit/Receive. A VTU having file trandfer cgpability shdl comply with the mandatory
requirements of any one of these T.127 Profiles.

The File Receive Only profile provides the capability to accept files transmitted from other VTUs and
to request that files from other VTUs be tranamitted to it.

The File Transmit Only profile provides the capability to initiate transmisson of filesto dl other VTUs
and to respond to requests thet it transmitsfilesto al other VTUs.

The File Transmit/Receive profile provides the capability of both the File Receive Only and File
Transmit Only profiles.

A VTU that isaT.127 tranamitter, shall be cgpable of transferring afileto al recaelvers. A tranamitter
may have the optiona cgpability to concurrently transfer multiplefiles. A transmitter shal be capable of
broadcasting afileto al recelversin the conference. A transmitter may have the optiona capability to
trandfer filesto a subsat of the receiversin aconference. This capability alows private file transfers
within the conference.

A VTU may have the optiond capability to request adirectory listing of the remote VTU. A VTU

receiving arequest to provide a directory listing, shal respond to that request, however, it may decline
to provide the listing.
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A VTU shdl be cgpable of transmitting and/or receiving filesin uncompressed format. A VTU may
have the optiona capability to transmit and/or receivefilesin V.42bis data compressed format. The
compressed format may reduce the amount of data required to represent the file, which will result in
reduced transmission time. |If the file dready contains compressed information, the V.42bis compressed
format may not result in asgnificant reduction in data

8.5 Multipoint Application Sharing

The T.128 Multipoint Application Sharing is an optiond protocal that supports multipoint computer
goplication sharing. It dlows aview onto a computer gpplication, such asaword processing or a
Spreadshest, executing a one Ste to be smultaneoudy viewed at other sites within a conference. Each
dte can, under specified conditions, take control of the shared computer application by sending remote
keyboard and pointing device information. This style of application sharing does not require and does
not make provison for synchronizing multiple instances of the same computer gpplication running a
multiple Sites. Ingteed, it enables remote viewing and control of a single application instance to provide
the illuson thet the application is running locdly.

Recommendation T.128 uses services provided by Recommendations T.122 (MCS) and T.124
(GCC). Further details may be provided in future versons of the Profile.
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9 VTC PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENTS (PICYS)

9.1 Introduction

The PICS specify requirements for implementations of this Profile. They are used to determine areas
where interoperability testing may be carried out and as a screening device to determine if aVTU or
MCU meets dl mandatory requirements. The PICS are aso recommended for use by purchasers of
video teleconferencing systems to determine which festures have been implemented. Thissectionisto be
used in conjunction with Sections 5, 6 and 8 of the Profile. If thereisany disagreement between this
section and Sections 5, 6 and 8, then Sections 5, 6 and 8 take precedence.

The columns of the PICS are as follows:

Protocol Feature refersto the features of the protocol in question;

Sd. Clause indicates the clause of the standard where the feature is described;

Sd. Satus indicates whether the feature is mandatory, optiond, etc.; and,

Implemented has two ballot boxes where the manufacturer may indicate support or nor
support for afeature.

9.1.1 Symbolsand Conventionsused in Std. Status Column

M = Mandatory. In those cases where the entire standard is optiona “Mandatory”
indicates those portions of the standard that shdl be implemented to meet the minimum requirements
associated with that standard.

@) = Optiond.

O<n> = Optiona, but support of at least one of the group of options labeled by the
same numerd <n> isrequired.

C = Conditiond.

CM = Conditionally Mandatory, i.e,, if the terminal or MCU is cgpable of entering the

given date, then it shdl tranamit the given code and, when leaving thet
date, the complementary code. If it has no such capability it can ignore

both.
NS = Not within scope of this profile.
Y = Supported.
N = Not supported.

9.2 ldentification
If usng the PICS to determine specific manufacturer compliance, suggest including the following product

information as gpplicable: Product Name; Model Number; Revison Number; Software Verson
Number; and, any other device identification information.
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9.3 H.221 PICS
H.221 PICS

Protocol Feature Std. Clause [ Std. Status Implemented?
Frame Alignment Signal 11 M Y[] N[]
Bit-rate Allocation Signal 12 M Y[] N[]
Encryption Control Signal 13 6] Y[] N[]
Remaining capacity 14 M Y[] N[]
Frame Alignment - General 21 M Y[] N[]
Multiframe structure 2.2 M Y[] N[]
Loss & recovery of frame alignment. 23 M Y[] N[]
Loss & recovery of multiframealign 24 M Y[] N[]
Timing recovery 25 0] Y[]1 N[1]
Description of the CRC-4 procedure 2.6 6] Y[] N[]
Computation of the CRC-4 bits 26.1 6] Y[] N[]
Frame alignment monitoring 26.2.2 6] Y[] N[]
Error rate monitoring 26.2.3 6] Y[] N[]
Multiple B-connections 271 0 Y[] N[]
Multiple HO-connections 272 ©) Y[] N[]
Encoding of the BAS 31 M Y[] N[1]
Vauesof theBAS 32 M Y[] N[]
Proceduresfor use of the BAS 33 M Y[] N[]
Trans. of generic SBE characters 34 6] Y[] N[]
Audio command - neutral Annex A.1 6] Y[] N[]
Audio command - Au-off, U Annex A.1 NS
Audio command - Au off, F Annex A.1 (0] ()] Y[] N[]
Audio command - A-law, OU Annex A.1 NS
Audio command - A-law, OF Annex A.1 ol Y[] N[1]
Audio command - mlaw, OU Annex A.1 NS
Audio command - mlaw, OF Annex A.1 M Y[] N[]
Audio command - G.722, ml Annex A.1 6] Y[] N[]
Audio command - G.722, m2 Annex A.1 6] Y[] N[]
Audio command - G.722, m3 Annex A.1 6] Y[] N[]
Audio command - Au-40k Annex A.1 NS
Audio command — G.722.1-32k Annex A.1 ®)
Audio command — G.722.1-24k Annex A.1 ©)
Audio command - G.728 Annex A.1 M Y[] N[]
Audio command - Au -<16k Annex A.1 NS
Audio command - Au-1SO-64 to 256 Annex A.1 NS
Audio command - Au-1SO-384 Annex A.1 NS
Xfer rate command - 64 Annex A.2 M Y[] N[]
Xfer rate command - 2 x 64 Annex A.2 M Y[] N[]
Xfer rate command - 3x 64 Annex A.2 ©) Y[] N[]
Xfer rate command - 4Xx 64 Annex A.2 ®) Y[] N[1]
Xfer rate command - 5x 64 Annex A.2 ®) Y[]1 N[1]
Xfer rate command - 6x 64 Annex A.2 ®) Y[] N[]
Xfer rate command - 384 Annex A.2 6] Y[] N[]
Xfer rate command - 2 x 334 Annex A.2 6] Y[] N[]
Xfer rate command - 3x 334 Annex A.2 6] Y[] N[]
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H.221 PICS

Protocol Feature Std. Clause [ Std. Status Implemented?
Xfer rate command - 4x 334 Annex A.2 ®) Y[]1 N[1]
Xfer rate command - 5x 334 Annex A.2 ®) Y[] N[]
Xfer rate command - 1536 Annex A.2 6] Y[] N[]
Xfer rate command - 1920 Annex A.2 6] Y[] N[]
Xfer rate command - 128k Annex A.2 6] Y[] N[]
Xfer rate command - 192k Annex A.2 0 Y[] N[]
Xfer rate command - 256k Annex A.2 ©) Y[] N[]
Xfer rate command - 512k Annex A.2 ®) Y[] N[1]
Xfer rate command - 768k Annex A.2 ®) Y[]1 N[1]
Xfer rate command - 1152k Annex A.2 ®) Y[] N[]
Xfer rate command - 1472k Annex A.2 6] Y[] N[]
Xfer rate command - L oss-i.C. Annex A.2 6] Y[] N[]
Channel No. 2-6 Annex A.2 6] Y[] N[]
Video, etc. cmd - Video-off Annex A.3 0 Y[] N[]
Video, etc. cmd - H.261, H.263 AnnexA.3 ©) Y[] N[]
Video, etc. cmd - Video-imp.(R) Annex A.3 NS

Video, etc. cmd - Video-1SO Annex A.3 NS

Video, etc. cmd - AV-1ISO Annex A.3 NS

Video, etc. cmd - Freeze-picture. Annex A.3 M Y[] N[]
Video, etc. cmd - Fast-update Annex A.3 M Y[] N[]
Video, etc. cmd - Encrypt-on Annex A.3 6] Y[] N[]
Video, etc. cmd - Encrypt-off Annex A.3 0 Y[] N[]
Video, etc. cmd - Au-loop Annex A.3 ©) Y[] N[]
Video, etc. cmd - Video-loop Annex A.3 ®) Y[] N[1]
Video, etc. cmd - Dig-loop Annex A.3 ®) Y[1 N[]
Video, etc. cmd - L oop-off Annex A.3 ®) Y[] N[]
Video, etc. cmd - SM -comp Annex A.3 6] Y[] N[]
Video, etc. cmd - Cancel SM -comp Annex A.3 6] Y[] N[]
Video, etc. cmd - 6B-HO-comp Annex A.3 6] Y[] N[]
Video, etc. cmd - Not-6B-HO-comp Annex A.3 0 Y[] N[]
Video, etc. cmd - Restrict Annex A.3 M Y[] N[]
Video, etc. cmd - Derestrict Annex A.3 M Y[] N[1]
LSD/MLP cmd- LSD off Annex A4 0] Y[]1 N[1]
LSD/MLP cmd - 300 Annex A4 ®) Y[] N[]
LSD/MLP cmd - 1200 Annex A.4 6] Y[] N[]
LSD/MLP cmd - 4800 Annex A.4 6] Y[] N[]
LSD/MLP cmd - 6400 Annex A.4 6] Y[] N[]
LSD/MLP cmd - 8000 Annex A.4 0 Y[] N[]
LSD/MLP cmd - 9600 Annex A.4 ©) Y[] N[]
LSD/MLP cmd - 14400 Annex A.4 0] Y[] N[]
LSD/MLP cmd - 16k Annex A.4 0 Y[] N[]
LSD/MLP cmd - 24k Annex A4 ®) Y[] N[]
LSD/MLP cmd - 32k Annex A.4 ®) Y[] N[]
LSD/MLP cmd - 40k Annex A.4 6] Y[] N[]
LSD/MLP cmd - 48k Annex A.4 6] Y[] N[]
LSD/MLP cmd - 56k Annex A.4 0 Y[] N[]
LSD/MLP cmd - 62.4k Annex A.4 ®) Y[] N[]
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H.221 PICS

Protocol Feature Std. Clause [ Std. Status Implemented?
LSD/MLP cmd - 64k Annex A4 0] Y[]1 N[1]
LSD/MLP cmd- Var-LSD Annex A4 ®) Y[] N[]
LSD/MLP cmd- DTI(r) Annex A.4 NS

LSD/MLP cmd - MLP-off Annex A.4 6] Y[] N[]
LSD/MLP cmd - MLP-4k Annex A.4 6] Y[] N[]
LSD/MLP cmd - MLP-6.4k Annex A.4 0 Y[] N[]
Audio cap - G.722-64 Annex A.5 ©) Y[] N[]
Audio cap - G.722-48 Annex A.5 ®) Y[] N[1]
Audio cap- G.722.1-32 Annex A.5 0] Y[]1 N[1]
Audio cap-G.722.1-24 Annex A.5 ®) Y[] N[]
Audio cap - G.728 Annex A.5 M Y[] N[]
Audio cap- Au-1SO Annex A5 6] Y[] N[]
Video etc. cap- QCIF Annex A.6 M Y[] N[]
Video etc. cap- FCIF Annex A.6 0 Y[] N[]
Video etc. cap - 1/29.97 Annex A.6 ©) Y[] N[]
Video etc. cap - 2/29.97 Annex A.6 ®) Y[] N[1]
Video etc. cap - 3/29.97 Annex A.6 ®) Y[] N[]
Video etc. cap - 4/29.97 Annex A.6 M Y[] N[]
Video etc. cap - Video-imp(R) Annex A.6 NS

Video etc. cap - Video-1SO Annex A.6 NS

Video etc. cap- AV-ISO Annex A.6 NS

Video etc. cap - MBE-cap Annex A.6 0 Y[] N[]
Video etc. cap - Esc-CHR) Annex A.6 NS

Video etc. cap - Encrypt Annex A.6 ®) Y[] N[1]
Trans rate cap- B, Hy Annex A.7 0 Y[]1 N[1]
Trans rate cap- 2B Annex A.7 M Y[] N[]
Trans rate cap - 6B Annex A.7 6] Y[] N[]
Transrate cap-2x H, Annex A.7 6] Y[] N[]
Transrate cap-5xH, Annex A.7 6] Y[] N[]
Trans rate cap- H11/H12 Annex A.7 0 Y[] N[]
Trans rate cap - Restrict Annex A.7 M Y[] N[]
Trans rate cap - 6B-Hy-comp Annex A.7 ®) Y[] N[1]
Trans rate cap - 128k Annex A.7 ®) Y[]1 N[1]
Trans rate cap - 192k Annex A.7 ®) Y[] N[]
Trans rate cap - 256k Annex A.7 6] Y[] N[]
Trans rate cap - 512k Annex A.7 6] Y[] N[]
Trans rate cap - 768k Annex A.7 6] Y[] N[]
Trans rate cap - 1152k Annex A.7 0 Y[] N[]
Trans rate cap - 1472k Annex A.7 ©) Y[] N[]
LSD/MLP cap - 300(to 64K) Annex A.8 O Y[] N[]
LSD/MLP cap- Var-LSD Annex A.8 0 Y[] N[]
LSD/MLP cap - MLP-4k Annex A.8 0] Y[] N[]
LSD/MLP cap - MLP-6.4k Annex A.8 ®) Y[] N[]
LSD/MLP cap- Va-MLP Annex A.8 6] Y[] N[]
Escape table values - HSD Annex A.9 6] Y[] N[]
Escape table values- H.230 Annex A.9 0 Y[] N[]
Escape table values- Start-MBE Annex A.9 ©) Y[] N[]
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H.221 PICS

Protocol Feature Std. Clause [ Std. Status Implemented?
Escape table values- NS-cap Annex A.9 ©) Y[] N[]
Escape table values- NS-comm. Annex A.9 ®) Y[] N[]
Escape table values- Cap-mark Annex A.9 6] Y[] N[]
Escape table values- Data-apps Annex A.9 6] Y[] N[]
HSD/H-MLP values - 64k to 1536k Annex A.10 | O Y[] N[]
HSD/H-MLP values - HSD-other Annex A.10 | O Y[] N[]
HSD/H-MLP values- Var-HSD AnnexA.10 | O Y[] N[]
HSD/H-MLP values- H-MLP-62.4k AnnexA.10 | O Y[] N[]
HSD/H-MLP cmds- 192k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds- 256k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds- 320k Annex A1l | O Y[] N[]
HSD/H-MLP cmds- 384k Annex A1l | O Y[] N[]
HSD/H-MLP cmds- HSD-other Annex A1l | O Y[] N[]
HSD/H-MLP cmds- H-MLP-off Annex A1l | O Y[] N[]
HSD/H-MLP cmds- H-MLP-62.4k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds - H-MLP-64k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds- H-MLP-128k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds- H-MLP-192k AnnexA.11 | O Y[] N[]
HSD/H-MLP cmds- H-MLP-256k AnmnexA.1l | O Y[] N[]
HSD/H-MLP cmds- H-MLP-320k AnmnexA.1l | O Y[] N[]
HSD/H-MLP cmds- H-MLP-384k AnmnexA.1l1 | O Y[] N[]
HSD/H-MLP cmds- Var-H-MLP Annex A1l | O Y[] N[]
LSD/HSD appl. - Still image H.261 AnnexA.12 | O Y[] N[]
LSD/HSD appl. - V.120LSD AnnexA.12 | O Y[] N[]
LSD/HSD appl. - V.120 HSD AnnexA.12 | O Y[] N[]
LSD/HSD appl. - ISO-SPon LSD Annex A.12 [ NS

LSD/HSD appl. - 1ISO-SPon HSD AnnexA.12 [ NS

LSD/HSD appl. - 1SO-SP spatial Annex A.12 [ NS

LSD/HSD appl. - I1SO-SP progressive Annex A.12 [ NS

LSD/HSD appl. - 1SO-SP arithmetic Annex A.12 [ NS

LSD/HSD appl. - Graphics cursor Annex A.12 | NS

LSD/HSD appl. - Group 3 fax Annex A.12 | NS

LSD/HSD appl. - Group 4 fax Annex A.12 | NS

LSD/HSD appl. - 1ISO-SPonin LSD Annex A.13 | NS

LSD/HSD appl. - ISO-SP onin HSD Annex A.13 [ NS

LSD/HSD appl. - Cursor dataLSD Annex A.13 [ NS

LSD/HSD appl. - Fax onin LSD Annex A.13 [ NS

LSD/HSD appl. - Fax onin HSD Annex A.13 [ NS

LSD/HSD appl. - V.120LSD AnnexA.13 | O Y[] N[]
LSD/HSD appl. - V.120 HSD AnnexA.13 | O Y[] N[]

Notel: A-law audio isnot mandatory but is strongly recommended.

Note 2: The transmission rate capability for one B-channel is mandatory, the capability for 384 kb/s Hq

isoptional.
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9.4 H.230PICS

The following tables summarize some requirements for H.230 compliance. The Transmit and Receive
columnsindicate that the Protocol Festure is transmitted or received by the VTU or MCU. The Notes
column provides other information related to the requirements. The numbersin the table headers refer
to sections in this profile that are related to the group of protocol featuresin that table.

9.4.1. MCU General Capability

51.6MCU
(alsosee5.1.5.1.1and 5.1.5.1.2)
Protocol Sd. Sd. Transmit | Receive Notes Implemented?
Feature Clause | Status
MCC 35 M X Note 2 Y[] N[]
CANCEL- 35 M X Note 2 Y[1 N[]
MCC
MCS 35 CM X Note 2 Mandatory if MCU has Y[1 N[]
Data Channel Capability
MCN 35 CM X Note 2 " Y[1 N[]
MMS 35 C™M X Note 2 Mandatory if H.263 is Y[] N[]
supported
CANCEL 35 C™M X Note 2 Mandatory if H.263 is Y[]1 N[]
MMS supported
MIZ 35 ©) X Note 2 Indication only Y[] N[]
CANCEL- 35 (0] X Note 2 " Y[] N[]
MIZ
MIV 35 ®) X " Y[] N[]
CANCEL- 35 (0] X " Y[1 N[]
MIV
MIL 35 ®) X X Y[1 N[]
TIC 35 @) X X Related to Call Y[1 N[]
Association
TIX* 35 ®) X ! Y[]1 N[]
TIA* 35 @) X Related to Call Y[]1 N[]
Association and Terminal
Numbering
TIN* 35 O X Note 2 Related to Terminal Y[] N[]
Numbering
TIL* 35 ®) X Note 2 " Y[] N[]
TID* 35 ®) X Note 2 " Y[] N[]
TCU 35 ©) Note 1 X " Y[] N[]
VIN* 35 ®) X " Y[1 N[]

Note 1: Thiscode may haveto be transmitted by the MCU in the cascaded case.
Note 2: Thiscode may have to be received by the MCU in the cascaded case.
* - These features require the use of terminal numbers.
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9.4.2. MCU Voice Activation

5.1.6.1.2.1 MCU Voice Activated Switching
Protocol Sd. Sd. Transmit | Receive Notes Implemented?
Feature Clause | Status
Voice H.243 M X X Y[] N[]
Activated 5.2
VCF 31 M X X Y[] N[]
VCU 31 M X X Y[] N[1]
9.4.3. MCU User Broadcast Control
5.1.6.1.2.2 MCU User Broadcast Control
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
MCV 35 M Note 1 X Y[] N[]
CANCEL- 35 M Note 1 X Y[] N[]
MCV
VCR 35 M X Note 2 Y[] N[]
Note 1: Thiscode may haveto be transmitted by the MCU in the cascaded case.
Note 2: This code may have to be received by the MCU in the cascaded case.
9.4.4. MCU User Sdlect Control
5.1.6.1.2.3 MCU User Select Control
Protocol Sd. Sd. Transmit Recelve Notes Implemented?
Feature Clause | Status
VCs 35 CM X Mandatory if MCU Y[1 N[]
has User Select
Control
CANCEL- 35 CM X " Y[] N[]
VCS
VCR 35 CM X ! Y[] N[]

* - Thisfeatures require the use of terminal numbers.
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9.4.5. MCU Chair Control Capability

5.1.6.1.2.4 M CU Chair Control Capability
(alsoseeb5.1.5.1.2)
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
CIC 35 Cc™M X X Mandatory if MCU Y[] N[]
has Chair Control
CCA 35 CM Note 1 X " Y[] N[]
CIS 35 CM Note 1 X " Y[] N[]
CIR 35 CM X Note 2 " Y[] N[]
CIT 35 CM X Note 2 " Y[] N[]
CCR 35 CM X Note 2 " Y[] N[]
\/CB* 35 CM Note 1 X " Y[] N[]
CANCEL- 35 CM Note 1 X " Y[] N[]
VCB
VCR 35 CM X Note 2 “ Y[] N[]
CCD* 35 CM Note 1 X " Y[] N[]
CCK 35 CM Note 3 X " Y[] N[]
TIF 35 CM X Note 2 " Y[] N[]
TCU 35 CM X “ Y[] N[]
TIA* 35 CM X “ Y[] N[]
TIL* 35 CM X “ Y[] N[]
TIN* 35 CM X “ Y[] N[]
TID* 35 CM X “ Y[] N[]
VIN* 35 CM X “ Y[] N[]
VCS 35 O X Y[] N[]
CANCEL- 35 o X Y[] N[]
VCS
Note 1. Thiscode may have to be transmitted by the MCU in the cascaded case.
Note 2: This code may have to be transmitted by the MCU in the cascaded case.
Note 3: CCK in acascaded environment isfor further study in ITU-T H.243.
* - These features require the use of terminal numbers.
9.4.6. MCU Terminal Identifiers
5.1.6.1.2.6 MCU Terminal |dentifiers
Protocol Std. Sd. Transmit Receive Notes Implemented?
Feature | Clause | Status
TCl 35 0 X Note 2 Y[] N[]
TIl 35 0 Note 1 X Related to TCI Y[] N[]
TIS 35 0 Note 1 X " Y[] N[]
TCS 35 0 X Note 2 Y[] N[]
1S 35 0 Note 1 X Relatedto TCS Y[] N[]
TCP* 35 0 Note 1 X Y[] N[]
TIP 35 0 X Note 2 Related to TCP Y[] N[]

Note 1: Thiscode may have to be transmitted by the MCU in the cascaded case.
Note 2: Thiscode may have to be received by the MCU in the cascaded case.
*- This features require the use of terminal numbers.
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5.1.6.1.4 M CU Selection of SCM
(also see5.1.5.1.2.¢)
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
Minimum H.243 M Y[1 N[]
SCM 4.0
Secondary H.243 o] Y[] N[]
VTUs 4.0
MIS 35 ©) X X Indication only Y[] N[]
CANCEL- 35 0] X X " Y[] N[]
MIS
9.4.8. MCU Audio General
5.1.6.2 MCU Audio
Protocoal Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
G711 G711 M X X Y[1 N[]
mlaw
G711 G711 M X X Y[] N[]
A-law
G722 G722 O X X Highly recommended Y[1 N[]
G7221 G7221 O X X Highly recommended Y[1 N[]
G.728 G.728 M X X Highly recommended Y[] N[]
Audio H.243 M X X Y[1 N[]
Mixing
Voice H.243 M X X Y[1 N[]
Activated
Switching
9.4.9. MCU Data Communications
5.1.6.3 M CU Data Communications
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature | Clause | Status
DCA-L 35 ®) X X Y[] N[]
DIT-L 35 @) X X Y[] N[]
DISL 35 ®) X X Y[] N[]
DCR-L 35 ®) X X Y[] N[]
DCC-L 35 (®) X X Y[] N[]
DCA-H 35 (®) X X Y[] N[]
DIT-H 35 (0] X X Y[] N[]
DISH 35 ®) X X Y[]1 N[]
DCR-H 35 @) X X Y[] N[]
DCC-H 35 @) X X Y[] N[]
T.120 ®) X X Y[] N[]
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9.4.10. MCU Cascading

5.1.6.5 MCU Cascading
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
Smple H.243 0] X X Y[1 N[]
Cascading
Principle/ H.243 (0] X X Y[1 N[]
Satellite
Cascading
MIM 35 CM X X Mandatory for Y[1 N[]
Principle/Satellite
Cascading
RAN 35 CM X X Mandatory for MCUs Y[1 N[]
without administered
P/S status

9.4.11. MCU Simultaneous Confer ence Operation

5.1.6.7 MCU Simultaneous Confer ence Operation

Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
Simultaneous | H.243 @] X X Y[1 N[]
Conferences

9.4.12. MCU Value Added Services

10.1.9 MCU Value Added Services
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
SBE 34 @] X Y[] N[]
Characters
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9.4.13. Other MCU Capabilities

Other MCU Capability
Protocol Sd. Sd. Transmit Receve Notes Implemented?
Feature Clause | Status
AIM 32 O X X Indication only Y[] N[]
AlA 32 @] X X " Y[] N[]
VIS 31 0 X X Y[1 N[]
VIA 31 0 X X Y[1 N[]
VIA2 31 ©] X X Y[]1 N[]
VIA3 31 ©] X X Y[] N[]
VIR 31 @] X X Y[] N[]
LCV 3.3 @] X X Y[] N[]
LCA 33 @] X X Y[] N[]
LCD 33 @] X X Y[] N[]
LCO 33 0 X X Y[1 N[]
9.4.14. Normal VTU Basic Multipoint Capability
5.1.5.1.1 Normal VTU Basic M ultipoint Capability
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
VCF 31 M X Y[IN[]
VCU 31 M X Y[IN[]
Freeze Picture | H.261 M X InH.261 or Y[IN[]
Release H.263 H.263Picture Header
MCC 35 M X Y[IN[]
Cancel-MCC 35 M X Y[IN[]
MCS 35 ™M X Mandatory if VTU Y[IN[]
has Data Channel
Capability
MCN 35 CM X " Y[IN[]

9.4.15. Normal VTU Optional Multipoint Capability
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5.1.5.1.2 Normal VTU Optional Multipoint Capability
Protocol Sd. Sd. Transmit Receve Notes I mplemented?
Feature Clause | Status
TIC 35 O X Y[]1 N[]
TIA* 35 (®) X Relatedto TIC Y[] N[]
TIX* 35 (®) X " Y[] N[]
MIV 35 O X Indication only Y[1 N[]
Cancel-MIV 35 (®) X " Y[] N[]
MIZ 35 (©) X " Y[] N[]
Cancel-M1Z 35 [®) X " Y[1 N[]
MIS 35 @) X " Y[1 N[]
Cancel-MIS 35 O X " Y[]1 N[]
TCU 35 (0] X Related to Terminal Y[1 N[]
Numbering
TIA* 35 (®) X “ Y[] N[]
TIL* 35 (®) X “ Y[] N[]
TIN* 35 (®) X “ Y[] N[]
TID* 35 (©) X “ Y[] N[]
VIN* 35 [®) X “ Y[1 N[]
TIF 35 @) X Y[1 N[]
TCl 35 O X Y[]1 N[]
TIl 35 (®) X Related to TCI Y[] N[]
TIS 35 (®) X “ Y[] N[]
TCS 35 (®) X Y[] N[]
1S 35 O X Related to TCS Y[] N[]
TCP* 35 (©) X Y[] N[]
TIP 35 [®) X Related to TCP Y[1 N[]
SBE 34 @) X Y[1 N[]
*- These features require the use of terminal numbers.
9.4.16. VTU User Broadcast Control Capability
5.1.5.2.1 User Broadcast Control VTU Capability
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
MCV 35 CM X Mandatory if VTU has Y[] N[]
User Broadcast Control
CANCEL- 35 Cc™M X " Y[1 N[]
MCV

9.4.17. VTU User Select Control Capabilities
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5.1.5.2.2 User Select Control VTU Capability
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
VCs 35 CM X Mandatory if VTU has Y[] N[]
User Select Control
CANCEL-VCS 35 CM X " Y[] N[]

VCR 35 CM X " Y[] N[]
TCU 35 o] X ! Y[] N[]
TIN* 35 0.1 X ! Y[] N[]
TID* 35 0.1 X ! Y[]1 N[]
TIL* 35 01 X ! Y[1 N[]
VIN* 35 01 X ! Y[1 N[]

* - These features require the use of terminal numbers.

9.4.18. VTU Chair Control Basic Capability
5.1.5.3.1VTU Chair Control Basic Capability
Protocol Sd. Sd. Transmit Receive Notes I mplemented?
Feature Clause | Status
ciCc 35 CM X Mandatory if VTU has Y[1 N[]
Chair Control Capability

CCA 35 CM X " Y[]1 N[]
CIS 35 CM X " Y[] N[]
CIR 35 CM X " Y[] N[]
CIT 35 CM X " Y[] N[]
CCR 35 CM X " Y[] N[]
CCD* 35 CM X “ Y[] N[]
CCK 35 CM X “ Y[1 N[]
VCB* 35 CM X " Y[1 N[]

CANCEL 35 ™M X " Y[] N[]
VCB

VCR 35 CM X " Y[] N[]
TIF* 35 CM X “ Y[] N[]
TCU 35 CM X “ Y[] N[]
TIN* 35 CM X “ Y[] N[]
TID* 35 CM X “ Y[] N[]
TIL* 35 CM X “ Y[1 N[]
VIN* 35 CM X “ Y[1 N[]

*- These features require the use of terminal numbers.

9.4.19. VTU Chair Control Optional Capability
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5.1.5.3.2VTU Chair Control Optional Capability
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
VCs 35 0 X Y[] N[]
Cancel 35 O X Y[] N[]
VCS
* - These features require the use of terminal numbers.
9.4.20. VTU Data Communications
8.1.1 MLP Data Channels
Protocol Sd. Sd. Transmit Receive Notes Implemented?
Feature Clause | Status
DCA-L 35 0 X X Y[]1 N[]
DIT-L 35 O X X Y[1 N[]
DISL 35 o] X X Y[1 N[]
DCR-L 35 o] X X Y[]1 N[]
DCC-L 35 o] X X Y[] N[]
DCA-H 35 o] X X Y[] N[]
DIT-H 35 o] X X Y[] N[]
DISH 35 o] X X Y[] N[]
DCR-H 35 0 X X Y[]1 N[]
DCC-H 35 O X X Y[1 N[]
T.120 o] X X Y[1 N[]
9.4.21. Other VTU Capability
Other VTU Capability
Protocol Sd. Sd. Transmit Receive Notes I mplemented?
Feature Clause | Status
AIM 32 CM X X Mandatory if theVTU Y[1 N[]
has audio mute cap-
ability, indication only
for the receive VTU
AlA 32 CM X X " Y[]1 N[]
VIS 31 CM X X Mandatory if theVTU Y[] N[]
has video mute cap-
ability, indication only
for the receive VTU
VIA 31 CM X X " Y[] N[]
VIA2 31 CM X X " Y[] N[]
VIA3 31 CM X X " Y[] N[]
VIR 31 O X X Indication only Y[1 N[]
LCV 33 O X Y[] N[]
LCA 33 O X Y[1 N[]
LCD 33 M X Y[]1 N[]
LCO 33 M X Y[] N[]
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9.5. H224 PICS

Real-Time Control Protocol for Smplex Applications Using the H.221 L SD/HSD/MLP

Channds
Protocol Feature Std. Clause Std. Status Implemented?
H.224 Capabilities 6.1.1 M Y[IN]]
H.224 Commands 6.1.2 M Y[INI[]
Operation 6.1.3 M Y[INI[]
Relationship to T.120 Protocols 6.2 M Y[IN][]
Major Features 7 M Y[IN][]
Physical Layer Transmission Over H.221 7.1 M Y[IN][]
Client Bata Block Segmentation 72 M Y[IN][]
Maximum Information Field Size 721 M Y[IN]J]
Maximum Transmission Time 7122 M Y[IN][]
Segment Numbering 723 M Y[IN][]
Terminal Address Resolution 73 M Y[INI[]
Client ID Assignments 74 M Y[IN][]
Data Layer Protocol Frame Structure 75 M Y[IN][]
Field Descriptions 8 M Y[IN][]
Client Management Entity 9 M Y[IN][]
CME Client List Message 9.1 M Y[IN]]
CME Extra Capabilities M essage 9.2 ®) Y[INI[]
CME Client List Command 9.3 ®) Y[INI[]
CME Extra Capabilities Command 94 0] Y[IN]]
CME Standard Command Codes 95 M Y[IN][]
CME Standard Response Codes 9.6 M Y[IN][]
List of Standard Client IDs 10 M Y[IN][]
Extended Client IDs 101 M Y[IN]]
Non-Standard Client IDs 10.2 ©) Y[IN]J]
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9.6. H231 PICS
Multipoint Control Unitsfor Audiovisual Systems Using Digital Channelsup to 2 Mb/s
Protocol Feature Std. Clause | Std. Status Implemented?
Audio mixing MCU 4.3a 0.1 Y[] N[]
Audio switching MCU 4.3a 0.1 Y[] N[]
Video 4.3b ®) Y[] N[]
Transfer rate (see H.221) 4.3c O(1) Y[] N[]
Restricted-network capability 4.3d M Y[1 N[]
Data 4.3e ®) Y[] N[]
MLP - highest rates 4.3f ©) Y[] N[]
Encryption 439 6] Y[] N[]
MBE capability 4.3h CM Y[1 N[]
Non-MLP chair control 43 ®) Y[] N[]
Ports and configurability 44a 6] Y[] N[]
Network aspect 4.4b ©) Y[] N[]
Communication mode selection 4.4c ®) Y[1 N[]
Terminal identification 4.4d ®) Y[1 N[]

Note 1 - H.231 stipulates that an MCU may provide any of the transfer rates specified in H.221.
In the case of this Profile p=1 and p=2 are mandatory.
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9.7. H.242 PICS

System for Establishing Communications Between Audiovisual Terminals Using Digital

Channelsup to 2 Mb/s

Protocol Feature Std. Clause Std. Status Implemented?
Audio capabilities 21 M Y[] N[]
Video capabilities 2.2 M Y[] N[]
Transfer rate capabilities 23 M Y[] N[]
Data capabilities 24 6] Y[] N[]
Terminals on restricted ntwks capab. 25 M Y[] N[]
Capahility exchange - Sequence A 5.1 M Y[] N[]
M ode switching - Sequence B 5.2 M Y[] N[]
Frame reinstatement Sequence C 53 M Y[] N[]
Mode initialization-p=1 6.1.1 M Y[] N[]
Mode initialization-p>1 6.1.2 M Y[]1 N[1]
Dynamic switching - Fto F 6.2.1 M Y[] N[]
Dynamic switching- FtoU 6.2.2 6] Y[] N[]
Dynamic switching - U to F/U 6.2.3 6] Y[] N[]
Mode 0 forcing - single channel 6.3.1 M Y[] N[]
Mode 0 forcing - two or more chans. 6.3.2 M Y[] N[]
M ode mismatch recovery 6.4 M Y[] N[]
Frame alignment loss 711 M Y[] N[]
Frame synchronization |oss 712 M Y[] N[]
Channel renum. - loss of 1 channel 721 ®) Y[] N[]
Channel renum - loss of add'l chan. 722 6] Y[] N[]
Channel renum - loss of initial chan. 723 6] Y[] N[]
Initial channel 811 M Y[] N[]
Additional channels 812 M Y[] N[]
Terminal disconnection 82 M Y[] N[]
Call transfer 8.3 ®) Y[] N[1]
Conferencing 84 ®) Y[]1 N[1]
PCM Format conversion 85 ®) Y[] N[]
Act/deact data channels 9.1 6] Y[] N[]
MLP 9.2 ®) Y[] N[]
Simultaneous L SD and MLP 9.3 ®) Y[] N[]
Restricted networks 10 M Y[] N[]
56 to 64 kb/s interworking 10.2.6 M(1) Y[] N[]
Framing signal (56 kb/s) 1031 M Y[] N[1]
Transmission formats (56 kb/s) 10.3.2 M Y[]1 N[1]
n x 56 kb/s operation 10.3.3 6] Y[] N[]
nx Hy operation 1034 6] Y[] N[]
Procedures for use of BAS codes 11 M Y[] N[]
Bit occupancy and BAS codes 12 M Y[] N[]
6B-H, interconnect 13 NS

Encryption control signal channel 14 ©) Y[] N[]

Note 1 - But see Section 6.5.
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9.8. H.243 PICS

Proceduresfor Establishing Communications Between Three or More Audiovisual Terminals
Using Digital Channels up to 2 Mb/s

Protocol Feature Std. Clause Std. Status Implemented?
SCM - permanent 21 0.1 Y[1 N[]
SCM - Per call selection 2.2 01 Y[] N[]
SCM - automatic 2.3 01 Y[1 N[]
SCM - selected using MLP 24 01 Y[1 N[]
First terminal capabilities 31 M Y[] N[]
Second terminal capabilities (A/V) 32 M Y[] N[]
Third terminal capabilities (A/V) 33 M Y[] N[]
Fourth and subsequent terminals 34 M Y[] N[]
Multiple channels 35 M Y[1 N[]
MCU-MCU initidization - G.722/56 36.1a 0.2 Y[] N[]
MCU-MCU initiadization - G.722/48 3.6.1b 0.2 Y[] N[]
MCU-MCU initidization - G.722.1/32 TBD TBD Y[1 N[]
MCU-MCU initialization - G.722.1/24 TBD TBD Y[1 N[]
MCU-MCU initidization - G.728 36.1c M Y[] N[]
Designation of Master - prior to call 36.21 0.3 Y[] N[]
Designation of Master - negotiated 36.2.2 0.3 Y[] N[]
Closure of conference 37 ®) Y[1 N[]
Video switching - no video procsng 411 M Y[] N[]
Video switching - errored frames 412 NS

Automatic switching 42 M Y[] N[]
Multipoint cmd visualization 422 6] Y[] N[]
Video cmd sdect 423 6] Y[] N[]
Numbering of terminals 5 0 Y[] N[]
Numbering method 51 CM Y[] N[]
Term.-MCU interconn. w/o assoc. 521 CM Y[1 N[]
Term.-MCU interconn. with assoc. 522 0] Y[1 N[]
MCU interconnection 53 ®) Y[1 N[]
Assignment of MCU numbers 5311 CM Y[] N[]
Fwd No. of term. added or dropped 5312 CM Y[] N[]
Storage and dissem. of term. Nos. 5313 CM Y[] N[]
I dentity information 54 0 Y[] N[]
General mode switching 6.1 M Y[] N[]
Bit rate symmetry 6.11 M Y[] N[]
Changing the video rate 6.1.2 M Y[] N[]
Mode changesin multi MCU calls 6.1.3 M Y[1 N[]
M ode switching for data distribution 6.2 CM Y[] N[]
Range of data channel provisions 6.2.1.1 CM Y[] N[]
Idle bits 6.2.1.2 CM Y[] N[]
Terminals w/o data capability 6.2.1.3 CM Y[] N[]
Data tokens - assignment 6.2.2.1 CM Y[] N[]
Data tokens- release & reassign. 6.2.2.2 CM Y[1 N[]
Data tokens - withdrawal 6.2.2.3 CM Y[1 N[]
Opening, etc. of data channel 6.2.3 CM Y[1 N[]
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Protocol Feature Std. Clause Std. Status Implemented?
Chair-control procedures BAS codes 7 ®) Y[] N[]
Chair-control token - assignment 721 CM Y[] N[]
Chair-control token - release 722 CM Y[1 N[]
Chair-control token - withdrawal 723 CM Y[] N[]
Info available to Chair-ctl term. 7.3 CM Y[] N[1]
Chair-control of broadcast video 74.1 CM Y[] N[]
Term. dropping by Chair-control 75 CM Y[] N[]
Withdrawal of datatoken by C-ctl. 7.6 CM Y[] N[]
Request for floor 7.7 CM Y[1 N[]
Dropping entire conference 7.3 CM Y[1 N[]
Dial-out facility 79 0] Y[] N[]
I dentification of token assignment 7.10 CM Y[] N[]
BAS sequencing 8 o(1) Y[] N[]
Capability exchange during a call 9 M Y[] N[]
Procedure for loop detect at MCU 10 0 Y[] N[]
Term. does not indicate SCM cap. 111 M Y[] N[]
Contention resolution principle 112 ®) Y[1 N[]

Note 1l — Itisrecommended that the procedures of H.242 clause 12 be followed.

9.9. H.261 PICS
Video CODEC for Audiovisual Servicesat px64 kb/s.

Protocol Feature Std. Clause Std. Status Implemented?
Source format - FCIF 31 0 Y[] N[]
Source format - QCIF 31 M Y[] N[]
Prediction 321 0 Y[] N[]
Motion compensation - encoder 322 0 Y[] N[]
Motion compensation - decoder 322 M Y[] N[]
Loop filter - encoder 323 ®) Y[]1 N[]
Loop filter - decoder 323 M Y[1 N[]
Transformer 324 M Y[] N[]
Quantization 325 M Y[] N[]
Clipping 326 M Y[] N[]
Forced updating 34 M Y[] N[]
Data structure 4.1 M Y[] N[]
Video multiplex arrangement 4.2 M Y[] N[]
M ultipoint considerations 43 M Y[1 N[]
Transmission coder 5 M Y[] N[]
Inverse transform accuracy spec. Annex A M Y[1 N[]
Hypothetical Reference Decoder Annex B M Y[] N[]
Codec delay measurement method Annex C - -

Still Image Transmission Annex D 0 Y[] N[]
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Protocol Feature Std. Clause Std. Status Implemented?
Source format — sub-QCIF 4.1 M Y[] N[1]
Source format - QCIF 4.1 M Y[] N[1]
Source format - FCIF 4.1 0 Y[] N[]
Source format — 4FCIF 4.1 ©) Y[] N[]
Source format — 16FCIF 41 ®) Y[] N[]
Prediction 422 0] Y[] N[]
M otion compensation - encoder 4.2.3 6] Y[] N[1]
M otion compensation - decoder 4.2.3 M Y[] N[1]
Transformer 6.2.4 M Y[] N[1]
Quantization 424 M Y[] N[1]
Clipping 6.3.1 M Y[] N[]
Forced updating 44 M Y[] N[]
Data structure 511 M Y[] N[]
Video multiplex arrangement 5 M Y[] N[]
M ultipoint considerations Annex C M Y[] N[]
Transmission coder Annex H M Y[] N[]
Inverse transform accuracy spec. Annex A M Y[] N[]
Hypothetical Reference Decoder Annex B M Y[] N[]

9.11 H.281 PICS

Far-End Camera Control Protocol for Video Conferences Using H.224

Protocol Feature Std. Clause Std. Status Implemented?
Elements of Procedure 5 ®) Y[INI]
Action Messages 51 ®) Y[INT]
Action Message Examples 52 ®) YI[INTI]
Select Video Source 53 6] Y[IN][]
Select Video Source Examples 54 6] Y[IN][]
Store Preset 55 ®) Y[IN]]
Activate Preset 5.6 6] Y[IN][]
General 5.7 0] Y[INJ]
FECC Message Structure 6 M Y[INT]
FECC Capability Fields 6.2 M Y[IN]]
9.12 G.711 PICS
Pulse Code M odulation (PCM) of Voice Frequencies.

Protocol Feature Std. Clause Std. Status Implemented?
64 kb/s- A-law 31 O Y[] N[]

64 kb/s- mlaw 31 ®) Y[1 N[]

56 kb/s- A-law H.221 (0] Y[1 N[]

Annex A.1
56 kb/s- mlaw H.221 M Y[1 N[]
Annex A.l1
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9.13 G.722PICS

7 KHz Audio-coding within 64 kb/s.

Protocol Feature Std. Clause Std. Status I mplemented?

64 kb/s 13 O Y[] N[]

56 kb/s 13 o] Y[] N[]

48 kbls 13 o] Y[] N[]
9.14 G.722.1

7 KHz Audio-coding within 24 and 32 kb/s.

Protocol Feature Std. Clause Std. Status I mplemented?
24 kbis G.722.1 0 Y[] N[]
32 kbls G.722.1 0] Y[] N[]

9.15 G.723.1PICS

Speech coders: Dual Rate Speech Coder for
Multimedia Communications Transmitting at 5.3 and 6.3 kb/s.

Protocol Feature Std. Clause | Std. Status Implemented?
Transmit Low Rate Audio (5.3 kb/s) G.7231 ®) Y[INI]
Receive Low Rate Audio (5.3 kb/s) G.7231 M Y[IN]]
Transmit High Rate Audio (6.3 kb/s) G.7231 6] Y[IN][]
Receive High Rate Audio (6.3 kb/s) G.7231 M Y[IN][]
Transmit Silence Frames G.7231 ®) Y[IN][]
Receive Silence Frames G.7231 M Y[]IN][]

9.16 G.728PICS

Coding of Speech at 16 kb/susing LowDelay Code Excited Linear Prediction

(LD-CELP).
Protocol Feature Std. Clause Std. Status Implemented?
16 kb/s All M Y[] N[1]
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917 T.122PICS

Multipoint Communication Service for Audiographics and Audiovisual
Conferencing Service Definition.

Protocol Feature Std. Clause Std. Status Implemented?
Establishing Connections and binding themto (7.1 M Y[INT]
the Domain

Attaching Application Usersto aDomain 7.2 M Y[INT]
MCS Domain Parameters 7.3 M YI[INTI]
MCS Channels 8 M Y[INI[]
Multicast Channels 8.1 M Y[IN][]
Single-Member Channels 8.2 M Y[IN]]
Private Channels 8.3 M Y[INTJ]
Channel 1d Numbering 84 M Y[]INJ[]
MCS Data Transfer 9 M Y[INI]
Simple Send 9.1 M Y[IN]]
Uniformly Sequenced data transfer 9.2 M YI[INTI]
Send Data with Responses (For Further Study) | 9.3 6] Y[IN][]
Token Management 10 6] Y[IN][]
Exclusive Event Control and Transfer 10.1 ®) Y[IN]]
Event Coordination 10.2 6] Y[INTJ]
Token Id Numbering 10.3 ©) Y[]INJ[]
M CS Connect Provider 121 M Y[INI]
M CS Disconnect Provider 122 M Y[IN]]
MCS Attach User 123 M Y[IN]]
MCS Detach User 124 M Y[INI[]
MCS Channel Join 13.1 M Y[IN][]
MCS Channel Leave 13.2 M Y[IN]]
MCS Channel Convene 13.3 M Y[INTJ]
MCS Channel Disband 134 M Y[INJ]
MCS Channel Admit 135 M Y[IN]]
MCS Channdl Expel 136 M Y[INT]
MCS Send Data 14.1 M Y[IN][]
MCS Uniformly Sequenced Send Data 14.2 M Y[IN][]
MCS Token Grab 151 6] Y[IN][]
MCS Token Inhibit 15.2 ®) Y[INT]
MCS Token Give 15.3 6] Y[INTJ]
MCS Token Please 154 0] Y[INJ]
MCS Token Release 155 O Y[IN]]
MCS Token Test 156 O Y[IN]]
M CS Domain Establishment phase Al M Y[IN]]
MCS Data Transfer phase A2 M Y[IN][]
MCS Connection Release phase A3 M Y[IN][]
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9.18 T.123PICS

Protocol Stacksfor Audiographic and Audiovisual Teleconferencing Applications.

Protocol Feature Std. Clause Std. Status Implemented?
ISDN call setup 13 (6] Y[IN][]
Multipoint configuration 5 (6] Y[IN][]
Profile overview 6 M Y[IN][]
ISDN basic mode profile 7.1 M Y[IN]J]
CSDN basic mode profile 7.2 ®) Y[INI[]
PSDN basic mode profile 7.3 ®) Y[INI[]
PSTN basic mode profile 74 ®) Y[INI[]
B-ISDN basic mode profile 75 ®) Y[IN][]
LAN basic mode profile 7.6 (6] Y[IN][]
Extended Transport Connections Annex B (6] Y[IN][]
SCF overview 9.1 M Y[IN][]
SCF procedures 9.2 M Y[IN]J]
SCF messages 9.3 M Y[INI[]
Quality of service parameters 94 M Y[IN][]
Q.922 protocol parameters and options 10 M Y[INI[]
Datalink frame structure transparency for 11 (0] Y[IN[]
start-stop transmission

Physical sublayer formed by H.221 MLP 12 M Y[IN[]
channels

Alternative profiles 13 (6] Y[IN][]
Alternative: ISDN based on Q.922 13.1 O Y[IN][]
Alternative: ISDN based on T.90 13.2 ®) Y[IN]J]
Alternative: ISDN based on V.120 133 ®) Y[INI[]
Alternative: PSTN based on H.324 134 (®) Y[INI[]
Alternative: B-ISDN based on H.222 135 (©) Y[INI[]
Alternative: LAN based on data unit transfer 13.6 ®) Y[IN][]
Integration of multimedia signals framed ANNEX A M Y[IN[]
according to H.221

Multimedia conference call setupintheISDN | APPENDIX | | O Y[IN][]

9.19 T.124PICS

Generic Conference Control for Audiographic and Audiovisual Terminals
and Multipoint Control Units.

Protocol Feature Std. Clause | Std. Status | Implemented?
System Model For a Conference Node 6.1 M Y[IN][]
Conference Establishment and Termination 6.2 M Y[IN][]
The Conference Roster 6.3 M Y[IN]]
The Application Roster 6.4 M Y[]INJ[]
The Application Registry 6.5 M Y[INI]
Conference Conductorship 6.6 ®) YI[INTI]
Miscellaneous Functions 6.7 6] Y[INI[]
Summary of GCC Abstract Services 6.8 M Y[IN][]
Conference Establishment and Termination 7.1 M Y[IN][]
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Protocol Feature Std. Clause | Std. Status | Implemented?
The Conference Profile 711 M Y[IN]]
Conference Establishment Reguirements 713 M Y[INTI]
Examples of Conference Establishment 714 @) Y[INTI]
Procedures

M eet-me Conference Establishment 7.14.1 M Y[INI[]
Cadl-out Conference Establishment 7.14.2 6] Y[IN][]
Cadl-through Conference Establishment 7.14.3 ®) Y[IN][]
Point-to-Point Conference Establishment 7144 M Y[INI[]
Conference Establishment among Multiport 7.145 O Y[IN][]
Terminals

The Conference Roster 7.2 M Y[IN]]
The Application Roster 7.3 M Y[INTI]
Contents of the Application Roster 731 M Y[IN]]
Description of the Application Roster 732 M Y[INI[]
Exchange Procedure

The Application Registry 74 M Y[IN][]
Registry Keys 74.1 M Y[IN][]
Ownership and Persistence 742 M Y[INI[]
Dynamic Allocation 74.3 M Y[]INJ[]
Conference Conductorship 75 ®) Y[INI]
Miscellaneous Functions 7.6 ®) Y[INI[]
General Operation 8.1 M Y[IN]]
Conference Establishment and Termination 82 M Y[INI[]
Conference Creation 821 M Y[IN][]
Querying Conferences 822 M Y[IN][]
Joining a Conference 823 M Y[IN]]
Inviting aNode to a Conference 824 ©) Y[INTJ]
Requesting to Add a Node to a Conference 8.25 ®) Y[INI]
Locking a Conference 8.2.6 ®) YI[INTI]
Unlocking a Conference 827 ®) YI[INTI]
Disconnecting from a Conference 8.2.8 6] Y[INI[]
Terminating a Conference 829 M Y[IN][]
Ejecting aNode from a Conference 8.2.10 ®) Y[IN][]
Transferring Nodes Between Conferences 8211 6] Y[IN]]
The Conference and Application Rosters 8.3 M Y[]INJ[]
Overview 831 M Y[IN]]
Nodes Entering a Conference 832 M YI[INTI]
Enrolling Application Protocol Entities 833 M YI[INTI]
Updating a Conference Roster Entry 834 M Y[IN][]
Propagation of Roster Updatesto the Top GCC | 8.35 M Y[IN[]
Provider

Distribution of the Conference and Application | 8.3.6 M Y[INI]
Rosters

Nodes L eaving a Conference 8.3.7 M Y[INTJ]
Collapsing Application Capabilities Lists 8.3.8 M Y[]INJ[]
Application and Conference Roster Inquiry 8.39 M Y[INI]
An Example of a Roster Update 8.3.10 ®) Y[IN]]
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Protocol Feature Std. Clause | Std. Status | Implemented?
Remotely Invoking an Application Protocol 8311 o Y[INTI]
Entity

The Application Registry 84 M Y[INT]
Registering a Channel 84.1 M YI[INTI]
Assigning a Token 8.4.2 M Y[IN][]
Setting a Parameter 84.3 M Y[IN][]
Retrieving an Entry 8.4.4 M Y[IN][]
Deleting an Entry 8.4.5 M Y[INTJ]
Monitoring an Entry 8.4.6 M Y[]INJ[]
Allocation of Unique Handles 847 M Y[INT]
Changes in Ownership and Registry Cleanup 848 M Y[INT]
Conference Conductorship 85 ®) YI[INTI]
Grabbing Conductorship 85.1 6] Y[IN][]
Releasing Conductorship 85.2 6] Y[IN][]
Conductor Assignment and Release 853 (@) Y[INI]
Indications

Asking to Be Given Conductorship 854 6] Y[INTJ]
Giving Conductorship 855 ©) Y[]INJ[]
Getting Conductorship Status 856 ®) Y[INT]
Conductorship Announcement When New 857 @) Y[INTI]
Nodes Enter a Conference

Unexpected Disconnection of the Conductor 858 ®) YI[INTI]
Asking to Be Given Conducted-M ode 859 0] Y[IN[]
Permission

Granting Conducted-Mode Permission 85.10 6] Y[IN][]
Miscellaneous Functions 8.6 ®) Y[IN]]
Timed Conferences 86.1 6] Y[INTJ]
Requesting Conference Assistance 8.6.2 ©) Y[]INJ[]
Broadcasting a Text Message 8.6.3 ®) Y[INT]
GCCPDU Definitions 8.7 M Y[IN[]
Use of the Multipoint Communication Service | 9 M YI[INTI]
MCS Services 9.1 M Y[INI[]
Channel Allocation 9.2 M Y[IN][]
Token Allocation 9.3 M Y[IN]]
Use of MCS Data Transmission Services 94 M Y[INTJ]
Encoding of PDUsin M CS Primitives 95 M Y[]INJ[]
Format of User Data Parameter of MCS- 9.6 M Y[INTI]
Connect-Provider

Interpretation of the MCS Domain Selector 9.7 M Y[INT]
Static Channel 1D Assignments Annex A.1 M Y[IN]]
Static Token ID Assignments Annex A.2 M Y[IN][]
Object Identifier Assignment Annex B M Y[IN][]
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9.20 T.125PICS

M ultipoint Communications Service Protocol Specification

Protocol Feature Std. Clause | Std. Status | Implemented?
Overview of the MCS protocol 5 M Y[IN][]
Model of the MCS layer 5.1 M Y[IN]]
Services provided by the MCS layer 5.2 M Y[INTJ]
Services assumed from the transport layer 53 M Y[]INJ[]
Functions of the MCS layer 54 M Y[INT]
Domain management 54.1 M Y[INT]
Channel management 54.2 M Y[IN]]
Datatransfer 54.3 M Y[IN][]
Token management 54.4 M Y[IN][]
Hierarchical processing 55 M Y[IN]]
Domain parameters 5.6 M Y[INTJ]
Use of the transport service 6 M Y[]INJ[]
Model of the transport service 6.1 M Y[INT]
Use of multiple connections 6.2 M Y[INT]
Transport connection release 6.3 M Y[IN]]
Structure of Version 2 MCSPDUs 7 M Y[IN][]
Structure of Version 3 MCSPDUs 8 (6] Y[IN][]
Encoding of MCSPDUs 9 M Y[IN]]
Routing of M CSPDUs 10 M Y[INTJ]
Connect and extended parameters M CSPDUs 10.1 M Y[]INJ[]
Domain MCSPDUs 10.2 M Y[INT]
Meaning of MCSPDUs 11 M Y[IN]]
MCS provider information base 12 M YI[INTI]
Hierarchical replication 121 M Y[IN][]
Channel information 12.2 M Y[IN][]
Token information 12.3 M Y[IN]]
Elements of procedure 13 M Y[INTJ]
MCSPDU sequencing 131 M Y[]INJ[]
Input flow control 132 0] Y[INT]
Throughput enforcement 133 ®) Y[INT]
Domain configuration 134 M YI[INTI]
Domain merger 135 M Y[IN][]
Domain disconnection 136 M Y[IN][]
Channel id allocation 13.7 M Y[IN]]
Token status 138 M Y[INTJ]
Capabilities Notification 139 ®) Y[INJ]
Protocol version arbitration 13.10 M Y[INI[]
Protocol version interoperability 1311 M Y[IN]]
M ulticast adaptation protocol Annex A ®) YI[INTI]
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9.21 T.126 PICS

Multipoint Still Image and Annotation Conferencing Protocol Specification.

Protocol Feature Std. Clause | Std. Status | Implemented?
Sl Application Enrollment 5.1 M Y[IN][]
Capabilities and Profiles 5.2 M Y[IN]]
Workspaces 5.3 M Y[]IN][]
Hard Copy Devices 54 ©) Y[]INJ]
Bitmaps 55 M Y[IN]]
Annotations 5.6 ®) Y[INI]
Drawing and Erasing Basic Shapes 56.1 ®) Y[INI]
Drawing and Erasing Custom Shapes 5.6.2 6] Y[IN][]
Text 5.6.3 ®) Y[INI]
Pointers 5.7 ®) Y[IN][]
Remote Events 5.8 6] Y[]IN][]
Archives 59 ©) Y[]INJ]
Conducted Mode Behavior 5.10 ®) Y[IN]]
Useof MCS 6. M Y[IN][]
MCS Token and Channel Usage 6.1 M Y[INI]
Use of MCS Data Services 6.2 M Y[IN][]
Useof GCC 7. M Y[IN][]
GCC Unique Handles 7.1 M Y[IN][]
Sl Protocol Parameters 8.1 M Y[]IN][]
S| Application Enrollment and Initialization 82 M Y[INJ]
Static Mode 821 M Y[IN]]
Multicast Mode 822 M Y[IN]]
Private Mode 823 M Y[INI]
Forming Registry Keys 824 M Y[IN][]
Establishing Dynamic Tokens 825 M Y[IN][]
Sl Capahilities 8.2.6 M Y[IN]]
Workspaces 8.3 6] Y[]IN][]
Workspace Structure 831 ©) Y[INJ]
Plane Stacking 8311 ®) Y[IN]]
Plane Coordinate System 8312 ®) Y[INI]
Workspace Views 8313 ®) Y[INI]
Drawing Color Palette 8314 6] Y[IN][]
Workspace Attributes 8.3.15 6] Y[IN][]
Workspace Synchronization 83.15.1 ®) Y[IN][]
Acceptance of Keyboard and Pointing Device | 8.3.1.5.2 (0] Y[IN[]
Events

Preference to Preserve the Workspace 83153 ©) Y[INJ]
Background Color 83154 ®) Y[IN]]
W orkspace Plane Parameters 8316 ®) Y[INI]
Plane Editability 83.16.1 ©) Y[IN]]
Plane Usage 8.3.16.2 6] Y[IN][]
Plane Protection 8.3.16.3 6] Y[IN][]
Workspace View Parameters 83.17 ®) Y[IN][]
View Region 83171 6] Y[INJ[]
View State 83.1.7.2 0] Y[INJ]
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Protocol Feature Std. Clause | Std. Status | Implemented?
Update Enable Flag 83173 ®) Y[INI]
Source Display Indicator 83174 ®) Y[INI]
Creating aWorkspace 832 ®) Y[INI]
Deleting a Workspace 8.3.3 6] Y[IN][]
Editing Workspace, Plane, and View 834 (0] Y[IN[]
Attributes

Copying Workspace Contents 8.35 ®) Y[IN][]
Workspace Refreshing for Late Arrivers 8.3.6 6] Y[INJ[]
The Effect of Changesto the Application 837 O Y[INI]
Roster

Workspace Caching 838 ®) Y[INI]
Bitmaps 84 M Y[INI[]
Creating Bitmaps 84.1 M Y[IN]]
Deleting Bitmaps 84.2 6] Y[IN][]
Editing Bitmaps 84.3 6] Y[IN][]
Bitmap Color Definition 844 ®) Y[IN][]
Bitmap Color Component Sampling Ratios 845 6] Y[INJ[]
Bitmap Formats 8.4.6 ©) Y[INT]]
Uncompressed 84.6.1 M Y[IN]]
ITU-T T.4(G3) 84.6.2 CM Y[IN]]
ITU-TT.6(G4) 84.6.3 CM Y[IN]]
ITU-T T.81 (JPEG) 84.64 ®) Y[INI]
ITU-TT.82(BIG) 84.65 ®) Y[INI]
Non-Standard Bitmap Format 8.4.6.6 ®) Y[IN][]
Pointers 85 6] Y[INJ[]
Drawing 8.6 ©) Y[INJ]
Drawing Shapes 8.6.1 0] Y[INI]
Point 8.6.1.1 ®) Y[IN]]
Open Polyline 8.6.1.2 ®) Y[INI]
Closed Polyline 8.6.1.3 6] Y[IN][]
Rectangle 86.14 6] Y[IN][]
Ellipse 8.6.1.5 ®) Y[INI[]
Non-Standard 8.6.1.6 6] Y[INJ[]
Drawing Element Attributes and Parameters 8.6.2 ©) Y[INJ]
Sample Rate 86.21 ®) Y[INI]
Rotation 8.6.2.2 ®) Y[INI]
Bounding Rectangle 8.6.23 ®) Y[INI]
Pen Color 8.6.24 6] Y[IN][]
Pen Thickness 8.6.25 6] Y[IN][]
Pen Nib 8.6.2.6 ®) Y[INI]
Line Style 8.6.2.7 6] Y[INJ[]
Fill Color 8.6.2.8 0] Y[INJ]
Highlighting 8.6.2.9 0] Y[INI]
View State 86.2.10 ®) Y[IN]]
Depth Order 8.6.211 ®) Y[INI]
Creating Drawing Elements 8.6.3 6] Y[IN][]
Deleting Drawing Elements 8.6.4 6] Y[IN][]
Editing Drawing Elements 8.65 ®) Y[IN][]
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Protocol Feature Std. Clause | Std. Status | Implemented?
Remote Events 8.7 0] Y[IN]]
Remote Keyboard Events 8.7.1 ®) Y[INI]
Remote Pointing Device Events 8.7.2 ®) Y[INI]
Remote Printing Events 8.7.3 6] Y[IN][]
Archives 8.8 6] Y[IN][]
Conducted Mode Operation 8.9 ®) Y[IN][]
SIPDU Definitions 9. M Y[]IN][]
Sl Profiles Annex A ©) Y[]INJ]
Static Channel and Token ID Assignments Annex B M Y[IN]]
Static Channel 1D Assignments 11 M Y[IN]]
Static Token ID Assignments 12 M Y[IN]]
Object Identifier Assignments Annex C M Y[IN][]
Deriving Intermediate Palettes for Bitplane Appendix | (0] Y[IN[]
Progressive Transmission of Palletized

Images
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9.22 T.127 PICS

Multipoint Binary File Transfer Protocol

Protocol Feature Std. Clause | Std. Status Implemented?
Multipoint Transfer of Data- An Overview 6 M Y[IN][]
T.127 System Model 6.1 M Y[INI]
Compression 6.2 O Y[INI[]
Priority 6.3 O Y[INT]]
File Preshipping 6.4 O Y[INI]
Baseline MBFT Application 7 M Y[INTI]
Description of Operation 8 M YI[INTI]
File Transfer User Application 8.1 O Y[INI[]
File Transfer Application Resource Manager 8.2 M Y[IN][]
File Transfer Application Service Element 8.3 M Y[IN][]
MBFT Resources 8.4 M Y[INI[]
MBFT Initialization 84.1 M Y[]INJ[]
Static Mode 842 M Y[IN]]
Multicast Mode 843 M Y[INTI]
Private Mode 84.4 M Y[IN]]
Forming Registry Keys 845 M Y[IN][]
MBFT Capabilities 85 M Y[INTI]
Support of Additional Concurrent File Transfers | 8.6 O Y[IN][]
Multicast Channels 86.1 O Y[IN]]
Private Channels 8.6.2 O Y[]INJ[]
Selective File Transfer 8.7 O Y[INI]
Leaving an MBFT Session 8.8 M YI[INTI]
File Exchange 89 M Y[INI]
Transmitter Invoked Operation 89.1 M Y[IN][]
Receiver Invoked Operation 89.2 (6] Y[IN][]
Remote Directory Listing 8.10 (6] Y[IN][]
Conducted Mode Behavior 8.11 M Y[INJ[]
Peer File A PE Present at Conducting Node 8111 M Y[INJ]
Peer File APE Absent at Conducting Node 8112 M Y[INI]
Aborting aFile Transfer 8.12 M Y[INI]
Diagnostics 813 ®) Y[INI]
NonStandard Operations 8.14 ®) Y[IN][]
MBFT PDU Definitions 9 M Y[IN][]
Use of the Multipoint Communication Service 10 M Y[IN][]
Use of MCS Data Transmission Services 10.1 M Y[INJ[]
Channel Allocation 10.2 M Y[INJ]
Token Allocation 10.3 M Y[INI]
MCS services 104 M Y[IN]]
Use of Generic Conference Control 11 M Y[IN]]
Resource IDs 111 M Y[IN][]
Static Channel and Token Assignment Annex A M Y[IN][]
Object Identifier Assignments Annex B M Y[IN][]
File Transfer Examples Appendix | O Y[INJ[]
MBFT Attributes Appendix Il ®) Y[INJ]
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9.23 H.320 Classified Security PICS

(Normative for Department of Defense)

Protocol Feature Std. Section Std. Status Implemented?
FTR 1080B-2002 5111 M Y[] N[]
Transmission datarates: p=1, p=2 5113 M Y[] N[]
Proprietary codec 5114 0 Y[] N[]
Motion rendition 5116 M Y[] N[]
VTU Network interface 522 O Y[] N[]
Graphics-MIL-STD quantization tables 833 O Y[1 N[]
Graphics - Custom quantization tables 833 O Y[1 N[]
Security - interoperate with KG-194 5143 CM Y[] N[1]
Security - KG-194 resync capability 51432 CM Y[] N[1]
Security - interoperate with KIV-7/KIV-7THS 5144 CM Y[] N[]
Security - KIV-7/KIV-7THS resync 51442 0 Y[] N[]
ISDN BRI 52312 o] Y[] N[]
Secure ISDN BRI 52313 ) Y[] N[]
9.24 H.323PICS
9.24.1 H.323 Endpoint PICS
Gatekeeper Communication
Protocol Feature Std. Clause | Trans. Std. | Rov. Std. Implemented?
Status Status
Gatekeeper Location (GRQ) H.225 6] - Y[] N[]
Gatekeeper Location (GCF/GRJ) H.225 - M Y[] N[]
Registration (RRQ) H.225 M - Y] N[]
Registration (RCF/RRJ) H.225 - M Y] N[]
Unregistration (URQ) H.225 ©) M Y[] N[]
Unregistration (UCF/URJ) H.225 M 0] Y[INI[]
Admission (ARQ) H.225 M - Y[] N[]
Admission (ACFARJ) H.225 - M Y[] NI[]
Bandwidth Change (BRQ) H.225 6] CM Notel | Y[] N[]
Bandwidth Change (BCF/BRJ) H.225 M M Y[] NI
Disengage (DRQ) H.225 ®) M Y] N[]
Disengage (DCF/DRJ) H.225 6] M Y] N[]
Information (IRQ) H.225 - M Y[] N[]
Information (IRR) H.225 M - Y[INI[]
Information (IACK/INAK) H.225 - ®) Y[]NI[]

Note 1 - Mandatory for endpoint to comply with bandwidth reduction BRQ from Gatekeeper.
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Call Sgnaling
Protocol Feature Std. Trans. Std. Rcev. Std. Implemented?
Clause | Status Status
Setup H.225 M M Y[] NI
Setup Acknowledge H.225 0 6] Y] N[]
Alerting H.225 M M Y] N[]
Call Proceeding H.225 ©) M Y[] N[]
Connect H.225 M M Y[] N[]
Progress H.225 O 0] Y[INI[]
Release Complete H.225 CM Note 1 M YI[INTI]
User Information H.225 0 6] Y[] N[]
Information H.225 0 6] Y[] N[]
Notify H.225 o] ®) Y[INI[]
Status H.225 M M Y[]INI[]
Status Inquiry H.225 ©) M Y[] N[]
Facility H.225 M M Y[] N[]
Fast Connect H.323 O 0] Y[INI[]
Note 1- Mandatory if Call Signaling Channel is open.
Control Function
Protocol Feature Std. Clause Std. Status I mplemented?
Master/Slave Determination H.245 M Y[] N[]
Capahility Exchange H.245 M Y[INI[]
Logical Channel Signaling H.245 M YI[INI[]
Bi-directional Logical Channel Signaling H.245 M Y[] N[]
Close Logical Channel Signaling H.245 M Y[] N[]
Mode Request H.245 M Y] N[]
Round Trip Delay Determination H.245 M Y] N[]
Maintenance Loop Signaling H.245 M Y[] N[]
Motion Video

Protocol Feature Std. Clause Std. Status I mplemented?
Encode H.261 QCIF (176x144) H.261 M Y1 NI[]
Encode H.263 H.263 o] Y[] NJ[]
Decode H.261 QCIF (176x144) H.261 M Y[] N[]
Decode H.263 H.263 0 Y[] NJ[]
Multiple Video Stream Transmission Capability | H.323 0 Y[] N[]
Multi-Unicast Video Transmission Capability H.323 0 Y] N[]
Multicast Video Transmission Capability H.323 0 Y[] N[]
Multiple Video Stream Reception Capability H.323 0 Y[] N[]
Video Switching Capability H.323 0 Y] N[]
Video Mixing Capability H.323 ©) Y[] N[]
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Audio
Protocol Feature Std. Clause Std. Status I mplemented?
Transmit Audio (64 kb/s) (Note 1) G.711 M Y[] N[]
Receive Audio (64 kb/s) (Note 1) G.711 M Y[] N[]
Transmit Low Rate Audio G.7231 O Y] N[]
Receive Low Rate Audio G.7231 O Y[] N[]
Transmit Low Delay Audio G.729 O Y] NI[]
Receive Low Delay Audio G.729 O Y[] N[]
Asymmetric Capability H.323 M Y1 NI[]
Multiple Audio Stream Transmission Capability | H.323 O Y] N[]
Multi-Unicast Audio Transmission Capability H.323 O Y[] N[]
Multicast Audio Transmission Capability H.323 O Y[] N[]
Multiple Audio Stream Reception Capability H.323 O Y] N[]
Audio Mixing Capability H.323 O Y[] N[]
Receive Path Delay Capability H.323 (®) Y[] N[]
Note 1 - Only 64 kb/smode s allowed.
Data Applications

Protocol Feature Std. Clause Std. Status Implemented?
Multimedia Teleconferencing Applications T.120 series 6] Y[] N[]

Far End Camera Control H.282/H.283 O Y[INI[]

Multipoint Controller Features

Protocol Feature Std. Clause | Std. Status | Implemented?
Multipoint Controller Capability Included (Note 1) H.323 ®) Y[] N[]
Conference out of Consultation H.323 ®) Y[INI[]

Note 1 - Support conferences between three or more endpointsin a multipoint conference.

Multipoint Capability

Protocol Feature Std. Clause Std. Status Implemented?
Centralized Multipoint Audio Capability H.323 M Y] N[]
Centralized Multipoint Video Capability H.323 CM (Note1) Y[]NT]
Centralized Multipoint Data Capability H.323 CM (Note 2) Y[]NTI
Decentralized Multipoint Audio Capability H.323 ®) Y[] NI
Decentralized Multipoint Video Capability H.323 6] Y[] NJ]
Decentralized Multipoint Data Capability H.323 6] Y[] NJ]

Note 1 - Mandatory if endpoint supports video.
Note 2 - Mandatory if endpoint supports data.
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9.24.2 H.323 Gateway Specific PICS

Gateway Features (Note 1)

Protocol Feature Std. Clause Std. Status Implemented?
Supports H.310 Gateway Conversions H.323 0 Y[] N[]
Supports H.320 Gateway Conversions H.323 0 Y] N[]
Supports H.321 Gateway Conversions H.323 0 Y] N[]
Supports H.322 Gateway Conversions H.323 O Y[] N[]
Supports H.324 Gateway Conversions H.323 0] Y[INI[]
Supports V.70 Gateway Conversions H.323 O Y[INI[]
Supports PSTN Voice Gateway Conversions H.323 0o YI[INI[]
Supports |SDN V oice Gateway Conversions H.323 6] Y[] N[]
Supports Video (Note 2) H.323 0 Y[] N[]
Supports Video Transcoding H.323 0 Y] N[]
Supports Audio (Note 3) H.323 M Y] N[]
Supports Audio Transcoding H.323 O Y[] N[]
Supports Data H.323 0] Y[INI[]
T.120 MCU Included T.120 @] Y[] N[]
H.323 MCU Included (Note 4) H.323 O Y[]NI[]
H.323 Gatekeeper Included (Note 5) H.323 0 Y[] N[]

Note 1 - The Gateway appears to the other H.323 terminals on the network as one or more H.323
terminals, or an H.323 MCU.

Note 2 - Per Motion Video PICS of 9.24.1.

Note 3 - Per Audio PICS of 9.24.1.

Note 4 - If the Gateway includes an MCU function on the network side, that function shall be an H.323
MCU

Note 5 - Independent function that may be co-exist with the Gateway.
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9.24.3 H.323 Multipoint Processor Specific PICS

Multipoint Processor Features (Note 1)

Protocol Feature Std. Clause Std. Status Implemented?
Supports Video (Note 2) H.323 0 Y[] NJ]
Supports Video Transcoding H.323 0 Y[] NJ]
Supports Voice Activated Video Switching H.323 0 Y[] NJ]
Supports Audio (Note 3) H.323 O Y[] N[]
Supports Audio Transcoding H.323 0o Y[]NTI]
Supports Audio Mixing H.323 0o Y[] NI
Supports Data H.323 O Y[]NTI
T.120 MCU Included T.120 0 Y[]NT]
H.323 Multipoint Controller Included (Note 4) H.323 CM Y[] NJ]
H.323 Gatekeeper Included (Note 5) H.323 0 Y[] NJ]
H.323 Gateway Included (Note 6) H.323 0 Y[] NJ]
Chair Control H.323 O Y[] N[]
User Broadcast Control Control H.323 0o Y[]NTI]
User Select Control H.323 0o Y[] NI
Multipoint Lip Synchronization H.323 O Y[]NTI

Note 1 - The MPisnot callable as an endpoint, the MCU, which it is apart of, is callable as an endpoint.
Note 2 - Per Motion Video PICS of 9.24.1.

Note 3 - Per Audio PICS of 9.24.1.

Note 4 - Mandatory if the MP isimplemented .

Note 5 - Independent function, which may be co-located with the Gatekeeper

Note 6 - Independent function, which may be co-located with the Gateway.

9.24.4 H.323 Gatekeeper Specific PICS

Gatekeeper Features

Protocol Feature Std. Clause Std. Status Implemented?
Address Translation H.323 M Y[] NJ]
Admissions Control (Note 1) H.323 M Y[] NJ]
Bandwidth Control (Note 2) H.323 M Y] N[]
Route Call Control Signaling H.323 0o Y[]NT]
Support Adhoc multipoint (route call to MCU) H.323 ©] Y[] N[]
Enhanced services (Note 3) H.323 6] Y[] NJ]

Note 1 - See Section 6.1.3.1 for admission policy.
Note 2 - See Section 6.1.3.1 for bandwidth management policy.
Note 3 - See Section 6.1.3.1 for description of other Enhanced Services.
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10 NOTES

(This section contains information of a generd or explanatory nature that may be helpful; however, the
section is not mandatory.)

10.1 Acquisition Guidance

10.1.1 Non-Developmental Items

The sdlected minimum essentia (mandatory) requirements identified in this Profile should dlow
maximum flexibility by permitting non-developmentd item (NDI) or commercid off-the-shelf (COTS)
acquigtion.

10.1.2 Tailoring

New DOD acquisitions should meet the mandatory requirements of this Profile, but it is up to the
acquisition activity to decide which options should be acquired.

10.1.3 Mandatory Optional

Theterm mandatory optional for agiven feature is not used in this Profile but is sometimes used in
acquisition documents. Care must be taken to distinguish between the language of the Profile and the
language of the acquisition documents, Since they serve different purposes. A fegture that isoptiond in
the Profile could be mandatory, mandatory optiona, optiona, or omitted entirely from the acquisition
documents, depending on the user's needs.

10.1.4 Software Upgrades

It is recommended that procurement officids add language to their contracts to mandate that upgrades
or enhancements to the VTU or MCU be implemented in software as much as possible. Having
upgrades in software ingtead of hardware will usualy alow for more cost-effective changes.

10.1.5 Overseas Conferences

The A-law audio coding option, as specified in Section 5.1.3.2.1, is recommended if it is anticipated
that overseas conferences with non-DOD sites will be held.

10.1.6 Electrical and Mechanical I nterfaces

For classified operation with KG-194 cryptographic devices, it is recommended that the eectrical and
mechanica interfaces of the cables connecting the KG-194 be specified at both the network interface
and the VTU or MCU. For ISDN TAs an EIA-449 to TIA/EIA-530 adapter cable may be required
snce TAstypicdly do not have EIA-449 interfaces.
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10.1.7 Audio

10.1.7.1 Audio Subsystem

It is the responghility of the room audio subsystem to provide the specified dectricd input leve to the
VTU or MCU, and to amplify the specified output eectrica level from the VTU or MCU to the proper
acoudtic level. In addition, it may cance or suppress echoes, mix various microphones, and distribute
signasto loudspeskers.

10.1.7.2 Narrowband Speech Mode

The OF (framed) modes are for audio data rates of 56 kb/s (unrestricted network) and 48 kb/s
(restricted network).

10.1.7.3 Audioatp=1

For operation at p = 1 use of G.711, G.722 or G.722.1 will result in an audio-only connection. To
obtain audio and video a p = 1, use G.728 audio.

10.1.8 Video

10.1.8.1 Video Picture-Quality Definition

Four ANSI standards relate to the measurement of video picture quaity for VTC. Since methods
presented by these standards are new, commercid test equipment for conducting these measurements is
not known to be available as of the date of the Profile.

Thefirst isSANSI T1.801.01-1995 (Rev. 2001) "Digital Trangport of Video Teeconferencing/Video
Teephony Signds- Video Test Scenes for Subjective and Objective Performance Assessment”. This
standard specifies a collection of video test scenes that have been gpproved for use in subjective and
objective performance assessment. Scenes are divided by content categories that are chosen to be
representative of typica VTC gpplications. The measured video performance of aVTC system may be
strongly dependent on the type of input video transmitted by the VTC system. Sceneswith more
motion and/or more spatia detail may produce lower subjective qudity ratings than sceneswith less
motion and/or less spatid detail. Therefore, the user should take specia care to sdlect a subset of test
scenes from ANSI T1.801.01-1995 that adequately characterize the intended gpplication. Note: The
accompanying video test tape to this ANS standard is available from the Alliance for
Telecommunications Industry Solutions, 1200 G Street, NW, Suite 500, Washington, DC 20005.
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The second is ANSI T1.801.02-1996 (Rev. 2001) "Digitd Transport of Video Teleconferencing/Video
Teephony Signds - Performance Terms, Definitions, and Examples’. This standard provides a
dictionary of digital video performance terms and impairments and includes videotape that illustrates
common digital video impairments such astiling, smearing, edge busyness, error blocks, and jerkiness.
Thus, this sandard gives end- users and service providers acommon language for discussng digita
video imparments.

Thethird is ANSI T1.801.03-1996 "Digita Transport of One-Way Video Sgnds - Parameters for
Objective Performance Assessment”. This standard specifies methods of measurement for objective
video performance parameters (the standard does not cover audio) for end-to-end tranamission qudity
between the video input interface of one VTU and the video output interface of another VTU. The
performance metricsin ANSI T1.801.03 have been approved for in-service or out-of-service use for
detecting the continued operationd readiness of one-way, 525-line video sysems utilizing digita
transport facilities (e.g., maintenance, fault detection, and quality monitoring).

Thefourthis ANSI T1.801.04-1997 "Multimedia Communications Ddlay, Synchronization, and Frame
Rate Measurement.” This standard specifies ANS gpproved methods of measurement for end-to-end
audio and video ddlay, and audio-visud synchronization. Trangmisson frame rate can be measured
using this standard or ANSI T1.801.03.

Acquisition authorities should take measures to ensure levels of video qudity necessary for their
goplications, especidly when acquiring a variety of products from different sources. Video qudity
should be tested while interoperating not only with the same manufacturer's equipment, but aso with
different manufacturer's equipment, because this can drastically affect the video qudity. At present, the
most accurate method of assessing video quality is subjective testing (the test scenesin ANSI
T1.801.01 have been approved for subjective testing of VTC systems).

Although incomplete, the objective testing methods presented by the above ANSI standards can
provide ussful indicators of quality. The ultimate god is to refine and extend the objective measurement
technology to produce objective methods that can replace subjective experiments for awide range of
goplications. Thiswork is continuing on anationa aswell as an internationd leve so that the user of this
document is encouraged to determine the Satus of these investigations.

10.1.8.2 Freeze-Frame Picture Quality

Thelimiting factors in freeze-frame video qudity are often the cameras and monitors. Typicdly, the
resolution of the cameras and monitors is designed for the motion video resolution and may not provide
the desired freeze-frame picture qudity. For example, the freeze-frame resolution of 4 x FCIF (704 x
576 = 405,504 pixels) exceeds the specifications of NTSC cameras and monitors (maximum 480
horizontd lines). To makefull use of the 4 x FCIF resolution, specia cameras and monitors have to be
procured.
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10.1.8.3 Picture Format (resolution)

If the user requiresthe VTU or MCU to operate at arate equa to or greater than p = 6, thenitis
recommended that the VTU or MCU aso have the capability for FCIF resolution at rates equd to and
abovep = 2.

10.1.9 Multipoint Control Unit (M CU)

In addition to the operations described in Section 5.1.6, there are severd other options, which are not
ITU Recommendations issues, but gtill should be identified in an acquisition document. These options

Network interface. The network interface selected is heavily dependent on the type of
network to which the MCU will be connected. This decison requires close coordination
with the network provider. If the network isadigita public switched network, such as
narrow-band ISDN, asingle PRI is recommended for unclassified MCUs. Thisinterface
will dlow multiple VTUs to be connected through a single network interface. For classified
MCUSs, a separate EIA-449:TIA/EIA-422-B interface isrequired for each VTU or MCU
connection.

Number of VTUsin aconference. This can typically range from 4 to 24. It should be
possible to increase the number of VTUs supported by the MCU by adding cards and/or
software without returning the equipment to the factory.

Number of smultaneous conferences (Segmentable operation). The number of
amultaneous conferences is usudly related to the number of VTUsthat can be supported.
For example, if the MCU can support 16 VTUS, then it can usualy support up to 8
smultaneous conferences (8 conferences of 2 VTUs each.). The number of VTUs
supported by an MCU is manufacturer dependent.

Cascading. Does the MCU support cascading to other MCUs in a standards compliant
manner? Thiswill dlow increasing the number of VTUs in a conference beyond the number
supported by asingle MCU. It will dso dlow more efficient communications. For
example, if an East Coast MCU connects to 4 East Coast VTUs and a West Coast MCU
connectsto 4 West Coast VTUS, only a single coast-to-coast connection is required
between the two MCUs. Otherwise the four VTUs on one coast will require individua
coast-to-coast connections to the MCU on the other coast.
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Audio. MCU support of the G.722, G.722.1 and G.728 audio dgorithms will alow
conferencesto operate a ahigher level of capability. Support of G.722 or G.722.1 will
provide better qudity audio. Support of G.728 will provide better quaity video because it
makes more bandwidth available for video. If audio switching is desired, the method of
control should be understood sinceit is not within the ITU Recommendations.

Video. Some MCUs provide video mixing capability where more than one VTU's video
can be seen smultaneoudy. A typicad implementation divides the video screen into four
rectangles, with each rectangle showing a different VTU dte.

Secondary VTUs. It is recommended that the MCU support secondary VTUs. Thiswill
alow less cgpable VTUs or audio only terminasto Hill participate in the conference at least
in an audio only mode.

Termind numbering. 1t is recommended that the MCU support H.243 terminal numbering.

Value added services. An MCU may optiondly offer value-added services that are not
within the scope of the ITU-T H.320 Recommendations. Some of these services may be
activated by the VTU using SBE characters. Vaue added services offer additiond
cgpability to the conference that are accessed by the VTU. These services might include
conference access codes (passwords), request an operator, dial out capability, accessthe
reservation system, add another party, etc. These services would be accessed by character
sequences such as #0 (# and zero on the keypad) for the conference operator. The
appropriate character sequences may be obtained by audio prompt or other means. These
character sequences are currently not standardized. Other value-added services are also
possible. In sdecting these features, care should be taken in assuring thet they are
compatible with common VTUs and do not require proprietary VTU functiondlity. If
proprietary VTU functiondity is required, these features can only be accessed by those
manufecturers VTUs and may not be usable in most conferences.

10.2 Security

10.2.1 TEMPEST

10.2.1.1 General

The following are recommendations only (not mandatory). TEMPEST requirements for secure VTC
systems should be applied case by case, in accordance with MILDEP or DOD TEMPEST
requirements. TEMPEST protection must be considered if the VTU is being used for the processing of
classfied information.

Any equipment certified under NACSIM 5100A is still acceptable for use under NSTISSAM
TEMPEST/1-92 (see 10.2.3). There are both facility and equipment TEMPEST zones. A facility
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TEMPEST zoneis adefined areawithin afacility where equipment with gppropriate TEMPEST
characteristics (TEMPEST zone assgnment) may be operated without emanating el ectromagnetic
radiation beyond the controlled space boundary of the fecility. NOTE: Facility TEMPEST zones are
determined by measuring el ectromagnetic attenuation provided by a building's properties and
the free space loss to the controlled space boundary. Equipment TEMPEST zone assignments
are based on the level of compromising emanations produced by the equipment.

10.2.1.2 TEMPEST Requirements
TEMPEST requirements should be referred to the individua MILDEPs as follows:

Air Force - Information Warfare Center

Army - Intelligence Security Command

Navy and Marine Corps - Nava Electronic Systems Security Command
NSA - NSA TEMPEST Advisory Group

Bdow are the addresses of the commands:

Air Force Commander
Air Force Information Warfare Center/EAC
San Antonio, TX 78243-5000

Army: Commander
TEMPEST D&t
902 M| GP
ATTN: IAGPA-A-VH
Vint Hill Farms Station
Warrenton, VA 22186-5126

Navy/ Nava Electronic Systems Security Engineering Center
Marine Corps. ATTN: INFOSEC Department

3801 Nebraska Avenue, NW

Washington, DC 20393-5270

NSA: Department of Defense
Nationa Security Agency
TEMPEST Advisory Group, ATTN: C9
Fort George G. Meade, MD 20755-6000

For DOD agencies not listed above, contact the NSA office for information.

10.2.1.3 TEMPEST Documents
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TEMPEST requirements are sated in the following documents or their latest revison:

NACSIM 5100A

NTISSI 7000

NTISSP 300

NSTISSAM
TEMPEST/1-92

Compromising Emanations Laboratory Test Requirements,
Electromagnetics. National Security Telecommunications and
Information System Security (NSTISS)

National Telecommunications and Information Systems Security
Instruction, TEMPEST Countermeasures for Facilities, 7 October 1988

National Telecommunications and Information Systems Security Policy,
National Policy on the Control of Compromising Emanations, 3 October
1988

Compromising Emanations Laboratory Test Requirements,
Electromagnetics. National Security Telecommunications and
Information System Security (NSTISS)

Commercial COMSEC Endorsement Program Procedures, 31 August
1987, National Security Agency

INFOSEC System Security Products & Services Catalog, October 1990,
National Security Agency

The above documents can be obtained from:

Nationd Tdecommunications & Information
Systems Security Committee

Director, NSA

Fort George G. Meade, MD 20755-6000

OPNAVINST
C5510.93E

AR 380-19-1

Navy Implementation of National Policy on Control of
Compromising Emanations, 22 February 1988, with OPNAVNOTE C
5510 of 13 October 1990

Control of Compromising Emanations, September 1990 (Army)
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10.2.2 Automated Information Security

10.2.2.1 General

The following are recommendations only (not mandatory). Automated Information Security
requirements for VTC systems should be gpplied on a case by case, in accordance with MILDEP or
DOD security requirements. Security protection must be consdered if the VTU is being used for the
processing of classfied information.

10.2.2.2 Automated I nformation Security Requirements

DOD Directive 5200.28, reference (b), mandates the accreditation of automated information systems
(19), to include stand-aone persona computers, connected systems, and networks. The interpretation
and implementation of this Directive varies across Service and Agency boundaries.

The DOD Information Technology Security Certification and Accreditation Process (DITSCAP)
establishes a standard process, set of activities, generd tasks, and a management structure to certify and
accredit IS that will maintain the information assurance (1A) and security posture of the Defense
Information Infrastructure (DI1). This process supports an infrastructure-centric approach, with afocus
on the mission, environment, and architecture. For a system in development, the intent isto identify
appropriate security requirements, design to meet those requirements, test the design againgt the same
requirements, and then monitor the accredited system for changes or reaccredidation as necessary.

10.2.2.2.1 DOD Security Requirements Documents

DODD 5200.28 Security Requirements for Automatic Data Processing (ADP)
Systems, revised April 1978.

DOD 5200.28-STD Department of Defense Trusted Computer System Evaluation
Criteria, December 26, 1985.

DOD 5200.28-M ADP Security Manual, June 1979.

DODI 5200.40 DOD Information Technology Security Certification and
Accreditation (C&A) Process (DITSCAP), December 30, 1997.

DOD 8510.1-M DOD Information Technology Security Certification and
Accreditation Process (DITSCAP), July 31, 2000.
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The above documents can be obtained from the U.S. Department of Defense, Washington
Headquarters Service, Correspondence and Directives Directorate.

WHS/C& D Directives and Records Branch
Attn: Directives Section

Suite 501, Crystal Gateway North

1111 Jefferson Davis Highway

Arlington, VA 22202
http://web7.whs.osd.mil/

10.2.2.2.2 Sdected Automated I nformation Security Definitions

Accreditation. A forma declaration by the DAA that the AlS is gpproved to operate in a particular
security mode using a prescribed set of safeguards at an acceptable leve of risk. Accreditation isthe
officid management authorization for the operation of AIS and is based on the certification process as
well as other management considerations. The accreditation statement affixes security responsbility
with the DAA and shows that due care has been taken for security.

Automated Information Systems (AlSs). An assembly of computer hardware, software, and/or
firmware configured to collect, create, communicate, compute, disseminate, process, store, and/ or
control data or information.

AlS Security. Measures and controls that safeguard or protect an AlS againgt unauthorized
(accidentd or intentional) disclosure, modification, or destruction of AlSs and data, and denid of
sarvice. AlS security includes congderation of dl hardware and/or software functions, characterigtics,
and/or features, operationa procedures, accountability procedures, and access controls at the centra
computer facility, remote computer, and termind facilities; management condraints, physica structures
and devices, and personnd and communication controls needed to provide an acceptable level of risk
for the AlS, and for the data and information contained in the AIS. It includes the totality of security
safeguards needed to provide an acceptable protectionleve for AlS and for data handled by AIS.

Certification Authority (Certifier) Responsibilities. The Certifier supports the DAA asthe
technica expert in the certification process. The Certifier initiates the vulnerability and risk assessments,
reviews the threat definition, identifies the security requirements, tailors the DITSCAP, determinesthe
gppropriate certification level, and develops the DITSCAP plan and SSAA.
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Designated Approving Authority (DAA). The officid who has the authority to decide on accepting
the security safeguards prescribed for an AlS or the officia who may be responsible for issuing an
accreditation statement that records the decision to accept those safeguards. The DAA must be at an
organizationd level, have authority to evaluate the overdl mission requirements of the AlS, and to
provide definitive directionsto AlS developers or owners rdative to the risk in the security posture of
the AIS. Thisterm is synonymous with the designated accrediting authority and delegated accrediting
authority.

DOD Information Technology Security Certification and Accreditation Process (DI TSCAP).
The slandard DOD process for identifying information security requirements, providing security
solutions, and managing IS security activities.

Information System Security Officer (1SSO). The person responsible to the DAA for ensuring the
security of an 1S throughout itslife cycle, from design through disposd.  Synonymous with system
security officer.

System Security Authorization Agreement (SSAA). The SSAA isaformd agreement among the
DAA(9), the Certifier, user representative, and program manager. It is used throughout the entire
DITSCAP to guide actions, document decisions, specify 1A requirements, document certification
talloring and leved- of- effort, identify potentia solutions, and maintain operationa systems security.

10.2.2.3 Automated Information Security of PC-Based CODECs

When changing from a dlassfied to an unclassified conference, non PC-Based CODECSs are powered
off to assure no residud classfied information remains. PC-based CODECs do not provide the same

assurance due to the possible storage of classfied data and/or images on the hard drive. One possible
dternative isto require the use of two removable hard drives, one for unclassified conferences and one
for classfied conferences.

10.2.3 Type 3 Cryptographic Equipment - Export Redtrictions

Type 3isfor transmission of unclassfied sendtive information. Use of the DES agorithm and the
Advanced Encryption Standard (AES), outsde the DOD community is beyond the scope of this Profile.
DES and AES are export-controlled adgorithms. Export of the DES or AES dgorithm ishandled on a
case by case basis through licenaing by the Bureau of Export Administration of the U.S. Department of
Commerce (See FIPSPUB 140-2 and FIPSPUB 197).
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10.2.4 Classified Operation over Restricted Networks

Type 1 data encryption from aVTU or MCU operating on an unrestricted network, in restricted mode,
will result in encryption of the bit 8 sub-channd. A gateway between the unrestricted network and a
restricted network will remove the bit 8 sub-channel. This resultsin corruption of the encrypted data,
such that the far-end cryptographic equipment is not able to properly decrypt the data back into the
origind bit pattern.

For operation of VTU or MCUs using Type 1 security over an unrestricted network connected to a
restricted network, the following procedure should be used: Each VTU or MCU is connected through
acryptographic device to a network interface device (that is, an inverse multiplexer (IMUX), or a
terminal adapter). The network interface device at the unrestricted network must interface to the
cryptographic device a multiples of 56 kb/s and perform the bit 8 sub-channd stuffing/stripping for the
unrestricted network. The cryptographic device and the VTU or MCU at both ends of the network
receive network timing at 56 kb/s. This approach puts the encrypted datain bits 1 to 7 only. These
bits will not be affected by the gateway, and the encrypted data will not be corrupted.

10.3 Network Access Alter natives

Network interfaces, except for those specified in Sections 5.2.3.1 and 5.2.4 are outside the scope of
thisProfile. Thefollowing is for information only.

10.3.1 1SDN Access Alternatives

Sections 5.2.3.1 and 5.2.4 of the Profile specify several options for connecting to ISDN, but do not
preclude the use of other dternatives. This section and its subparagraphs describe various methods of
basic rate interface (BRI) ISDN connectivity. VTU or MCU manufacturers may have some of this
equipment integrated into their Profile-compliant designs. Section 10.3.1.3 addresses Type 1 classified
operation. Sections 10.3.1.1, 10.3.1.2, 10.3.1.4, and 10.3.1.5 address unclassified and unclassfied
sengtive operation. For unclassified sengtive operation, the VTU or MCU and the Type 3
cryptographic equipment are typicaly integrated into asingle physicd unit.

Three physicdl interfaces are associated with ISDN: the R interface, the S/T interface, and the U
interface. It isrecommended that if the ST interface is provided, it be in accordance with ANS|
T1.605, ISDN Basic Access Interface for Sand T Reference Points (Layer 1 Specification). Itis
recommended that if the U interface is provided, it be in accordance with ANSI T1.601, ISDN Basic
Access Interface for Use on Metallic Loops for Application on the Network Sde of the NT (Layer

1 Specification).
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10.3.1.1 External Terminal Adapter

Figure 10.3-1 shows atypica configuration, including the interface between the VTU or MCU and the
separae terminad adapter, which isthe R interface.

R Interface ST Imterface U Interface
ElA-349 ocal
oop
VTU
ot =45 l'l'f_
MCU -~ g — - (To network)
| {Ifrequired)

Unclassified and Unclassified Sensitive Operation

TA=terminal adapter Rl-45=Registered Jack-45
MWT-1=nectwork termination type 1

Figure 10.3-1. Network Configuration for External Terminal Adapter.

The R interface of the VTU or MCU consists of two 56/64 kb/s EIA-449 ports, or one

112/128 kb/s E1A-449 port. Section 5.2.3.1.1 aso makes use of this configuration. If the VTU or
MCU has one port, the externd termina adapter will have to include an inverse multiplexing function to
creete the two B channels from the one VTU or MCU port and vice versa. Thisversionisfor
unclassified or Type 3 unclassfied, sengtive operation.

10.3.1.2 External Terminal Adapter with Dialing I nterface

Figure 10.3-2 shows atypica configuration, including the interface between the VTU or MCU and the
Separate termina adapter, which isthe R interface.

B Interface ST Interface U Interface
{1 or 2y EIA-149 [ cal
VIU IF?‘“P
_______ RI45 |———
o P i NT-Rys i
MCU RI-45 {To network)

Unclassified and Unclassified Sensitive Operation
TA=terminal adapter RJ-45=Registered Jack-45

NT-1=network termination type 1

Figure 10.3-2. Network Configuration for External Terminal Adapter with EIA-366 Dialing Interface.
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The R interface of the VTU or MCU consgts of two 56/64 kb/s ElA-449 ports, or one

112/128 kb/s E1A-449 port. The R interface also includes two EIA-366-A diding interfaces. one for
each B channdl. Section 5.2.3.1.2 dso makes use of this configuration. 1f the VTU or MCU has one
port, the externa termina adapter will have to include an inverse multiplexing function to create the two
B channds from the one VTU or MCU port and vice versa. This configuration is for unclassified or
Type 3 unclassified, sendtive operation. Type 1 classified operation is not permitted.

10.3.1.3 Classified Operation

For Type 1 classfied operation, the cryptographic equipment is added at the R interface, as shown in

Figure 10.3-3.
R Interface ST Interface U Interface
AR SR 1 Local
i ! Loop
VIU [ F1a 449+ EIA-4401 ' RJ45
or Ki-14 IMUX TA | NT-1
MCU or KIV-7 : 1 RJ-45 RJ-45
1
: : {To network)
I o e e e e o e = = o = = = = -
Classified Crperation
* = modified (See 5.143.1 and 5.144.1) fosmm 1 IMUX and TA
TA = terminal adapter ! ; could be one
NT-1 = network termination type 1 Mo e e physical unit
IMUX = inverse multiplexer

Figure 10.3-3. Network Configuration for Classified Operation.

If the VTU or MCU has the EIA-366 port, there can be nothing physically connected to it during a
classified conference.
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10.3.1.4 Integrated Terminal Adapter

The termind adapter isintegrated with the VTU or MCU into asingle physicd unit. TheNT-1is
physicaly separate (see Figure 10.3-4). Thisisonly for unclassfied and unclassfied, sendtive
operation. In this case, the integrated unit will provide the ST interface to the Type 1 network
termination. The connector at the ST interfaceisaRJ45. Type 1 classified conferencing is not
permitted with this configuration.

S/T Interface U Interface
E"“"""""""E Local
¢ | VTU ; Loop
| or TA pR145 NT-1[R14s V
E WO E RI-45 {To netwaork)

Unclaszified and Unclassified Sensitive Operation
TA=terminal adapter
WT-1=network termingtion type 1

Figure 10.3-4. Network Configuration for Integrated Terminal Adapter.

10.3.1.5 Integrated Terminal Adapter and Network Termination

Thisisonly for unclassified and unclassfied, sendtive operation. The VTU or MCU, TA and NT-1 are
integrated into a single physical unit (see Figure 10.3-5). Theintegrated unit will now provide the U
interface for the network. Type 1 classified conferencing is not permitted with this configuration. Much
of the newer video teleconferencing equipment uses this configuration.

U Interface
E : ' Local
| VIL - i A Loop
i or _ NT-1 725 + : Y
E MCU E (To network)

Unclassified and Unclassified Sensitive Operation

TA=terminal adapter
WNT-1=network termination type 1

Figure 10.3-5. Network Configuration for Integrated TA and NT1.
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10.3.2 Aggregation using Inverse Multiplexers

To provide interoperability between inverse multiplexers, the following is recommended.

10.3.2.1 Unclassified Operation

An aggregator or inverse multiplexer (IMUX) is used to connect asingle-channel VTU or MCU to
another angle-channd VTU or MCU through a multiple-channel network. TheVTU or MCU is
connected to an IMUX. The IMUX-Network-IMUX connection provides aclear data channd at a
specified datarate, eg., 384 kb/s. At the other end, another IMUX is connected to the other VTU or
MCU. (SeeFigure 10.3-6.)

The IMUX operatesin Mode B1, as defined in H.244. In this mode, the IMUX-Network-1IMUX
connection initidly operatesin aframed mode to achieve channd synchronization. When
synchronization is achieved, the framing is dropped and the entire channedl capacity is used for
transmitting the data stream.

The IMUX-VTU or MCU interfaceis a the same datarate, e.g., 384 kb/s, asthe total datarate (in this
case, 3 X BRI) of the IMUX-Network interface. Thisis because the IMUX-Network data streams do
not contain framing informetion.

Setup and control of the IMUX can be done manualy or autometically. Loss of synchronization
between the network channels must be detected and reset manually by initidizing the IMUX to aframed
mode, as described above. Note that the IMUX may be integrated or externa to the VTU or MCU.

10.3.2.2 Classified Operation

A VTU or MCU used for classfied operation and connected to amultiple - channel network must use
an aggregator or inverse multiplexer (IMUX). The VTU or MCU must be asingle-channd VTU or
MCU having the interface described in Section 5.1.4.3.1. TheVTU or MCU is connected to a
cryptographic device (KIV-7/KIV-7HS or KG-194). The cryptographic device is then connected to
an IMUX or adedicated network. The IMUX-Network-IMUX connection provides a clear data
channd at a specified datarate, e.q., 384 kb/s. At the other end, another IMUX is connected to the
appropriate interoperable cryptographic device, which isthen connected to aVTU or MCU. (See
Figure 10.3-7.)

Interoperability between the KG-194 and the K1V-7/KIV-7Hs is achieved through the MCU. For
example, KG-194 encrypted information is decrypted by the KG-194 cryptographic devices located at
the MCU, and then may be re-encrypted by aKIV-7/KIV-7HS to communicate with aKIV-7/KIV-
7THS encrypted VTU. (SeeFigure 10.3-7.)
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The IMUX operatesin Mode 1, as defined in TIA/EIA-619. In this mode, the IMUX-Network-
IMUX connection initidly operates in aframed mode to achieve channd synchronization. When
synchronization is achieved, the framing is dropped and the entire channd capacity is used for
transmitting the encrypted data stream.  Since the framing information is encrypted, no capabilities can
be communicated between the termind and the IMUX.

The IMUX-Cryptographic interface is a the same datarate, e.g., 384 kb/s, asthe totd datarate (in this
case, 3 X BRI) of the IMUX-Network interface. Thisis because the IMUX-Network data streams do
not contain framing information.

Setup and control of the IMUX must be done manudly, or with proper isolation, to ensure RED-
BLACK separation. No VTU or MCU-to-IMUX communication or eectrica connection is alowed
unless the RS-366 dial-up disconnect procedures and/or isolation configuration is approved by NSA.
Loss of synchronization between the network channels must be detected and reset manudly by
initidizing the IMUX to a framed mode, as described above.

[IMUux|[{i1MUX]|[IMUX

B B B
b b
" ;{ Multiple Channel 1\11 i}
vTU Network VTU
U U
X (i.e., ISDN) X
@ = 384 kbivs

Figure 10.3-6. Examplesof MCU/IMUX Unclassified or Unclassified/Sensitive Operation with Single-Channel
VTUs.
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a - a a VTU
m Dedicated LEC-194

MCU Networks
. T VTU
| a |a
[kvr | [ Kiv7 | | Kiv? |
a a
[ MUX || IMUX [[ IMUX |

Multiple Channel

Network
(i.e., ISDN)

384 kbit's
IxISDN BRI = 3 x T28 kbit's

Figure 10.3-7. Example of MCU/IMUX Operation - Classified Conference

10.3.3 Other Network Interfaces

The VTU may aso support direct network interfaces, which are outside the scope of this Profile.
Below are some examples of direct network interfaces:

Primary rate ISDN interface
North America T1 interface
2-wire switched 56-kb/s interface
4-wire switched 56-kb/s interface.

10.4 Objective Standards

It is DOD's objective to include the following sandards as mandatory components in future versons of
the Profile, subject to DOD and Federa approval, and subject to continued industry availability of
interoperable products implementing these standards. Each of these standards is dso designed to work
in conjunction with the T.120 family of standards. Interoperability between various types of these
objective networks usudly requires gateways, which will be addressed in future revisons to the profile.
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10.4.1 Asynchronous Transfer Mode (ATM)

There are three ITU umbrella standards that could be used for operation over ATM: H.310, H.321,
and H.323. H.323 isthe objective mandate for VTC over ATM. H.310 is meant for high qudity VTC
typicaly usng greater than 2 Mb/s bandwidth, but is relatively expensive to implement, and does not a
thiswriting have agreat deal of industry support. H.321 isbasicaly H.320 over ATM. Itisrddively
sraightforward to implement, but aso lacks widespread industry support a thistime. H.323 provides
for two modes of operation over ATM:

Internet Protocol (1P) over ATM media stream transport; and,
Rea Time Protocol (RTP) over ATM media stream transport (Annex C of H.323).

Thefirgt of these modesis widely supported by industry, but the second mode is not widely supported
by indudry at thistime. If the second of these two modes is implemented, then the first must dso be
implemented as the common interoperable mode. Table 10.4-1 shows the functiond standards, which
are caled out by the H.321 and H.323 umbrella standards.

It isnot completely clear which of the three standards (H.310, H.321, and H.323) will become the
dominant sandard for ATM in the future, but since H.323 currently has the most support from industry,
this standard has been chosen as the objective mandate for ATM. H.310 may be added at alater time
when there is more industry support, since it provides ahigh levd of quaity unavailable from any of the
other VTC standards.

10.4.2 Public Switched Telephone Network (PSTN)

H.324, which describes terminds for low bit rate multimedia communication, is the objective mandate
gandard. Thisumbrella standard operates at low bit-rates of between 9.6 and 28.8 kb/s over ordinary
telephone lines (POTYS). Thelow bit rate aso makesit valuable for tactical gpplications. It may carry
red time voice, data, or video, or any combination of these. Table 10.4-1 showsthe functiond
standards that are called out by the H.324 umbrella standard.

By virtue of itsincluson in the Joint Technical Architecture, this andard is currently mandatory for

DOD for VTC operation at data rates between 9.6 and 28.8 kbps. Thiswill be reflected in future
versons of the Profile,
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Table 10.4-1. Relationships between Selected Umbr ella Standar ds and the Functional Standards.

Umbrela Standard H.321 (H.320 over ATM) H.323 H.324
Network Type Switched Digital Packet-based networks PSTN or POTS
(B-ISDN, ATM, LAN) (LANs, ATM) (the analog phone
system)
Video H.261 H.261 H.261
H.263 H.263 H.263
Audio G711 G711 G7221
G712 G722 G.7231
G221 G221
G.728 G.728
G.7231 G.7231
G.729 G.729
Multiplexing H.221 H.225.0 H.223
Control H.242 H.245 H.245
M ultipoint H.231 H.323 None
H.243
Data T.120 T.120 T.120
Network AAL 1.363 TCPIP V.34 Modem
Protocols ATM 1.361 |EEE 802.X Cellular Radio
1.400 ATM 1.361
1.400
V.34 Modem

10.4.3 Meeting Room Management (MRM), Virtual Meeting Room Collabor ation

T.137 isan emerging standard, part of the T.120-family of standards. The recently approved T.137,
Meseting Room Management (MRM): Services and Protocol, defines the functionality required to
implement shared virtual spaces. As part of the T.120 architecture (Figure 10.4-1), it isdesigned to
deliver such services using generic and extensble mechanisms that are independent of the underlying
transports used for delivering the red time media streams. In future revisons of T.137, this scopeis
expected to broaden to cover al media services used within a conference. The objective of
gandardizing this functiondity isto provide abass for interoperability between client applications and
conferencing services.

T.137 extends T.124, the Generic Conference Control, adding the capability to define and

manage virtua meeting room spaces within the GCC conference. It provides a means to seamlesdy
integrate dl of the media components, meeting rooms, lobby, conference framework, rosters and
sarvices, being used within ameseting. These virtua meeting spaces can be regarded as representing
meeting rooms where audio, video and data communication can take place. The functiondity provides
support for a number of virtua meeting scenarios including round table mestings, informa mesting
gpaces and conferences with audiences. The T.137 protocol provides inherent support for multi-room
scenarios. The protocol will find application in support of enhanced audio conferencing and
audiographics conferencing services with the aim to provide an holistic approach to the management of
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the meeting room involving multiple media, while providing the flexibility to adapt individua meeting
rooms in response to user requirements.

Meeting rooms can be public, controlled or private, and dynamically crested or destroyed as needed
during the conference or at any other time. The room creator can invite any desired participants.
Controlled rooms can be accessed via a password or key. Registration and validation procedures can
be defined to gain accessto a private room. Private reception rooms for participants awaiting entry into
a private room can be created. Meeting rooms can be permanent, defined by the conference
framework, dynamic, created and destroyed as required, or persistent, a specid type of dynamic room.
Persistent rooms can exist even if no participants are present. Private Side conversations or breakout
groups are dlowed without having to establish a separate conference.

The lobby isavirtud space indgde the MRM session, but outside of any MRM meseting room. It
contains the conference roster and the room list.

The conference framework consists of the conference configuration, and the Room and Service
Congtructors. The conference configuration defines the conference-wide parameters such as
relaionship, name, purpose, maximum number of nodes and rooms, and reporting parameters
requirements. The Room Constructor defines room types, access rights and permitted roles of the
participants. Permitted roles include Observer, a non-active member, GCC anonymous node
participant, a conventiond T.120 node which may fully participate and interact within GCC conference,
and Adminidrator, that may be externa manager. The Adminigtrator cannot be muted. The Service
Constructor manages services such as audio, mixing and floor control.

Rosters include the conference roster and the room roster. The conference roster contains the
conference framework, reconfiguration and list of active rooms. The room rogter is room specific data,
which includes room state, mode and access requirements.

Sarvices are primarily audio bridging parameters, such as the maximum number of participants (nodes),
maximum number of mixer ports, and mixer management.

The standard defines procedures for arbitrating use of real time media services such as telephony and
video streaming, for advertising those services to participating nodes and for managing and controlling
those services once activated. T.137 specifies mechanisms for multimedia capability reporting a the
dart of and during communications and defines procedures for arbitrating access to and configuring the
infrastructure in support of the services.

T.137 defines a Conference Server that takes responsibility for the running of the MRM conference and
a sarvice access channe for communication between the clients and server. The MRM protocol places
minima implementation burden on client terminas with most of the complexity being concentrated at the
Server. This provides centralized management of the red time infrastructure. A single server nodeis
assigned to be the Conference Manager and MRM Top Provider. However, communication from
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clientsto the MRM Top Provider is dways directed to the conference management channd, dlowing
other Network Elementsto dso join
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this channd and to co-operate in ddivering the conference. These other Network Elements may
shadow the MRM Top Provider, dlowing the possibility of one of them taking on the Top Provider role
in the event of afalure condition. This provison aso dlows the possibility of a distributed management
mode in future versions of this protocol enabling it to more readily scale to support large conference
environments. T.MRM requires the services of MCS and GCC.

User Applications |
i ¥
Real Real
Time Time Node Controller
Audio| |Video F
Device |Device - N i/
i N b
“"ITU-T Standard Application |/ ":““?_“‘“d“‘_ d
Protocol Entities Bpiicatinn
. Protocol Entities
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Audio Video C Mar E' ot T .{?amnntﬁg‘n‘fargau l:urﬂruIJ
Stream(s) Streamis)

I’ Multip&int Communications Service |
T.122T.125 (MCS)

Network Transport Protocals (T.123) |
Data
L J

Network |

Figure 10.4-1. T.137 Meeting Room M anagement, Audio-Visual Control Architecture

10.4.4 H.323 Control Protocol for Far-end Camera Control

The capability for an H.323 endpoint to control one or more far-end cameras, and alow far-end control
of loca camerasis an emerging sandard. Far-end camera control requires that both endpoints have the
far-end camera control capability. H.282 and H.283 define the protocols used for far end camera
control. H.281 and H.224 do not apply to H.323 systems.

10.4.4.1 Control Protocols

H.323 endpoints support far-end camera control through the H.282 Remote Control Protocol for
Multimedia Applications. The H.282 protocal is supported in an H.245 logica channe according to
H.283. H.283 describeslogica channe trangport for the H.282 protocol in an H.323 conference.
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H.282 addresses nodes and devicesin aconference. A nodeisadistinct entity participating in a point
to point or multipoint conference. A deviceisnormaly aphysicd entity, such as a camera, but may aso
be a software process and will typicaly resde at a Termina node and function as the devices host node.

H.282 Remote Device Control alows the remote activation and control of devices within a conference
environment. A number of standard device classes and alibrary of standard device attributes are
defined by H.282 Annex A. These am to address mandatory or commonly required functiondity for
usein support of multipoint multimedia communication and in particular conferencing.

H.282 defines the default owner of a given device as the host node, which has responsibility for
sarvicing remote device requests from other Termina nodes in the conference. It is not necessary for a
host node to be co-located with the device it is hogting.

H.282 Remote Device Control provides the following facilities to the conference:
A conference participant can determine the profile of a device attached to a remote node.

A participant can request exclusive access to aremote device in order to perform device
control or configuration.

A participant can control, configure, receive event notification and obtain the status of a
remote device.

A participant can sdect a set of remote devices through the use of the Source Combiner
device capability. The outputs (video or audio) of the selected remote devices can be
combined together to form asingle output stream. (Note: The Source Combiner deviceisa
separate device class from the camera device class. It can be used to remotely combine
the outputs of two or more cameras, or one camera and one or more other remote
devices.)

H.282 defined standard device classes are Camera, Microphone, Stream Player Recorder, Slide
Projector, Light Source, and Source Combiner. Only the H.282 Camera device classfor far-end
camera control iswithin the scope of this Profile. Other device classes may be added in future
revisons.
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H.283 provides sarvices to the H.282 Remote Control Protocol for Multimedia Applications. H.283
provides the means for the upper layer H.282 protocol to communicate with its peer nodes in a point to
point or multipoint conference. The H.283 Logicad Channe Trangport runsin bi-directiond unreliable
H.245 logica channels. It provides an unreliable and ardiable service. Therdiable serviceisintended
for the low bandwidth traffic of H.282, not high bandwidth streaming data

An H.282 sesson within a conference consists of dl the nodes in a conference with active H.282
connections. The H.282 connections can be set up between nodesin a conference, depending on
centralized, decentralized, and multicast capability. Each node may have more than one H.282
connection, but in any case dl the connections are part of the same sesson. Control of multiple devices
and multiple device typesis handled within a single instance of the H.282 Protocal.

10.4.4.2 Camera Device Class

The camera device class provides a comprehensive remote control capability alowing control over the
camera position and viewing angle as well as the ability to manipulate parameters rdating to the image as
described in Table 10.4-2. Thefollowing provides abrief description of each of the camera control and
event attribute types.

Device control and event attributes are generd attributes for use by any device class as appropriate.

Camera control attributes may be used for controlling acamera. Camera control movement parameters
may be specified relative to the current position or as an absolute vaue.

Camera control attributes used for start-stop movement start a continuous movement and have a
maximum time out as part of the attribute. The continuous movement is started in the selected direction
until thetime-out expires. A camerathat supports pan, tilt, zoom, or focus control must support it with
the continuous movement control attributes. Optionally, such devices may support the fixed range or
gpatid pogtioning or relative field of view contral attributes.

Camera contral attributes using fixed range positioning use a position mechanism with fixed ranges. The

receiving remote device control application must map this fixed positioning to the actud positioning
system used by the camera.
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Camera control attributes using patid positioning use a positioning mechanism where the postioning
system represents the absol ute camera position in degrees. The receiving remote device control
gpplication must map these absol ute degree positions to the camera pogitioning system. These
parameter vaues express the angle in degrees to which the camerais to be positioned assuming that the
mid-point of the camera pan and tilt range is 0°. For spatia positioning, a camera that supports the
fixed-range Zoom Position attribute must also support the current field of view Zoom Magnification
attribute. If the Pan Pogition attribute is supported, the cameramust dso support the Pan View
attribute. If the Tilt Podtion attribute is supported, the camera must also support the Tilt View attribute.

Camera control attributes using the current fidld of view alow a camerato be moved reative to the
current field of view. A camerathat supports the Zoom Magnification attribute must dso support the
Zoom Pogtion atribute. If the camera supports the Pan View attribute, it must aso support the Pan
Pogtion attribute. If the camera supportsthe Tilt View attribute, it must also support the Tilt Position
attribute.

Table 10.4-2. Far-End Camera Control and Event Attributes

Control Attribute | Features
Device Control

Device State Set adeviceto an active or inactive state or read the current device
state.

Device Pre-set Select or store aparticular device pre-set

Device Date Set or read the current device date

Device Time Set or read the current device time

Camera Control

IrisMode Set or read the camerairis mode (Manual/Auto/ Unknown)

Focus Mode Set or read camera focusing mode (Manual/Auto/ Unknown)

Pointing Mode Set or read camera pointing mode (Manual/Auto/ Unknown)

Cameralens Select a particular cameralens where the camera has more than one
lens available

CameraFilter Select aparticular camerafilter where the camera has more than one
filter available

Go To Camera Home Position Command the camerato moveto its default home position

External CameraLight Control an external light source that is associated with a camera

Clear CameralLens Command the camerarto clear the lens

Camera Pan Speed Configure the speed of camera movement used when panning

Camera Tilt Speed Configure the speed of camera movement used when tilting

CameraBack Light Mode Set or read the camera back light mode

Camera Back light Setting Set or read the camera back light setting

Camera White Balance Alignment Set or read the camera white balance alignment

Camera White Balance Alignment Mode Set or read the camera white balance alignment mode

Calibrate White Balance Alignment Instruct the camerato calibrate the white balance alignment

Focus Image Instruct the camerato bring the current image into focus

Capture Image Instruct the camerato capture the current image and transmit it

Camera Control Used For Start Stop M ovement

Pan Continuous Start or stop continuous horizontal panning movement with a

maximum time-out
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Control Attribute

Features

Tilt Continuous

Start or stop continuous vertical tilting movement with a maximum
time-out

Zoom Continuous

Start or stop continuous zoom movement with a maximum time-out

Focus Continuous

Start or stop continuous focus movement with a maximum time-out

Iris Continuous

Start or stop continuous iris movement with a maximum time-out

Camera Control Using Fixed Range Positioning

Zoom Position

Set or read the camera zoom position

Focus Position

Set or read the camera focus position

Iris Position Set or read the camera iris position
Camera Control Using Spatial Positioning

Pan Position Set or read the camera pan position

Tilt Position Set or read the cameratilt position

Camera Control Usingthe Current Field of View

Zoom Magnification

Set the camera zoom position relative to the current field of view

Pan View

Set the cameratilt position relative to the current field of view

Tilt View

Set the cameratilt position relative to the current field of view

Events

Device Lock State Changed

Signals a change in the device lock state

Device Availability Changed

Signals atemporary change in the availability of the device

Camera Panned to Limit

Signals the camera reached the limit of the available pan range

CameraTilted to Limit

Signals the camera reached the limit of the avail abletilt range

Camera Zoomed to Limit

Signals the camera reached the limit of the available zoom range

CameraFocused to Limit

Signals the camerareached the limit of the available focus range

10.4.4.3 Interoperability with H.281 Far-End Camera Control

A termina that supports H.282 may interoperate with atermina that only supports H.281 via a gateway

that performs the relevant transcoding between the two protocols. In order to dlow the H.281 termind
to perform remote camera source selection, it is recommended that H.282 terminds be assigned the
device identifiersin the same way as described by the H.281 recommendation, as per table 10.4-3

baow.

Table 10.4-3. Remote Camer a Sour ce Selection

Device DeviceID
Main Camera 1
Auxiliary Camera 2
Document Camera 3
Auxiliary Document Camera 4
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10.4.5 H.323 Versions 3 and 4 Packet-Based M ultimedia Communications Systems

H.323 version 3 was approved in September 1999 and makes modest improvements to the H.323
verson 2 of February 1998. New featuresin Version 3 are:

Maintaining and Reusing Connections,

Conference out of Consultation;

Cdler ID;

Language Preference;

Annex E/H.323 Gatekeepers ability to mandate the usage of Annex E for cal signding to
endpoints;

Remote Device Control;

Generic Capabilities added to H.245 (1999);

Annex G/H.225.0 - Communication between Adminigrative Domains,

Annex E/H.323 - Protocol for Multiplexed Cdl Sgnding Transport;

Annex F/H.323 - Smple Endpoaint Type;

H.341 - H.323 Series Management Information Base (MIB) for SNMP-based
management of H.323 equipment; and,

Supplementary Services.

H.323 Verson 4 was gpproved in November 2000 and contains enhancements in anumber of
important aress, induding reliability, scaability, and flexibility. New features will hdp facilitate more
scdable Gateway and MCU solutions to meet the growing market requirements. New features and
solutionsin Version 4 are;

Gateway decomposition (H.248, which describes the protocol between the Media
Gateway Controller (MGC) and the Media Gateway (MG));

Multiplexed stream transmission;

Supplementary services,

HTTP-based control (Annex K/H.323);

"Simulus-based" control mechanism (Annex L/H.323);

Name identification service (H.450.8);

Cdl completion (H.450.9);

Alternate Gatekeepers,

Usage information reporting by endpoints;

Endpoint capacity indicator;

Cdler identification service;

In-band tones and announcements, such as incorrect or unreachable destination number;
IP Alias Mapping;

Indicating desired protocol for specid services (i.e., FAX);

Bandwidth management;

Reporting call Satus;
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Ability to initiate avoice cdl and then switch to fax a some point (Annex D-Red-time
FAX);

Cdl linkage, which isaunique identifier that can be usad to identify a cal with multiple
segments from end to end;

QSIG and ISUP may be tunneled without trandation;

Allow for RSVP when not using Fast Connect to improve QoS;

H.245 to be started in paralée to Fast Connect;

Generic extenghility framework;

H.323 URL;

Cdl Credit-Related Capabilities; and,

H.323 verson 4 now alows an endpoint to utilize RFC 2833 to send and receive DTMF
digits.

10.4.6 Session Initiation Protocol (SIP) RFC 2543

The Session Initiation Protocol (SIP) is being developed by the IETF as an dternate approach to H.323
for providing sgnaling functions. H.323 is based more on a monoalithic bloc derived from H.320 for
traditional of the traditiond circuit-switched ISDN multimedia, and SIP favors a more lightweight
approach based on HTTP.

The SIPis an gpplicationlayer control protocol that can establish, modify and terminate multimedia
sessonsor cals. These multimedia sessons include multimedia conferences, distance learning, Internet
telephony and smilar gpplications. SIP can invite both persons and "robots’, such as a media storage
sarvice. SIP can invite parties to both unicast and multicast sessions; theinitiator does not necessarily
have to be amember of the sesson to which it isinviting. Media and participants can be added to an
exiding session.

SIP supports five facets of establishing and terminating multimedia communications:

User location:  determination of the end system to be used for communiceation;

User capabilities. determination of the media and media parameters to be used;

User avalahility: determination of the willingness of the called party to engagein
communications,

Cal sgtup: "ringing", establishment of call parameters at both caled and caling party; and,
Cdl handling: induding trandfer and termination of cdls.

SIP can dso initiate multi- party cdls usng amultipoint control unit (MCU) or fully meshed
interconnectioninstead of multicast. Internet telephony gateways that connect Public Switched
Telephone Network (PSTN) parties can aso use SIP to set up calls between them.

The IETF Internet Draft RFC of July 13, 2001 titled “ SIP-H.323 Interworking,” describesthelogcd
entity known as the interworking function (IWF) that will dlow the interworking between the SIP
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(Session Initiation Protocol) and H.323 networks. This Internet-Draft RFC is being developed as a
cooperative effort between the IETF and ITU.

10.4.7 Supplementary Services

The H.450- Series of standards describes optional methods for providing Supplementary Servicesin the
H.323 environment. The following supplementary services are optiona objective services, which may
be available with future H.323 verson 3 or verson 4 VTC equipment implementations, and make use of
the " Generic functiona protocol for the support of supplementary servicesin H.323" asdefined in
H.450.1 (See Section 6.3.1).

10.4.7.1 Call Hold —H.450.4

H.450.4 describes the procedures and the signaling protocol for the Cal Hold supplementary servicein
H.323. Cdl Hold dlowsaVTU, which may have originated the call or has been cdlled, to interrupt the
exigting cal and then subsequently, if desired, re-establish communications with the hed VTU. Cdl
Hold applies to the complete H.323 cdll (i.e.,, audio and video). Putting on hold only a subset of the
media streams as well as putting on hold a T.120 cdl is not a currently available, but may be afuture
cgpability.

10.4.7.2 Call Park and Call Pickup - H.450.5

H.450.5 describes the procedures and the signaling protocol scenarios for the Call Park and Call
Pickup supplementary servicesin H.323.

Cdl Park is a supplementary service, smilar to Cal Hold, in acal between two Users A and B. It
alows User A to put the call on hold and User B may be connected to another channel, such as music
or announcements, and User B may see avideo or ill image.

Call Pickup allows another User C, to pickup the parked call to connect to User B. Thisdiffersfrom
cal hold in that User C does not have to be at the same endpoint as User A.

10.4.7.3 Call Waiting - H.450.6

H.450.6 describes the procedures and the sgnding protocol for the Call Waiting supplementary service
in H.323 networks. The Cdl Waiting supplementary service permits a busy user to be informed of an
incoming cal while being engaged with one or more other cdls (i.e., Cal Waiting operatesin case of an
incoming cal when a busy condition within the endpoint is encountered). Asan option, a busy condition
may aso be encountered if the user is busy with workflow applications (e.g., writing e-mails).

10.4.7.4 M essage Waiting I ndication - H.450.7
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H.450.7 proposes the procedures and signaling protocol for the Message Waiting Indication
supplementary service in H.323 networks. The Message Waiting Indication supplementary service
provides a general- purpose mechanism by which a user can be advised that messages (e.g., voice mall,
fax, and teletex) are available. The procedures and the Sgnding protocol of H.450.7 are derived from
the Message Waiting Indication supplementary service as specified in 1SO/IEC 15505 and |SO/IEC
15506.

10.4.7.5 Name I dentification Supplementary Services- H.450.8

Cdling Party Name Presentation is a festure that provides the name of the calling party to the called
party. The cdling party name could be, for example, the name of a person or organization, a phone
number or room number, a network address or other pre-programmed information. The caling party
name may be provided by the calling VTU or by the gatekeeper for gatekeeper routed calls that
originate in the packet- based network. When acdl originates in the switched circuit network and
enters the packet- based network through a gateway, the gateway will pass to the packet-based
network the calling party name information provided from the switched circuit network.

10.4.7.6 Call Completion Supplementary Service- H.450.9

Completion of Calsto Busy Subscribersis a supplementary service that is offered to acaling User A.
On encountering abusy caled User B, it dlows User A to request that User B’ s endpoint monitor User
B and notify User A’s endpoint when User B becomes free. On response by User A to that
notification, User A’s endpoint must attempt to complete the call to User B.

Completion of Cdlson No Reply is a supplementary service that is offered to acaling User A. On
encountering acaled User B that does not answer, it alows User A to request that User B’ s endpoint
monitors User B and notifies User A when User B becomes free after a subsequent period of activity.
On response by User A to that notification, User A’s endpoint must attempt to complete the call to User
B.

10.4.7.7 Call Offer Supplementary Service- H.450.10

Cdl Offer is a supplementary service which, on request from the caling user (or on that user's behdf),
enables acal to be offered to abusy caled user and to wait for that called user to accept the cal, after
the necessary resources have become available.

10.4.7.8 Call Intrusion Supplementary Service - H.450.11
Cdl Intrusion is a supplementary service which, on request from the served user, enables the served

user to establish communication with abusy called user (user B) by bresking into an established call
between user B and athird user (user C).
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10.4.7.9 Common I nfor mation Additional Network Feature for H.323 - H.450.12

The Additiond Network Feature Common Information enables the exchange of Common Information
between endpoints that support this supplementary service. This Common Information is a collection of
miscellaneous information that relates to the endpoint or equipment a one end of a connection and
includes one or more of the following: Festure Identifiers, Party Category. Thisinformation, when
received by an Additiona Network Feature Common Information endpoint, can be used for any
purpose (e.g., as the basis for indications to the loca user or to another network or in order to filter
feature requests).
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11 DOD VTC POLICY

The Joint Technical Architecture (JTA) and the VTC Profile are the officid VTC standards documents
to be used by DOD per ASD-C3l direction.

11.1 ASD-C3I Memorandum

The ASD-C3l memorandum (see next page) on VTC standards guidance establishes OSD policy
requiring conformance to this Appendix and is the implementing policy of this Profile. (See attached
copy of the memorandum.)

11.2 JTA Memorandum
The Profileis dso cited as mandatory in the Joint Technica Architecture (JTA) as per the OSD

memorandum, which follows the ASD-C3l memorandum. (See attached copy of the JTA
memorandum.)
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EZBJOFFICE OF THE ASSISTANT SECRETARY OF DEFENY
4 6000 DEFENSE PENTAGON '
WASHINGTON, DC 203016000
March 30, 1998

COMMAND, CONTROL,

COMMUNICATIONS, AND
INTELLIGENCE

MEMORANDUM FOR DI RECTORS OF THE DEFENSE AGENCI ES

DI RECTOR, | NFORVATI ON SYSTEMs FOR COMVAND,
CONTROL, COVMUNI CATI ONS AND COVPUTERS, U.S. ARW

DI RECTOR, SPACE | NFORVATI ON WARFARE, COMVAND
AND CONTROL, U.S. NAVY

ASSI STANT CHI EF OF STAFF, SYSTEMS FOR COMVAND,
CONTROL, COMMUNI CATI ONS AND COMPUTERS,
U S. AR FORCE

DI RECTOR, COMVAND, CONTROL, COVMUNI CATI ONS,
COVPUTERS AND | NTELLI GENCE, U.S. MARI NE CORPS

Dl RECTOR, COVIVAND, CONTROL, COVMUNI CATI ONS, AND
COVPUTER SYSTEMS, JO NT STAFF

DI RECTOR, JO NT STAFF

DI RECTOR, DEFENSE TELECOVMUNI CATI ONS SERVI CE—
WASHI NGTON

SUBJECT: Video Tel econferencing (VTC) Standards Gui dance

To inprove interoperability and standardization of Video
Tel econferencing (VIC) in the Departnent of Defense (DoD), the Ofice
of the Assistant Secretary of Defense, Command, Control,
Communi cations, and Intelligence (C3l), issued specific policy
gui dance on Cctober 31, 1994, to use the Corporation for Qpen Systens
(COsS) Video Tel econferencing Profile (al so known as the Industry
Profile for VIC) for acquisition of VTC equi pnent. Corporation for
Open Systens has ceased its business operations, thus requiring DoD
to seek a new sponsor for the VTC standard.

Depart nent of Defense successfully solicited the Federal

Tel ecommuni cati ons Standards Committee (FTSC) to accept the Profile
as a docunent applicable to the entire Federal Covernnent. An accord
was reached and the new Federal standard, Federal Tel ecommunications
Recommrendati on (FTR) 1080-1997, was approved Cctober 30, 1997. It
contains the original COS VIC Profile as an Appendi x. The Appendi X
will be mandatory for DoD and optional for the rest of the Federa
community. The Profile is fully conpatible with, and interoperable
with, the main body of FTR 1080B-2001. However, it contains nuch
nore detail, including additional requirements |ike security, that
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are not in the main body and are, therefore, optional for the rest of
the Federal comunity.

Effective inmmedi ately, all new procurenents for VIC that operate
bet ween transm ssion data rates of 56 to 1,920 kb/s shall conformto
the requirenents of FTR 1080B-2001, including the requirenments of the
| at est approved version of Appendix A This supersedes the Cctober
31, 1994, nandate to conformto the COS VIC Profile.

The Joint Technical Architecture is also being updated to reflect this
guidance. It applies to all C3l systens and all systens that interface
with C3l systens.

The DI SA Center for Standards point of contact for VTC standards
is M. Klaus Rittenbach, 1 N42, DSN 987-6864, Commercial (732)427-
6864, E-nmmil: RITTENBK@TM DI SA. M L. Paper and el ectroni c copi es of
FTR 1080B- 2001 and of Appendix A are available from M. Rittenbach.
Before using the FTR, contact IN42 to determine the |atest version of
Appendi x A

Request Director, Joint Staff, provide this guidance to the
Commanders-in-Chief. M point of contact for this action is
M. Richard Col ver, who is assigned to ny Comuni cations Directorate,
DSN 225-3137, Commercial (703) 695-3137, E-nmmil:
COLVERR@DSD. PENTAGON. M L.

1S/
Stanl ey E. CGontarek
Deputy Assistant Secretary of Defense
(Command, Control and Commruni cati ons)
(Acting)
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November 29, 1999

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARIES OF DEFENSE
DIRECTORS OF DEFENSE AGENCIES
DIRECTOR, JOINT STAFF

SUBJECT: DoD Joint Technica Architecture (JTA) Verson 3.0

This memorandum makes JTA Verson 3.0 effective for use immediately superseding Verson
2.0. However, paragraphs 2, 3, and 4 of Version 2.0 cover memorandum dated 30 Nov 1998
(attached) continue to gpply. Each DoD Component and cognizant OSD authority is required to have
on fileacurrent or new implementation plan with the USD(A,T and L) and the ASD(C3I)(DaoD CIO).
If an implementation plan needs revison, it is due within 60 days while anew plan is due within 180
days from the date of this memorandum.

The JTA and related information can be found at URL http://mww-jtaits.disamil. If accessto
the World Wide Web is not available, a copy or the JTA on CD ROM can be obtained by calling
(703) 735-3552.

Addressees should assure the widest digtribution of this memorandum. Request Director, Joint
Staff forward this memorandum to Unified Combatant Commands.

IS 19 IS
Jacques S. Gardner Arthur L. Money John L. Woodward, Jr.
Under Secretary of Defense Assgtant Secretary of Defense Lieutenant Generd, USAF
(Acquigtion, Technology (Command, Control, Director, Command, Control,
and Logigtics) Communications & Intelligence)  Communications and
Computer Systems
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INTENTIONALLY BLANK
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3000 DEFENSE PENTAGON
WASHINGTON, DC 20301-3000
ACQUISITION 30 NOV 1998

AND TECHNLOGY
MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARIES OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF DEFENSE FIELD ACTIVITIES

SUBJECT: DaoD Joint Technicd architecture (JTA) Verson 2.0

JTA Version 2.0 was approved by the Architecture Coordination Council on May 28, 1998 and
has been pogted to the JTA Home Page with a notice that forma authorization for use will be provided
separately. This memorandum makesthe JTA Verson 2.0 effective for use immediately, superceding
verson 1.0. In addition, this memorandum updates the portion of Paragraph 4.3.9 of DoD 5000.2-R
(with Change 3) covering the JTA applicability and waiver process, pending aformd revison of DoD
5000.2-R and other DoD Directives and Ingtructions.

Implementation of JTA, that isthe use of gpplicable JTA mandated standards, is required for dl
emerging, or changes to an exigting cgpability that produces, uses, or exchanges information in any form
eectronicaly; crosses afunctiona or DoD Component boundary; and gives the warfighter or DoD
decision maker and operationa capability. Use of an gpplicable JTA mandated standard must consider
the cost, schedule, or performance impacts, and if warranted awaiver from use granted as described
below. Hence, implementation of the JTA isrequired for dl DoD Acquidtion categories, and dl other
non-traditiond (e.g., Defense Information Infrastructure (DIT) Common Operating Environment
(COE)), systemic (e.g., Joint Airborne SIGINT Architecture (JASA)), or non-DoD 5000 series
acquisitions (e.g., procurement of information technology services, CINC Initiatives) that meet these
criteria. In addition, implementation of the JTA is required for pre-acquisition programs such as.
Advanced Concept Technology Demonstration (ACTDs), Advanced Technology Demondrations
(ATDs), Joint Warrior Interoperability Demongtrations (MWIDs), ‘ Exploitationyear’, and Battle
Laboratory projects that meet these criteria
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Each DoD Component and cognizant OSD authority is responsible for implementation to
include compliance assurance, programming and budgeting or resources, and scheduling. Only the
Component Acquisition Executive, or cognizant OSD authority can grant awaiver from the use of an
goplicable JTA mandated standard. All waivers shal be submitted to the USD (A& T) and ASD(C3l)
(the DoD chief Information Officer (ClO)) for concurrence. Both USD(A&T) and ASD(C3I) (DoD
ClO) concurrence can be assumed if no response is received two weeks after the date of receipt. To
assure proper and timely congderation, al waivers must be accompanied by the identification of cog,
schedule, and performance impacts that will occur if waiver is not granted and acknowledgement of any
resulting operationd limitations.

To preclude the granting of duplicate wavers, caused by implementing this and other OSD
mandates, the organization responsible for systemic implementation of the JTA (e.g., DISA for DIl
COE; NSA for the JASA; BMDO for the standards in the Missile Defense) will adminigratively
coordinate through the establish mechanism and grant the waiver and forward to USD(A&T) and
ASD(Ca3I) (DaD CIO) for concurrence. Lastly, dl waivers of the standards contained in the Modeling
& Simulaion Domain Annex must be submitted through the M& S management office of the responsible
DoD component of the Defense Modding and Smulation Office (DMSO). DM SO will then
coordinate and adminigtratively process a recommended disposition to the Executive Council for
Modding & Simulation (EXCIMS). EXCIMSwill submit their recommendations to the USD(A&T)
for gpprova with the concurrence of the DoD CIO.

Each DoD Component and cognizant OSD authority is requested to provide a new or revised
implementation plan to the USD(A&T) and the ASD(C3I)(DoD CIO). Revison of an exiging planis
due within 60 days while anew plan is due within 90 days from the date of this memorandum. These
plans must include congderation of JTA implementation for existing capabilities meeting the criteria
provided in the second paragraph.

The JTA isaliving document and will continue to evolve with the technologies, marketplace, and
associated standards upon which it isbased. The JTA isthe minimum set of performance based primary
non-governmenta standards needed to maximize interoperability and affordability within DoD and
hence is entirdy consistent with Acquisition Reform principles and practices. Tests and exercises will be
used to evduate the JTA implementation progress.

Addressees are requested to assure the widest distribution of this memorandum. Request
Director, Joint Staff forward this memorandum to Unified Combatant Commands.

IS IS 19
Jacques S. Gander Arthur L. Money DOUGLASD. BUCHHOLZ
Under Secretary of Defense Senior Civilian Officid Lieutenant Generd, USA
(Acquigtion and Technology) Director for C4 Systems
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